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1. Comodo IceDragon — Introduction

Comodo IceDragon is a fast, secure and versatile Internet Browser based on Mozilla core and infused with Comodo's
unparalleled level of security.

Guide Structure

This guide is intended to take the user through the installation, configuration and use of Comodo IceDragon.
«  Comodo Dragon - Introduction
*  System Requirements
*  Downloading And Installing Comodo IceDragon
*  The Basics

«  Starting Comodo IceDragon
»  Setting IceDragon as your Default Browser
e Setting up Your Homepage
e Searching the Internet
*  Customizing the Toolbar
»  Configuring Shortcuts to Social Networks
* Re-opening Recently and Most Visited Websites
*  Viewing Browsing History
»  Setting Fonts, Languages and Encoding
*  Uninstalling IceDragon
*  Configuring IceDragon Updates
*  Portable Version
e Overview an Omnibar
¢ Tabbed Browsing
*  Using Tabs
*  Customizing Your 'New Tab' Page
*  Tab Settings
»  Customizing Navigation Toolbar
»  Configuring Applications
*  Bookmarks
*  Creating Bookmarks
¢ Finding and Editing Bookmarks
¢ Managing Bookmarks
*  Bookmarks - Importing, Exporting and Backing up
*  Privacy And Security

*  Private Browsing

e Virtual Mode

«  Deleting Browsing History and configuring History settings

e Allowing/Blocking pop-up windows

*  Managing Cookies

*  Blocking Websites from Tracking your Browsing History

*  Configuring Suggestions while Entering Website Address

* Managing Automatic Installations of Add-ons and Blocking Insecure Add-ons
*  Managing Passwords

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 4



Configuring Advanced Settings

SSL Certificate Encryption

Website Security Indicators

Managing SSL Certificates and HTTPS Security
Force Secure Connections

¢ Downloads

Downloading a File

Changing Download Location
Viewing Download History
Clearing Download History

¢ Introduction to Add-ons

Installing Add-ons

*  Downloading Add-ons and Installing Add-ons
* Installing Add-ons from Local Storage

«  Configuring Updates to Add-ons

Managing Extensions

Managing Plugins

Customizing the Appearance of IceDragon
Managing Services

¢ Tools and other Features

Customizing Applications for Opening Different File Types
Searching Within Page Content

Form Autofill

Keyboard and Mouse Shortcuts for Comodo IceDragon

Scan Websites for Malware and Blacklist using Web Inspector
Use PrivDog To Stop Websites Tracking Your Activity

¢ Web Developer Tools

Opening the Tools console

Using the Web Console

Remove Inconsistencies with HTML, CSS and Javascript
Inspect Page Elements

Improving Website / Web Application Performance
Network Monitoring

View and Run Experimental Style Sheets on a Webpage
Using the Developer Toolbar

Responsive Design View

Run Experimental Java Scripts on Page

View Page Source

Add More Web Development Tools

Enabling Character Encoding from the Web Developer Console
Working Offline

*  Troubleshooting

Error: “"This Connection is Untrusted"

*  ReportaBug

COMODO

Creating Trust Online®
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2. System Requirements

To ensure optimal performance of Comodo IceDragon, please ensure that your PC complies with the minimum system
requirements:

* Windows 8/8.1/7/ Vista/ XP
« 128 MB RAM
+ 40 MB Hard Disk Space

Click here to download and install Comodo IceDragon.

3. Downloading And Installing Comodo
IceDragon

You can download the IceDragon setup file from the location: http://icedragon.comodo.com/

After downloading the setup file to your hard drive, double click icedragonsetup.exe @ to start the installation wizard.
Step1 - End User License Agreement

COMODO IceDragon Setup
License Agreement

Please review the license terms before installing Comodo IceDragon 25.0
A

Press Page Down to see the rest of the agreement.

Comodo IceDragon End User License Agreement
Copyright

The Products contain material that is protected by United States and foreign intellectual property
laws, including copyright, trade secret, and patent law. All rights not granted to you herein are
expressly reserved by Comodo. You may not remove any copyright or other proprietary notice of
Comodo from the Products.

The Comodo IceDragon browser developed by Comode Security Solutions, Inc. is based on the
|Mozilla Public License develaped by Maozilla. The Comodo IceDragon browser is licensed under the |V

If you accept the terms of the agreement, click I Agree to continue. You must accept the agreement to
install IceDragon.

The EULA screen of the setup wizard is displayed. Complete the initialization phase by reading and accepting the End User
License Agreement (EULA).

e Click 'l agree' button to continue the installation. Clicking '‘Cancel' will abort the installation.

Step 2 - Select Installation Folder

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 6
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The next screen allows you to select the folder in your hard drive for installing Comodo IceDragon. The default installation paths
are C:\ProgramFiles\Comodo\lceDragon (32 bit systems) and C:\Program Files(x86)\Comodo\lceDragon (64 bit systems).

COMODO IceDragon Setup
Choose Install Location

E Choose the folder in which to install IceDragon.

Setup will install IceDragon in the following folder. To install in a different folder, click Browse and
select another folder. Click Next to continue.

Destination Folder

| C:\Program Files (x86)\Comodo\IceDragon

Portable version (user profile is stored in destination folder)

Space required: 38 MB
Space available: 27846 MB

If you want to install the application in a location other than the default location, click 'Browse' to choose a different location and
click 'Next'.

Step 3 - Import Settings
The next screen allows you to select the components that you want to import from the current default browser in your computer
to Comodo IceDragon.

COMODO IceDragon Setup
Import Settings

E Select settings to import to Comodo IceDragon

Please select components to import from default browser
| History
w Favorites
+ Cookies

+ Passwords

[+ Make Comodo IceDragon my default browser

Select the checkboxes beside the records that you wish to import from your default browser at this time.

Tip: You can also import the records at later time if you have not selected any records at this time.

Leave the checkbox 'Make Comodo IceDragon my default browser' selected to make Comodo IceDragon your default browser.
If you want to keep your current default browser intact, deselect the checkbox.

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 7
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e (Click 'Next' to continue.

Step 4 - Configuring your DNS Settings

The Comodo SecureDNS configuration dialog will be displayed.

COMODO IceDragon Setup

IceDragon - COMODO SecureDNS

COMODO SecureDNS - another free service intended to provide you with a safer, smarter and faster
internet:

- 'Malicious' web sites are automatically detected and blocked.

- Highly secure infrastructure reduces your exposure to DNS Cache Poisoning attacks.

- Websites load faster because your domain name requests are resolved by our worldwide network
of fully redundant DNS servers.

(©) I would like to use COMODO SecureDNS Servers (with all applications).
‘Your computer's primary fsecondary DNS settings will be changed to 8.26.56.26, 156.154.70.22. if you are in a
corporate network or using VPN connections, then contact your administrator before enabling this option to avoid
potential connectivity issues.

(@ 1 would like to use COMODO SecureDNS Servers (in IceDragon only).

! _ | 1 do not want to use COMODO SecureDNS servers.

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your requests exclusively through
Comodo's servers. Our worldwide network of redundant DNS servers provide fast and secure Internet browsing experience
without any hardware or software installation.

In addition, Comodo's Secure DNS ensures safety against malware attacks by preventing any program running in your system
from accessing malicious websites.

You can choose:
*  Touse Comodo Secure DNS server for all applications on your computer that access the Internet

*  To use Comodo Secure DNS server only for Comodo IceDragon browser. All other applications will be connected
through your default DNS server

»  To retain your default DNS server

By default, 'l would like to use Comodo SecureDNS Servers (in IceDragon only)' is selected. Select the option you want to use
and click 'Install'.

Step 5 - Setup Progress

A setup status dialog box is displayed.

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 8
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COMODO IceDragon Setup

Installing

("\1 Please wait while IceDragon is being installed.
1O
b |

Execute: C:\Program Files (x86)\Comodo\IceDragon\icedragon.exe -icedragon_import 54

»  Click 'Next' after the installation process is completed.
Step 6 - Product Activation

Next, the product Activation dialog is displayed. Comodo IceDragon is activated at free of cost for lifetime usage. If you wish to

sign up for news about Comodo products then enter your email address in the space provided and select Sign me up for news
about Comodo products. This is optional. Click 'Next'.

COMODO IceDragon Setup

Free Activation for Comodo IceDragon Installer.

@ Activation

We will activate your free lifetime license for Comodo IceDragon by connecting with COMODO
license servers.

OPTIOMAL: Please provide us with your email address if you want to receive e-mail
communications from COMODO on new products, services and special promotions.

E-mail address (optional)

Sign me up for news about COMODO products{optional)

Step 7 - Installation Complete

The Installation Complete dialog is displayed indicating the successful completion of installation. Leave the checkbox '‘Run
Comodo IceDragon' selected to launch the browser else deselect it.

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 9
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COMODO IceDragon Setup
Completing the Comodo IceDragon Setup

Comodo IceDragon 25.0 has been installed on your computer.

Click Finish to close Setup.

[+ Run Comodo IceDragon

. Click Finish.

4. The Basics

This section of the guide explains how to launch, configure and use Comodo IceDragon to its full potential.
Click the following links to find out more:

»  Starting Comodo IceDragon

»  Setting IceDragon As Your Default Browser

»  Setting Up Your Homepage In IceDragon

»  Searching The Internet Using IceDragon

e Customizing the Toolbar

«  Configuring shortcuts to Social Networks

* Re-opening Recently And Most Visited Websites In IceDragon

*  Viewing Browsing History

»  Setting Fonts, Languages And Encoding

*  Uninstalling IceDragon

«  Configuring IceDragon Updates

*  Portable Version

¢ Overview an Omnibar

4.1.Starting Comodo IceDragon

There are two different ways to start Comodo IceDragon:

e  Start Menu
¢ Desktop
Start Menu

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 10
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You can launch Comodo IceDragon via the Start Menu.

»  Click Start and select All Programs > Comodo > IceDragon > Comodo IceDragon

. Accessories |J
\, COMODO
. Dragen

. IceDragon

@ ComodoleeDragon |
e Uninstall Comodo IceDragon

. Encryptomatic, LLC

. Far Manager

. Flash Movie Player

. Games -

4  Back

Search programs and files Fo |

Desktop

e Just double-click the Comodo IceDragon icon on your desktop.

Further reading related to the topic of this page:
e Setting up Your Homepage
* Re-opening Recently and Most Visited Websites in IceDragon

»  Setting IceDragon As Your Default Browser

4.2.Setting IceDragon as your Default Browser

If you have more than one browser installed on your system, it's likely that you'll want to specify one of them as your default for
everyday use. Setting IceDragon as your default browser means that it will automatically open and be used to display websites
when you click a link in, say, an email or IM conversation.

To do this:
==
»  Click the IceDragon button at the top left corner of the browser:
e Select 'Options' > 'Options' then click the ‘Advanced' button.

*  Click the 'General' tab then click the 'Make IceDragon the default browser' button in the 'System Defaults' section.

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 1
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- (]
ﬁ -
Gener Tabs Content . Applications - Privacy . Security | Advanced

General |Metwork Update Encryption

Accesygbility
Alwiys use the cursor keys to navigate within pages
[F] SearcAfor text when I start typing

[F] wWam when websites try to redirect or reload the page

Browsing

System Defaults \

] Always check to see if lceDragon is the default browser on startup

('Ir_ Make IceDragon the default browser —T_:)

— —

Enable malware domain filtering (Comodo Secure DNS)

Powered by COMODO oK | | Cancel

System Defaults
[C] Always check to see if IceDragon is the default browser on startup
Icelragon is currently your default browser

Enable malware domain filtering (Comodo Secure DNE)

*  Leaving the 'Always check to see if IceDragon is the default browser on startup' box enabled will instruct IceDragon to
check whether or not it is the default browser every time you start the software.

e Click 'Yes' to apply your changes.
Related to this page:

e Setting up Your Homepage in IceDragon

4.3.Setting up Your Homepage

You can configure Comodo IceDragon to open your desired web-page or a few pages in different tabs, a new blank page or
even few pages where you left off during your last browsing session, when you start the browser.

Click the following links for more help:
*  Configuring startup

*  Configuring Home page

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 12
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Configuring startup

e Click the Comodo IceDragon feelragon [hutton at the top left corner of the browser.

»  Click the Options > Options > General.
e Select what to be displayed when the browser starts from the "When IceDragon starts' drop-down

e Show my home page - Displays the home page(s). Refer to 'Configuring Home page' for more details on setting up
your favorite webpage as home page.

When IceDragon starts: |Sh0w my home page -

Show my home page
Show a blank page

Show my windows and tabs from last time

*  Show a blank page - Displays a blank page.
e Show my windows and tabs from last time - Opens the page(s) you viewed last during the previous browsing session.

Configuring Home page

You can set your favorite webpage(s) as home page(s) in many different ways:
Enter manually

To setup the home page manually, type the url of the page in the 'Home Page' text field

From the currently displayed page(s)

*  Open up your favorite page(s) in the browser. Click Tools > Options > General and click 'Use Current Page(s)' under
'Startup'.

Startup

When IceDragon starts: | Show my home page - |

Home Page: | http://www.instantssl.com//|http:/fwww.comodo.com/|https://accounts.google.com,/ Servic |

| Use Current Pages | | Use Bookmark... | | Restore to Default |

Alternatively, drag the favicon (the icon displayed to the left of the url in the address bar) and drop it on the Home icon.

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 13
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(C 55L Centificate
- =+ O |x"- -1'... comodo.com Ly al- Jﬂ' R U
|2 Most visited Mational Geegraphi...

COMODO !

From the Bookmarks
*  To select a webpage from your stored bookmarks click Tools > Options > General and click 'Use Bookmark'.

The 'Set Home Page' dialog will be displayed.

Choose a Bookmark to be your Home Page. If you choose a
folder, the Bookmarks in that folder will be cpened in Tabs.

M Bookmarks Toolbar
[ - = Bookmarks Menu

Unsorted Bookmarks

OK || Cancel

e Select your favorite page from the list and click 'OK'.

Setting Default Home Page

If you want to set the home page to Comodo IceDragon Start page with Yahoo search bar, click Tools > Options > General and
click 'Restore to Default'.

4.4, Searching the Internet

The Comodo IceDragon address bar also serves as a search box. By default, keywords typed into the address bar will use the
Yahoo search engine:

»  Enter your keywords or phrases into the address bar.

»  To search, click the arrow at the right side of the address bar or press 'Enter' on the keyboard.

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 14
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et =

| loeDragon

551 Certificate | Secure Semver S5L fro... |

AR odo.com ORI 2] (B

_ | I} Rummage
|#) Most Visitel

https://rummagemarketplace.com

! Ensemble Investments, LLC FH
https://ensembleclients.com/default.aspx

m

C 55L Certificates - Secure Server 551 Certificate..
- Switch to tab COMOD0

4 (C SSL Certificate | Buy Cheap SSL Certificates fr... ' e

https:/fwww.instantssl.com

| @' Yahoo!
us.yahoo.com/r=fp-comodo

S5L Certificates - Secure Server ...

1 ..
"} https://comodo.com
Rumm

https://comodo.com -

*  When you start typing a website address in the address bar, the browser automatically searches your browsing history
and your bookmarks and provides auto-complete suggestions from them. This allows you to easily find pages you
have previously visited.

*  You can change the default search engine as per your preference. Please see 'Changing Search Options' for more
details.

Click the links below for different ways to search the Internet
»  Search using the Search Box in the navigation tool bar
»  Search within a webpage
»  Search the Internet for a keyword from within a webpage

Searching using the Search Box in the tool bar

Comodo IceDragon can also display a dedicated search box to the right of the address bar. The search box is not displayed by
default. To add it:

»  Right-click anywhere on the file menu or navigation bar and select '‘Customize

(C 551 Certificate | Secure Server SSL from...
Menu Bar

- C @ https://www.comodo.com ¥ | Navigation Toolbar P~ | M i D
v | Bookmarks Toolbar
(8 Most Visited National Geographi... | FromInte /' Add-on Bar
Customize... -

Display Social Media Share

COMODO

) . Display Web Inspector
Creating Trust Online® Py P

Display Virtual Mode

CINISS

Enable OmniBar

e This will open the 'Customize Toolbar' panel. This panel allows you to simply drag the items you want onto the
navigation bar

*  Drag the 'Search' box to the navigation tool bar.

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 15
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[ lexDragon

C 55l Certificate | Secure Server 551 from...
- o |& i &~

Bookmarks Toolbar Items

You can add or remove items h]drqgim] to or from the toolbars.

oo =t © o :
Separator Flemble Space Space Front Histony Bookmarks
& - + N & iy

Mew Window Full S5creen Zoom Controls Subscribe Cut
a - x o- p-
Paste Activity Indicator Tab Groups Boolomarks Stop Search
Showe: |lcoms w | || Use Small leons Add New Toollbar Restore Default Set

*  Click 'Done'. The search box will appear in the navigation tool bar.

C 551 Certificate | Secure Server SSL from...

- & | https:/fenaw.comodo.com

» By default, the search box uses Yahoo. To change this, click the arrow next to the search engine icon to display a list
of alternatives. Select your favorite search engine from the drop-down.

{C 551 Certificate | Secure Server S5L from...

+*= € | httpe:/fwww.comodo.com iy @ ol - 2o ﬁ!_! wr B
~ . . Google
& Most Visited Mational Geographi... @ vahoo
Bing -
COMOD O 8 Amazon.com
= sha
Creating Trust Online* i | B - | ¥ =
' W Twitter
W Wikipedia {en)
Products Home & Home Office E-Commerce Business 8IS
Manage Search Engines...
| S — - .

Searching within a webpage

To search for a specific keyword/phrase from within a webpage.

= leeDiragon
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*  Click the 'lceDragon’ button at the top left and click 'Find ' OR press Ctrl + F on the keyboard.
e A'Find' box will be displayed at the bottom right of the window:

Your EREE SCAN is waiting

|

B Ereviu:uus| Fe Highlight gII| [] makch case
T

| &

Find: | E¥ 5L

»  Enter your search key in the 'Find' box and click 'Next'. The key term will be highlighted at its first occurrence in the
web page.

¢ To find the successive occurrences, click 'Next'.
«  If you want the browser to highlight the key term at all its occurrences, click 'Highlight all'.

Searching the Internet for a keyword from within a webpage

»  Highlight the word/phrase using your mouse, right click and select Search <your default search engine > for “<selected
keyword>".

W' Higgs boson - Wikipedia, the free ency...
& +» G| enwikipedia.org/wil ggs_beso o - ol - -
(8 Most Visited National Geographi...
About Wikipedia calea munumemal t* * pecause m appears
to confirm the existence of the Higgs field,
Communiy portz! 2] which is pivotal to the Standard Model
Recent changes .
o and other theories within particle physics. In
STLERAIT this discipline, it explains why some
» Toolbox fundamental particles have mass when the
. symmetres controlling their interactions
S should require them to be massless,
w Languages and—linked to this—why the weak force has ; . I b
Afrikaans a much shorter range than the One possile signature of a Higgs bosc
Alemannisch electromagnetic force. Its existence and colision batween two pro |
S ud knowledge of its exact properties are e
Asturianu expected to impact scientific knowledge L
Azarbaycanca across a range of fields, and should Composition  Elementary oa
e eventually allow physicists to determine Statistics Bosanic
Eenapyckas whether the final unproven piece of the Status A Higgs boson of mass
BLnrapcku Standard Model or a competing theory is been tentatively conf
Bosanski more likely to be correct, guide other theories 14 March 2013
Brezhoneg and discoveries in particle physics, and—as ‘“Yf'- """"'_'"__'-f__' _
Catala with other fundamental discoveries of the ::::F” ‘
Cesky past—potentially over time lead l1::3 — —
Dansk develnpmtlanls.1|2_.lr;ew physics, and new o .1:
Deutsch technologies.' ™
Eesfi This unanswered question in fundamental Theorised _ T‘F ) -_ '_ )
EMmVKD physics is of such impnrlanca'l':['zi that it .;_L e[ II&:‘—‘
Espafiol led to a search of over 40 years for the e Discovered  Previously unknown be
Esperanto m and finalh tha sanctnistinn of ans of 1o exist on 4 July 2
Euskara the | Copy s at the
oy expt Select All ol entatively
Frangais Had Higgs boson of some |
Gaeilge Hige Vigw Selection Source SRRy
Galeno July Inspect Elernent (Q) Mass LR 1 )
20 3 — 126.0 £ 0.4 (stst) 2

»  Highlight the word/phrase using your mouse, copy using right click options or pressing Ctrl + C and paste it in to the
address bar or the search box.
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*  Highlight the word/phrase using your mouse and drag it and drop in the address bar or the search box.
Further reading related to the topic of this page:

*  Bookmarks

*  Viewing Browsing History

¢ Downloads

4.4.1. Changing Search Options

»  Change the search engine used for keywords entered in the address bar
e Turn keyword search off
»  Configuring URL Suggestions

To change the search engine

*  Type "about:config' in the address bar and press 'Enter' from the keyboard

e Awarmning will be displayed.

This might void your warranty!
i \
= = Changing these advanced settings can be harmful to the stahility, security, and performance of this
application, You should only continue if you are sure of what you are doing.

Show this warning next time

iI'll be careful, I promisel ;

e Click "Il be careful, | promise!'
The configuration page will be displayed.

*  Type 'keyword' in the search field then double click in the Keyword.URL entry.

File  Edif  Wi=w  Hiskory

I} about:config

< > 8 |:: about:config

Mast Visited

Search: |

Preference Mame Skatus Type Walue

deraul BoolEan T

fapmord LIRL defau’t shring >
L

ke OrE e default boolean..
lawers. acceleration. disabled defaul boaolzan False

lavers, acceleration.drav-fps default boolean false

[T —— e b O S T A=l [ IR P

The Keyword.URL dialog will be displayed.

*  Type the URL for your desired search engine
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Examples:
»  To use Yahoo! Search engine, type “http:/search.yahoo.com/search?p="
*  To use Bing search engine, type “http://www.bing.com/search?q="
»  To search Wikipedia for the keyword, type “http://en.wikipedia.org/wiki/”

* ClickOK
»  Toreset to Yahoo search engine, follow the same procedure, erase the content in the keyword.URL dialog and click
OK.

To turn keyword search off
e Type "about:config' in the address bar and press 'Enter' from the keyboard

e Click "'l be careful, | promise!" in the warning dialog to view the About Config page
*  Type Keyword in the search bar to reach the item 'keyword.enabled'
*  Double click on the item to change the value of the item to 'false'

The keyword search from the address bar will be stopped. To enable the feature again, follow the same procedure to change the
value to 'true'.

Configuring URL Suggestions

Comodo IceDragon displays a list of suggestions as you start typing a URL in the address bar by searching matching strings
from your browsing history and bookmarks. You can configure the items to be searched for providing suggestions.

To configure suggestions

click the Comodo IceDragon button 1220322 | ot the top left comer of the browser.
e Click 'Options' > 'Options'.
e Click Privacy tab from the 'Options' dialog.

*  Choose the library to be searched from History and Bookmarks, for providing suggestions, from the 'When using the
location bar, suggest:' drop-down.

Location Bar

When using the location bar, suggest:  |History and Bookmarks |

History and Bookmarks
Hiskary

Bookrmarks

Makhing
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*  Click OK in the 'Options' dialog
4.5.Customizing the Toolbar

The IceDragon toolbar contains shortcuts to items such as your homepage, bookmarks, social media and Web Inspector.
However, the contents of the toolbar are fully customizable.

To add or remove items on the toolbar

*  Right-click anywhere on the file menu or navigation bar and select '‘Customize

| = fceDragan coMODO

(C 551 Certificate | Secure Server 551 from...

Menu Bar
- C @ https://www.comodo.com v' | Navigation Toolbar T| 4 A o D
v | Bookmarks Toolbar
(2 Most Visited National Geographi.. | FromInte o Add on Bar
Customize... Il

Display Social Media Share

COMODO

) . Display Web Inspector
Creating Trust Online® Piay P

Display Virtual Mode

“ANIS S

Enable OmniBar

»  This will open the 'Customize Toolbar' panel. This panel allows you to simply drag the items you want onto the
navigation bar

e The example below shows how to drag the 'Search' box to the navigation tool bar.
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C 55l Certificate | Secure Server 551 from...

- C | i or-

Bookmarks Toolbar Items

You can add or remove items h]duggirg to or from the toolbars.

oo =t © o
Separator Flemble Space Space Front Histony Bookmarks
& - N & iy
Mew Window Full S5creen Zoom Controls Subscribe Cut -
a - x - D~
Paste Activity Indicator Tab Groups Boolomarks Stop Search
Showe: |lcoms w | || Use Small leons Add New Toollbar Restore Default Set

To add a tool, drag it from the dialog and drop on the toolbar. Refer to the table below for descriptions of icons.
*  Toremove a tool, drag it from the toolbar and drop it into the 'Customize Toolbar' interface.

*  Use the 'Show:" drop down to show toolbar items as icons, icons and text or text only
»  To switch the display the tools as small or large icons, check or uncheck the 'Use Small Icons' checkbox.

*  Toadd a new toolbar, click 'Add New Toolbar', give the toolbar a name then start dragging and dropping from the
'Customize Toolbar' dialog:
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IC 551 Certificate | Secure Server 551 from...
« =+ & i comedo.com o - ) n w G
(&) Most vi National Geographi...
You can add pr remove items by dragging to or from the toolbars.
= & - 4 B % g :
Mew Window Full Screen Zoom Controls Subscnbe Cut Copy
g B a- P~ x
Paete Actwity Indicator Tab Groups Boolomarks Search Stop
4+
Downloads
Chow: lcont - Use Small leans Add New Toolbar Beitore Delaull Set
Done
L]

Click 'Restore Default Set' to return IceDragon toolbars to their original state
Click 'Done’ for your settings to take effect.
Table of Icons and their Descriptions

Description

Inserts a separator between the icons.

Inserts a space between the adjacent icons, which can be adjusted by the user.
tL131
Insert a space between the adjacent icons.
o - O - | Inserts a search box to the navigation toolbar.
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= Prints the currently displayed page.

JL Opens the Downloads dialog that shows the list of previous downloads and progress of the current
download .

® Opens the History sidebar that show a list of recently visited pages.

B Opens the Bookmarks window that shows a list of your bookmarks.

3] Opens a new Comodo IceDragon window.

Displays the current page in Full Screen view.

-3
- 4 Zooms out/Zooms in the currently displayed page.
N Enables subscription of RSS feeds from the currently displayed page.
X Cuts the selected text from the form fields of the currently displayed page and copies to the clipboard.
Hg Copies the selected text from the currently displayed page to clipboard.
-] Pastes the text in the clipboard to the selected form field in the current page.
Indicates the loading state of the current page.
- Switches the IceDragon window to Tab Groups view.

4.6.Configuring Shortcuts to Social Networks

Comodo IceDragon features a built-in social media button that allows you to quickly share pages with your Facebook, Twitter or
LinkedIn accounts. Apart from the added convenience, this button is also a far more secure way of accessing your account.

Recently, the security of 'Share' buttons embedded on web pages has been called into question. In a 'clickjacking' attack, the
'Share' button on a malicious website will open a fake login page where you will be asked to enter your username and password.
The hackers will then have access to your account. In another type of attack, the 'Share' button will share a completely different
website to the one you are looking at. This means you could unwittingly recommend phishing websites, malware downloads or
XXX sites to your network of friends.

The IceDragon social media button will always open the genuine Facebook/Twitter/LinkedIn website and allow you to safely
login and share the page. It is good practice to use this button instead of the 'Share' buttons on the websites themselves.

The following options are available for this button:

+  Change the social network
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+  Display or hide the social network icon

To change the social network

Right click on the icon and select the network from the drop-down

COMODO

c 551 Certificate | Secure Server 551 from...

+ + & m comodo.com iy ar- & - Yahoo P'l“ﬂ’!‘"'n
@ Facebook
|8 Most Visited Mational Geographi.. | = From Intemet Explo... Twatter
Linkedin
COMODO H"’e

Creating Trust Online* | |

To hide the icon
+  Right click on the icon and select 'Hide'".

+ Alternatively, you can right click on the navigation toolbar and select or deselect 'Display Social Media Share' to
display or hide the social network icon.

COMODD

IC 55L Certificate | Secure Server S5L from...

Menu Bar

+ 2 & htps comodo.com ¥ Navigation Toolbar ¥ahoo 2 v| B tl_i W u
v Bookmarks Toolbar
B Most Visited National Geographi.. || v  Add-on Bar
Customize... ]

COMODO < v ' Display Social Media?j—i_r-g::}

Creating Trust Online® v Display Web Inspector
¥ Display Virtual Mode
v

Enable OmniBar
Products Home & Home Office E-LOMMErce Business & Enterprise

4.7.Re-opening Recently and Most Visited Websites

If you accidentally closed a page without bookmarking and decide you need to see it again, then you can use the 'Most visited'
and 'Recently Closed Tabs' features.

When you will open a new tab in IceDragon, you will be able to get a list of your most visited sites. The 'Most Visited' will display
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a thumbnail list of your most recently visited pages so you can quickly re-open them. The access the Recently Closed Tabs
gives you the option to re-open tabs you have closed while in a particular session.

To open recently and most visited websites in Comodo IceDragon
Comodo IceDragon allows you to view your most visited pages in a drop-down right from the URL bar.
e Click the new tabn icon, which is next to the last tab.

I ™) S5L Certificates Comodo Secure 551 Ce... n

Anew tab page will open and you can see thumbnails of most nine visited sites or apps in the center, links of most visited
websites and recently closed websites in the lower section of the page.

P ) _ [ W=l ]
lceDragon COMODO

S5L Certificate | Secure Server S50 fro... %]

r

-+ £ | Go to @ Website 2> - | |.'v Yahoo 2 v| v ‘ﬁ“ﬂ

[8) Most Visited Maticnal Geographi...

Eh =12 COMODO E

AL
e

SSL Certificate | Buy Cheap 55... Mational Geographic - Inspirin,.. S5L Certificates - Secure Server..,

WAHOO -
= 1‘:}
““'"“” Y st s g o
L. et Higgs boson
.o e e —
Yahoo! Welcome To MSN Higgs boson - Wikipedia, the f...
umnns E
—_— = web
= Mozilla's Pick of the Mon w nspector
Add-ons for Firefox Web Inspector Comaode Cleaning Essentials V...

To set the browser displays 'Most Visited'
* Inthe address, type about:config and click 'Enter'.

*  The about:config "This might void your warranty!" warning page will appear. Click 'I'l be careful, | promise!
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»  Scroll down to browser.places.smartBookmarksVersion.

*  Double-click on browser.places.smartBookmarksVersion and change the value to 0 (zero).

e Atthe top of the IceDragon window, click the File menu > Exit.

12} Most Visited

Comodo IceDragon remembers your preference and opens 'Most visited' section when you open a new tab page.
To disable the browser displays 'Most Visited'

«  Type about:config into the address bar.

»  The about:config "This might void your warranty!" warning page will appear. Click "'l be careful, | promise!".

e Type "tab" in the 'Search' field at the top of the list.

»  Scroll down to: browser.newtab.url.

*  Double-click on browser.newtab.url to change the value to "about:blank".

e Atthe top of the IceDragon window, click the File menu > Exit.
To view recently closed tab

*  You can access the 'Recently Closed Tabs' list under the "History' menu.

*  Toopen all recently closed tabs in a new tabbed window select 'Restore all Tabs'.

[ =N |

coMooo

i+ NewTab * W Bookmarks * Jab
oo Mew Private Window History 4 Show All Histary Ctrl+Shift+H
Start Virtual Mode
lEl Downloads Clear Recent History... Ctrl+Shift+Del
Edit *
‘ #& Add-ons Restore Previous Session
i& Web Developer's Toolbox :: Collections = Add-o... Ctrl+Shift+T Recently Closed Tabs 4
0 about:config Recently Closed Windows ’
Restore All Tabs Rarely Seen "Asian Unicorn' Caught on Camera - Yahoo News
= Yahoo
Web Developer k Democrats scramble to fix Obama's troubled health care law...
52 il Screen nﬁ Web Developer's Toolbox = Collections :: Add-ons for Firefox

O Bt

Further reading related to the topic of this page:
*  Using Tabs

e Customizing Your 'New Tab' Page

4.8.Viewing Browsing History

Comodo IceDragon will store a log of web pages that you have visited for the past 10 weeks. From time to time you may find it
useful to look back through your history in order to revisit a particular site. Please note that Comodo IceDragon stores the history
only when it is used in standard mode and not in Private Browsing mode. Also, it does not store the browsing history when
browsing through secure websites. Comodo IceDragon also makes it easy for you to manually delete your browsing history and
thus further safeguard your privacy. Refer to Deleting your Browsing History for more details.

This section explains you on how to view your Browsing History.
*  Viewing a quick list of past fifteen pages

*  Viewing full browsing history

To view a quick list of your browsing history
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e Click the Comodo IceDragon button izeDiragan | at the top left corner of the browser.

»  Click on the 'History' from the menu bar. A list of webpages that you have browsed in the recent past will be displayed.

leeDragon

+ MNew Tab » * Bookmarks

& Mew Private Window History ¥ Show All History Ctrl+Shift+H
Start Virtual Mode
IE‘ Lol Clear Recent History... Ctrl+Shift+Del
Edit g
& Add-ons Restore Previous Session
Find... -
Options . Recently Closed Tabs 5
Save Page As... Help 4 Recently Closed Windows 4
Email Link...
- matttin Rarely Seen 'Asian Unicorn’ Caught on Camera - Yahoo News
= Print.. ' Yahoo
Web Developer 4 Democrats scramble to fix Obama's troubled health care law...
B2 Eull Screen ﬁﬁ Web Developer's Toolbox : Collections :: Add-ons for Firefox
O Bat
< | 1 3

e Click on the page you want to re-visit.

You can also see the pages that you have visited in your present browsing session by clicking and holding down the forward and
backward arrows adjacent to the address bar. Hover over a result and release the mouse key to switch to that page.

Viewing full browsing history

e Click the Comodo IceDragon button [z=Dragan | at the top left corner of the browser.

e Click the 'History' from the menu bar and select 'Show All History". A library window will be displayed.
»  Select 'History' from the left hand side navigation pane.

»  Alternatively, you can open the Library window by clicking Bookmarks > Show All Bookmarks and then select History
from the LHS pane.
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& = [ QOrganize~ i Yiews® 7 Importand Backup -
b+ &) History Mame

O Downloads B Yesterdoy

# Tags Last 7 days
= |l All Bookmarks June

Mame: | Yesterday

Tags Location

Double click on the time period for which you want to see the browsing history from yesterday, past one week and previous

months.

The list of visited pages for that time period will be displayed.
e Double click on the webpage you want to re-visit.
Further reading related to the topic of this page:
¢ Deleting Browsing History
e Using Tabs

4.9.Setting Fonts, Languages and Encoding

Comodo IceDragon enables you to change the way the webpages are shown on your screen as per your likes. You can
configure the fonts, colors and the language in which the content in a webpage should be displayed on your browser so that it

would be easier for you to read or be more appealing.
Click the links below for more detailed help on:

«  Configuring fonts and colors

*  Configuring language

To configure fonts and colors

*  Click the Comodo IceDragon button [zeDiragon
»  Click the Options > Options.

e Click Content from the Options interface.

at the top left corner of the browser.

»  Click the 'Default fonts' drop-down under 'Fonts and Colors' and select the font and font size that you want the browser

to display.
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Fonts & Colors

Default font: | Times Mew Roman vl Size: |lﬁ v|| Advanced... |

Colors...

»  Click 'Advanced', next to the font options to open a new box with detailed choices for configuring fonts.

The Font' dialog will appear.

Fonts for: lWestﬂn -
Proportional: [Ser'rf '] Size: [lﬁ- "l
Serif: [Tims Mew Roman ']
Sans-serif: [Ariai "]
Meonospace: [Courier Mew "'] Size: [13 "l

Minimum font size:

Allow pages to choose their own fonts, instead of my selections above

Character Encoding for Legacy Content

This character encoding is used for legacy content that fails to declare its encoding,

Fallback Character Encoding: | Western (150-8859-1) "]

[Cox ] [

The fonts for various components of the text as per the chosen default font and the character encoding language indicated at the
top field are displayed. If you want, you can change them, by selecting the desired character encoding language and respective
fonts from the respective drop-down menus.

Deselect the check box 'Allow pages to choose their own fonts, instead of my selections above', to disable the browser from
using the fonts and colors as set by the websites and to display the pages with your font/color choices.

You can also change the character encoding language from the default Character Encoding language from the 'Default
Character Encoding' drop-down.

*  Click 'Colors' beneath the Advanced button to open the colors interface box.

*  Change the colors in which the text, background and links are displayed by clicking on the color patch and selecting
the desired color from the palette.

@ Unvisited Links:

| N | W =
THE | R
AHECT TEEEm
NHER T EEEEE
HEE CEHEEEE
EEENEEEEEN
SEEEEEEEEE
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*  Deselect the check box 'Allow pages to choose their own colors, instead of my selections above' and click 'OK'".

To configure the language

*  Click the Comodo IceDragon button E le=Dragon |at the top left corner of the browser.

»  Click Options > Options > 'Select browser language (requires restart):" under the 'General' section.

sl N |||
amEs
I8 & € coa@ #
General Tabs Content  Applications Privacy Securty  Advanced
Starfup
Wheh IceDragon gtans: [Showmyhomepage 'J
Horje Page:  hitp://us.yahoo.com¥r=fp-comodo
[ Use Cufient Pages Use Bookmark... ‘ [ Restore to Default
Dowploads
@ Jayefilesto |jg Downloads Browse...
J Wiways ask me where to save files
| English (United States) v
dowered by COMODO I oK I I T l

»  Click the drop-down button beside 'Select browser language..., select your desired language from the drop-down, click
'OK'.

»  Alternatively, click Options > Options > Content.

e Click 'Choose' under language. The 'Languages' dialog will be displayed.
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Web pages are sometimes offered in more than ene language. Choose languages for displaying these web pages, in order of preference.
Languages in order of preference:
Er;gh;hp’t_Jnried_States_[er;-u;]_____ o
English [en] [ Move Down
[ Bemove
Select a language to add... -
[ ok || canem |

*  The languages that are currently added to the browser are listed in the order of their usage preference.

» Toadd a new language to the browser, click the drop-down button beside 'Select a language to add...", select your
desired language from the drop-down, click 'Add'".

»  To change the order of preference of languages to be used by the browser, select the language and use 'Move Up'
and 'Move Down' keys.

*  Toremove a language from the browser, select the language and click 'Remove'.

*  Click 'OK' for your changes to take effect.

4.10.  Uninstalling lceDragon

To uninstall Comodo IceDragon
»  Click Start > Settings > Control Panel
e In the Control Panel, double-click Add/Remove Programs
e Inthe list of currently installed programs, click Comodo IceDragon
»  Click the 'Change/Remove' button.
Or
»  Click Start > All Programs > Comodo > IceDragon > Uninstall Comodo IceDragon.
[ . Accessories N
L COMODO
. Dragon
1. IceDragon
e Comode [celragon

é Uninstall Comodeo IceDragon |
. Encryptomatic, LLC

.. Far Manager

.. Flash Movie Plaver
The Uninstall dialog will be displayed.
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Uninstall Comodo IceDragon

@ Remove Comodo IceDragon from your computer.

Comodo IceDragon will be uninstalled from the following folder. Click uninstall to start the
uninstallation.
Uninstalling from

:k::\Program Files (x86)\Comodo\IceDragon

Remaove user profile

Uninstall

By default, you will be provided a choice to save your IceDragon profile data in your computer. If you plan to install IceDragon
again at a later time, the browser will use this profile data such as bookmarks, history etc., and your settings to configure the
new IceDragon browser. If you do not wish to retain or transfer your browser settings, select the checkbox 'Remove User
Profile'.

The screen displays the selection of the folder in your hard drive for installing Comodo IceDragon. The default installation
location are 'C:\ProgramFiles\Comodo\lceDragon (32 bit systems)' and 'C:\Program Files (x86)\Comodo\lceDragon (64 bit
systems)'. Click the 'Uninstall' button.

The uninstallation progress will be displayed.

COMODO IceDragon Uninstall

Uninstalling

@ Please wait while IceDragon is being uninstalled.

Output folder: C:\Users\YBASKA~1\AppData\Local\Temp\nsj60AC.tmp

...and on completion, the 'Finish' dialog will be displayed.
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COMODO IceDragon Uninstall

Completing the Comodo IceDragon uninstallation

Comodo IceDragon 25.0 has been uninstalled from your computer.

Click Finish to close Setup.

*  Click 'Finish' to complete the uninstallation process.

411. Portable Version

Comodo IceDragon can also be installed in portable mode. As the name suggests, portable mode allows users to quickly launch
and use their pre-configured Comodo IceDragon on any computer without the need to install, import bookmarks or modify
settings.

In portable mode, the user profile (configuration data) is written to the IceDragon installation folder instead of the Windows ‘user’
folder on the local machine. Therefore, by simply copying the installation folder to another drive (such as a USB fob or a drive on
another computer), you will be able to launch and use your personalized Comodo IceDragon.

Portable mode must be selected during the installation process:
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COMODO IceDragon Setup

Choose Install Location

E Choose the folder in which to install IceDragon.

Setup will install IceDragon in the following folder. To install in a different folder, click Browse and
select another folder. Click Next to continue.

Destination Folder

| C:\Program Files (x86)\Comodo\IceDragon

[ Portable version (user profile is stored in destination folder)

Space required: 38 MB
Space available: 27846 MB

There are a few differences to setup if portable mode is selected:
*  The 'Import Settings' and 'Secure DNS' dialog boxes will not be shown during the installation process
e The Installer does not write anything to the Windows registry
e Uninstaller is not created

e User profile is stored in the "User Data" folder inside the main Comodo IceDragon installation folder.

4.12.  Configuring IceDragon Updates

To make sure that you are protected by the latest security one hand touch updates is a small amounts of new code, Comodo
IceDragon automatically/manually updates whenever it detects that a new version of the browser is available.

e By default, the updates will be downloaded in the background and installed automatically when one is available or
when you restart IceDragon.

»  The notification to restart IceDragon and install the update will be displayed if the updates has been waiting to be
installed for more than 24 hours.

To configure updates automatically

Click the Comodo IceDragon button Ic=Dragan |at the top left comer of the browser.

*  Click Options from the Options menu.
e Click the Advanced panel.

*  Under the 'Update' tab select check the 'Search Engines' box to receive automatic updates to your search engines.
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Advanced

@ & @

£
Content

Applications  Privacy  Security

General Tabs

General  Metwork Update  Encryption
leeDragon updates:
) ?.ﬂutumaticallyinstali updates (recommended: improved security)

Check for updates, but let me choose whether to install them

Mever check for updates (not recommended: security risk)

Automatically update:

[#] Search Engines

ok || cancel

Powered by COMODD

e Click'OK.
If automatic updates are disabled then IceDragon will not silently install updates. Instead, you will be alerted when updates are

available via the notification bar.
Alternatively, you can check for updates or review whether the IceDragon updates are available by clicking the Add-

ons.
Press the | ﬁ * | icon > select 'Check for Updates' or 'View Recent Updates'.

Check for Updates
View Recent Updates

Install Add-on From File...

Update Add-ons Automatically
Reset &ll Add-ons to Update Automatically

To configure updates manually
IoeDragon

*  Click the Comodo IceDragon button at the top left corner of the browser

*  Click Options from the 'Options' menu.
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e Click the 'Advanced' panel.

*  Under the 'Update' tab select check the 'Automatically install updates (recommended: improved security) box to
automatically downloads and installs updates.

»  Check for updates, but let me choose whether to install them: Allows you to choose a moment when to download
and install updates. You can download them at a later time, if you do not choose to do that.

*  Never check for updates (not recommended: security risk): IceDragon won't check for updates. Note: Selecting
this setting will disable you from receiving critical security updates that may keep you safe online unless you
frequently do a manual check for updates.

4.13.  Overview an Omnibar

The omnibar that presents at the top of the browser window combines the address bar and search bar into one. Comodo
IceDragon's omnibar provides search and url suggestions, search autocomplete, it displays the address of the web page you are
using, use it for searching the Internet, it is also performs mathematical calculations. The new icon added in the urlbar makes it
very easy to change the search engine.

& Yahoo!

&2 @ usyshoo.com Hr=fp-comods [ L | lﬂ!- 2 o=
Google
(&

[25 Most Visited National Geographi... .| From Internet I Yahoo
Bin I
YAHOO! a n..:.mn_mm bec
eBay
| B Mail Twitter
E e Wikipedia (en)

i Manage Search Engines...
44 Finanre

To disable OmniBar, right-click on the Navigation bar, uncheck the 'Enable OmniBar' (Enabled by default).

Yahoo! - Comodo IeeDragon

&' Yahoo!
¥ Menu Bar
- % | € |@ usyahoo.com/ v Mavigation Toolbar -
B v Bookmarks Toolbar
Visi i . F
Most Visited Mational Geographi rom Intern Add-on Bar
Customize...
HoOO! -
.YA O - | v Display Social Media Share g
v Display Web Inspector
B Mail
v Display Virtual Mode
E News v Enable OmniBar
44 Finance

5. Tabbed Browsing

This section explains how to use tabs to view websites in Comodo IceDragon. Click the following links to find out more:
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*  Using tabs
e Customizing Your New Tab Page
e Tab Settings

5.1.Using Tabs

Each time you open a web-page in Comodo IceDragon, it will be displayed what is known as a 'tab'. If you have multiple web-
pages open then each will open in its own tab.

Multiple tabs can be open at once. Click the 'New Tab' button
Each tab contains a different webpage.
Click any tab to switch straight to that page.

to open a blank tab.

IeeDrogon COMODO
551 Certificate | 5¢ e Server 551 fro... | %]
» | O |® Gotoa Website 3 B'- W Yohoo £~ Kiw all
Most Visited Mational Geographi...

Close atab by clicking the "X’ button
The label of the active tab is in bold font. on the right of the tab.
Inactive tabs use a lighter font.

e Toopen anew tab, click the new tab n icon, which is next to the last tab:

I "'."ll 551 Certificates Comodo Secure 551 Ce... u

»  Rearrange tabs by left clicking on a tab, holding down the mouse button then dragging the tab to it's new position

*  When you open a new, 'blank' tab, it will display a list of your nine most visited websites for your easy access:
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B Muost Visited National Geographi...

S5L Certificate | Buy Cheap 55... National Geographic - Inspirin.., S5L Certificates - Secure Server..,

WAHCO! -
= T ... =
Wikirepih | A e com
i B Higgs boson
Yahoo! Welcome To MSN Higgs boson - Wikipedia, the f...
g ADD-ONS E
e = web
=- Mozilla's Pick of the Mon w inspector
Add-ens for Firefox Web Inspector Comode Cleaning Essentials V...

Next:
e Customizing Your 'New Tab' Page
e Tab Settings

5.2.Customizing Your '‘New Tab' Page

By default, when you open a new tab, it will display a list of your nine most visited websites. You can, however, make the 'New
Tab' page display whatever websites you want (including your favorite websites). Each website will be displayed as a thumbnail.
The thumbnails can be deleted and rearranged as you see fit.
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SSL Certificate | Secure Server S50 fro... %]

==+ | € | Go to a Website 2> & | |!v Yahoo 2 vl W ‘ﬁ‘n

[2) Most Visited Mational Geographi...

COMODD =

—— — [— [—— -~

M-

S5L Certificate | Buy Cheap 55... Matienal Geegraphic - Inspinn...

WO

[ ye——

,J.: o Higgs boson

Yahoo! Welcome Te M5SN Higgs boson - Wikipedia, the f...
{g ADD-ONS E
—_— = web
= Mozilla's Pick of the Mon '-‘.f.'.l nspector

Add-ens for Firefox Web Inspector Comodo Cleaning Essentials V...

To add a site to the new tab page:

e Openanew tab

e Click the Comodo IceDragon button = fe=Diragan | at the top left corner of the browser.
e Click 'Bookmarks' > 'Show All Bookmarks' to open the 'Library" window.

e Select a bookmark and drag it to the new tab page.
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4 -+ [ Organize~ = Views= %, Impert and Backup - Eearch Bockmaris £

a &) History Mame Tags Location
Taday Nationel Geographic - Wspising £, At notionalgesgraphic com/
© Downloads /ikipedis, the free encypclopedia http:/ enuwikipedis.orgywikiain_Page ' wWindow.
# Tage o 3 hittpyfvideesearch.yahoc.com/seanchivid,.,
« |l All Baokmarks gl usvahogcan p-comesda

4 Bookenarks Toulbas
L,El Mot Visited'

a: = Bockmarks Menu
[& Recently Bookmarked
& Recent Tags
Unsaorted Bookmarks O instd

B = instantaal Sl E e |

Darrie: YaHoo! Eirna
Location "_':'_:‘::"'_'“
Tags — q @_ e
a- == E :
fabee! S5L Certificates - Secure Server ..,
-

D PATHINAL
GECCAAPHIC

Maticnal Geographic - Indpanng .. Welcorne To M3

LY ———— =

Wikipedia, the free encyclopedia

b = FE—— — — = J

To remove a site

*  Hover the mouse cursor on the thumbnail that you want to remove and click on the 'X' that appears on the top right
corner.

Your brain, k= R
inst hrighiber o= 3

posilive =

Aefl [ Gorps Crerem Gge

L el w dmpeair D e samey
HamAvian

Positive | Define Positive at Dictionary.com

e The thumbnail is now deleted from the page.

To rearrange thumbnails

e Simply click and drag the thumbnail into the position you prefer.
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My Go to g Website » - |ﬁ.' - instantssl O~ # ﬂ W
-
STAI;IDDF = COMODO

o iy hawsa iy 14 AR

80 00,

Yahoo!

m

Welcome To MSN

Matienal Geographic - Inspiring ...

v ®
Ll
P ol ussFage Tk et Vassors Vewhery
oyt Weloome ko Wikindis

\Ellltlr-l:!._ln‘: P et p e

rge (T R p— Y Ll

- SR L L P bumlece ek wame

Wikipedia, the free encyclopedia
wwawv.nationalgeographic.com -

To hide the thumbnails
Click the 222 button in the upper-right.

To turn this feature off completely

e "This might void your warranty!" warning page will be displayed. Click 'I'l be careful, | promise!’, to continue the
about:config page.

* Inthe address bar, type about:config and press Enter.

»  Type browser.newtab.url in the Search box:

*  Double-click the browser.newtab.url preference and change the URL from about:newtab to about:blank.
*  Click OK.

To reset the page to show blank thumbnails

You have to clear the browsing history first. To do this, click the IceDragan | tton at the top left, click History > Clear
recent History > Clear Now.

5.3. Tabs Settings

This section explains how to:
»  Configure tab settings

¢ Restore a tab/window
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* Re-open tabs from your last session when you next start IceDragon
*  Use right-click options

To configure tab settings

+  Click the E fe=Dragan fhtton at the top left.

e Click 'Options' > 'Options' then click the "Tabs":

. |
o 8 & © coa

General Tabs Content  Applications Privacy Security  Advanced

v| Open new windows in a new tab instead

7] Warmn me when closing multiple tabs

7] Wam me when ppening multiple tabs might slow down IceDragon
/] Don't load tabs until selected

_| WhenIopen a link in a new tab, switch to it immediately

| Shiow tab previews in the Windows taskbar

tty COMODO ’ Lo l| e ]

*  Open new windows in a new tab instead - This option allows you to determine whether links from other applications
or from web pages are opened in a new window or a new tab in the most recent window.

*  Warn me when closing multiple tabs - CID will ask you to confirm your choice. This prevents you from accidentally
closing the whole window when you intended to only close the current tab.

e Warn me when opening multiple tabs might slow down IceDragon - Asks you to confirm your choice if you open a
large number of tabs at once.

*  Always show the tab bar - Check this option to always show the tab bar, even if the IceDragon window contains only
one page.

» Don't load tabs until selected - Check this option to load the active tab when it starts or restores your previous
session

e When | open alink in a new tab, switch to it immediately - Check this option to load and display the page in a new
foreground tab.

*  Show tab previews in the Windows taskbar - Check this option to show a separate preview for each tab.

To restore a tab or a window

You can recover a tab or windows that you have recently closed from by clicking the 'Restore Previous Session' icon on the
default Comodo homepage.
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Drownloads Bookmarks History Add-ons Settings

@ Restore Previous Session

All tabs and windows that were closed will be re-opened.

To re-open the tabs from your last session when you next start IceDragon

e Click the Comodo IceDragon ie=Oragon |button.
e Select 'Options' > 'Options' > then click the 'General' tab.

e Under 'Startup' select 'Show my windows and tab from last time' from the "When IceDragon starts drop-down menu:

When IceDragon starts: |Sh-:uw my home page - |

Show my home page
Show a blank page

Show my windows and tabs from last time

*  The new tab page will be opened. Click 'Ok’ for the setting to take effect.

Right-click options

Right-clicking on any tab opens a context-sensitive menu:

e lceDragan coMODO

Y ¥ahoo { I New Tab

Reload Tab

B oe%

&= > (s} | Search orentery = @~ | &'~ Yah }}|

Pin Tab

Move to Group L4

Most Visited || From Internet Explorer
Move to New Window

»

Reload All Tabs
Bookmark All Tabs...

Close Tabs To The Right
Close Other Tabs

Undo Close Tab

m

Yahoo Close Tab

Duplicate Tab

4 L1 |2
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*  Reload Tab - Refreshes the page.

e Pin as App tab - Pins the tab to left of the browser window.

*  Move to Group - Allows you to combine recently opened tabs in to one group.

e Move to New Window - Opens a tab in a new window..

*  Reopen All Tabs — Reopens last closed tab in the same tab location of the browser window.

*  Bookmark All Tabs —All tabs that are currently open in the browser will be bookmarked.

e Close Other Tabs - Closes all other tabs.

*  Undo Close Tabs - Undoes closed tabs through a toolbar button or the right-click context menu.

e Close tab - Closes the tab.

e Duplicate Tab — Launches the same window with the same URL as the current window.
Further reading related to the topic of this page:

¢ Using Tabs

e Customizing Your 'New Tab' Page

6. Customizing Navigation Toolbar

The Navigation Toolbar displays a set of shortcut buttons to access various applications, navigation and editing tools like Home,
Search box, Bookmarks, Reload, cut, copy, paste and so on, at the right hand side of the address bar. The toolbar also contains
shortcut icons to Social Networking sites like Face Book, Twitter and 'Web Inspector', a web page scanning service from
Comodo. IceDragon allows you to customize the navigation toolbar by addition and removal of buttons as required by the user
and configure the applications. This section briefs you on how add or remove the buttons.

[ IceDragon COMODO

55L Certificate | Secure Server 55L fro... B & omg! Celebrity gossip, news photos,...

« 2 & yahoo.com o - S - Yok P~

&) Most Visited National Geographi...
User? Register | Signin | Help i
‘ .

m

Click the following links to know more:

»  Configuring the applications

6.1.Configuring Applications

Right clicking on the application icon from the Navigation Tool bar opens a context sensitive menu that allows you to configure
the application.

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 44



Comodo IceDragon - User Guide—  / comMoDo

Creating Trust Online®

.-’/’-

> or- o ﬁljwj@&*

Firebug UI Location 3

Clear Console

v Show Error Counk

Enable All Panels
Disahle All Panels

on Far all Web Pages

Clear Activation Lisk

Note: Configuration options will be available only for the applications/extensions that are configurable.

/. Bookmarks

Bookmarks are an easy way to store the links of your favorite web-pages that you visit frequently or pages that you might want
to refer later. This section shows you how to create, edit and manage bookmarks. Click the following links to know more.

*  Creating Bookmarks
*  Finding and Editing Bookmarks
¢ Managing Bookmarks

¢ Importing and Exporting Bookmarks

7.1.Creating Bookmarks

Comodo IceDragon allows you to create bookmarks to your favorite web pages in multiple ways.

Method 1

When on a webpage that you want to bookmark, simply click the star at the right of the address bar:
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E Bookmarks

| B =N

COMOD0

|@-veP| & & B w B 8%

Most Visited E Bookmarks

Once bookmarked, the star will change color to black. On all subsequent visits to bookmarked pages, you will see this black star.
Clicking on the star opens an options menu which allows to modify bookmark options:

mallbusiness.yahoo.com/advisor/5-things-super-s W !

i . Edit This Bookmark |
I e —r— |

MName: Things Super Successful People Do Befl

Folder: I Bookmarks Menu "” L | |

‘ Tags: Separate tags with commas E] |

(oo ) (Lo ]

Method 2

e Select 'Bookmark This Page' from the menu. By default, the bookmark will be created in the 'Unsorted Bookmarks
folder.

e Click the bookmarks button to the right side of the address bar.

coMoD0

Mew Tab % Bookmarks ¥ Show All Bookmarks Ctrl=Shift+B
& Start Private Browsing - : Bookmark This Pa Ctrl+D
"‘ ge Tl
Downloads i EECEOE (# !.i .y
Find.., % Add-ons Bookmarks Toolbar »
Save Page fis... Options » | |8 Recently Bookmarked ¥ o
»
Email Link... Help 13 |-_°1| Recent Tags
= Print... » Comodo IceDragon Start Page
L 55L Certificates - Secure Server 550 Certificates From Como... eers | Gy
Web Developer r =
Unsorted Bockmarks
Full Screen E-Commerce Small to Medium Business Large Enterprise
(U =" . - . |
| I W e—— ]

By right-clicking on any bookmark then selecting 'Properties', you can modify bookmarks settings including:

e Name - The name displayed for the bookmark in menus.
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»  Tags - Set tags for the bookmark. Tags can be searched from the IceDragon address bar.

»  Folder - Select what folder to store your bookmark in by picking one from the drop-down menu (the Bookmarks
Toolbar, Bookmarks Menu, Unsorted Bookmarks). Select Choose... to display a list of all bookmarks folders).

Mamme: Paositive Pictures | Photo studio

Location: http:/www.positivepictures.net/

Tags: Separate tags with commas E
Keyword:

Description:

[7] Load this bookmark in the sidebar

=

Method 3
You can import bookmarks from other browsers.
Method 4
Drag and drop a link on a web-page onto the 'bookmarks' button on the right of the address bar.
Method 5
Use the keyboard short cut CTRL+D to create a bookmark of the web-page that you are currently viewing.
Further reading related to the topic of this page:
¢ Finding and Editing Bookmarks
*  Managing Bookmarks

*  Importing and Exporting Bookmarks

7.2.Finding and Editing Bookmarks

The bookmark bar under the address bar of the browser displays all your bookmark folders and bookmarks. If you have not
docked the bookmark bar, follow the steps given below:

COMODO

National Geographic - Inspiring People ...

3 ¢ | @ www nationalgeographic.com ol - O -vahee Pl $ & HI w n 894

Most Visited Kl Bookmarks

*  Dock the bookmark bar
*  Right-click options
»  Editing bookmarks

¢ Deleting bookmarks

To dock the bookmark bar
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e (Click the

e Select 'Bookmarks' > checkbox the 'Show All Bookmarks' from the menu.

w

Bookmarks

IgeDragon

button located at the top left.

*  Alternatively, click the in the bottom of the interface.

»  Type a bookmark's name in the Location bar. The bookmarked sites will have a white star next to them.

Mational Geographic - Inspiring People to Care About the Planet Since 1£.. -« |
www.naticnalgecgraphic.com

| nationalgeographic.com
naticnalgecgraphic.com

i search.yahoo.com/r/_ylt=A00GTjiIRI1SIESAGhSXNyoA:_ylu=X30DMTEZbGI...
search.yahoo.com/r/_ylt=A00GTjiIRASIEsAGhSXMNyoh:_ylu=23cDMTEzbGMNnczll. .

m

World's Largest Professional Metwaork | LinkedIn
www. linkedin.com

{1 hsrd.yahoo.com/_ylt=AldTPgbcauMu91cld_SmBAChvZxd: ylu=X3o0DMTYw...
hsrd.yahoo.com/_ylt=AldTPgbcauMu1cld_SmB6ChvIed:_ylu=X3cDMTYwhThzz.. -

o kanagawa wave :: Add-ons for Firefox
https://addons.mozilla.org/en-US/firefox/addon/kanagawa-wave/ -

Right-click options on the bookmark bar

The following options are available when you right-click on the bookmark bar.
e OpenAllin Tabs
*  New Bookmark
*  New Folder

e New Separator

o Cut

+  Copy

* Paste

e Delete

e Sort By Name
*  Properties

To edit bookmarks
¢ Click a black star on the address bar.

e The 'Edit This Bookmark' dialog is displayed.
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‘ »  Edit This Bookmark ‘

-

I Remove Bookmark ]
[x =l =M ational Geographic - Inspiring People t
Folder: I Unsorted Bookmarks "] | A |

Tags: Separate tags with commas E

[Cooe ] (Lo ]

Here you can edit the name, web address of the bookmark. You can also create a new folder from here.
To delete bookmarks

e Right-click a bookmark on the bookmark bar.

*  Select 'Delete’ from the menu.

The selected bookmark will be deleted. Please note that when you delete a folder, all the bookmarks in the folder will also be
deleted.

The IceDragon browser also allows you to configure your favorite, often-used bookmarks for easy and simple access and is
docked under the address bar.

This section explains you on how to configuring your Bookmarks toolbar.
*  To set the toolbar items
*  To show/hide bookmarks
*  To add bookmarks
¢ To rearrange bookmarks

To set a toolbar items

*  Click the Comodo IceDragon button E [==Ciragan [at the top left comer of the browser.

»  Select Options > "Toolbar Layout'.

e The Customize toolbar window will open.

»  Drag the bookmarks tool to the bookmarks tool bar.
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Hational Geographic - Inspiring People...

o

Bookmarks Toolbar bems

You can add or remowe items by dragging to or from the toolbars.
Hamsl D @
Separator Fleable Space Space Print History Bookmarks

. =

= G G, M % L

Mew Window Full Sereen Zoom Controls Subscribe Cut Copy

#] e- b3 4+

0 + Aok led . Toaks i D. L, L Tk N L al. -
Show: |lcoms - Use Small lcons Add New Toollar Restore Default Set
Done

e Click 'Done'" in the 'Customize Toolbar' dialog. The bookmarks icon will appear in the bookmarks tool bar.
e Toremove an item, drag it to the Customize Toolbar window.
e Torearrange an item, drag it to the spot where you want it.

To show/hide the bookmarks toolbar

*  Right-click on an empty section of the Tab Strip and select Bookmarks Toolbar in the pop-up menu. (by default,
Bookmarks toolbar is hidden).

To add bookmarks

*  Open a page you want to add to the Bookmarks toolbar.

e Inthe Address bar, click the site icon and drag it onto the Bookmarks toolbar.
To rearrange bookmarks
To change the position of an item on the Bookmarks toolbar:

*  Click on the bookmark or folder you want to move and drag it into position.
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J Animals - Animal Pictures - Wild Animal...

+ % O | @ animals.nationalgeographic.cc al - i @'~ Yohoo P| 4+ & B -~ L] 8%y
Maost Visited E3 Bookmarks

7.3.Managing Bookmarks

The managing bookmarks in Comodo IceDragon allows you to organize your bookmarks. Here you can edit, delete or rename
bookmarks and folders. Right-click on any of the folder and open all the bookmarks in new tabs.

To open bookmark organizer

+  Click the Comodo IceDragon button E ==0ragen fat the top left corner of the browser.

e Select Bookmarks -> Show All Bookmark from the menu.

w

«  Alternatively, click the Beokmarks pytion in the bottom of the interface.

e The Library interface will be displayed.
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=~ < [} Organize~ := Views~ }h Import and Backup - Search Bookmarks ,D|
4 @) History Mame Tags Location Visit Date
Today N Bookmiarks Toolhar
Yesterday Bookmarks Menu
Last 7 days Unsorted Bookmarks
June
£ Downloads
# Tags

4 |H Al Bookmarks
[+ Bookmarks Toolbar
e Bookmarks Menu

Unzorted Bookmarks

Mame: | Bookmarks Toolbar

Here you can view, search bookmarks, edit, rename, sort, or delete a one or multiple bookmarks, move a bookmark.

To search bookmarks
»  Enter the bookmark name in the search box in the Library box to search the item.
Or

¢ Enter the bookmark name in the search box from the Side bar.

| Search Bookmarks }'_'-‘r|

To view bookmarks
e Click the Comodo IceDragon button at the top left corner of the browser.

¢ Click 'Bookmarks' > 'Show All Bookmarks'.

T %
e Click the Bookmarks button.

e The Library dialog will be displayed.
»  Click the 'Views' tab that allows you to show more informational columns in the right panel.

= Views -
Show Columns L :
Sort L

*  The Views tab also provides a wide range sorting abilities.
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Unsorted
Sort by Mame
Sort by Tags
Sort by Location

@ Sort by Visit Date
Sort by Visit Count
Sort by Keyword
Sort by Description
Sort by Added
Sort by Last Modified

A= 7 Sort Order
® | Z:> ASort Order

To rename a folder, bookmark or edit a web address
e Select the bookmark you want to edit.

*  Right click the bookmark on the bookmark bar.

e Alternatively, select the button from the lower part of the interface.
0R Bookmarks

*  Click the Comodo IceDragon button le=Diragan | at the top left corner of the browser.

¢ Click the Bookmarks menu > select 'Show All Bookmarks'.

e Inthe Library menu, choose the bookmark to edit.

=~ & [N Organize~ = Views~ }h Irport and Backup - | Search Bookmarks ,D|
4 @) History Mame Tags Location Visit Date
Today M Eookmarks Toeolbar
Yesterday Bookmarks Menu
Last 7 days Unsorted Bookmarks
June
3 Downloads
+ Tags

4 |H Al Bookmarks
[+ Bookrmarks Toolbar
b Bookmarks Menu

Unzorted Bookmarks

Mame: | Bookmarks Toolbar

e The 'Properties' dialog will be displayed.
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Location: http:/ S www.positivepictures.net/

Tags: Separate tags with commas E
Keywaord:

Description:

[ Lead this bookmark in the sidebar

(o]

e Select the folder or location of a web address you want to rename from the beneath right hand site.

To sort bookmarks

e Click the Comodo IceDragon button E ie=0ragan fat the top left corner of the browser.
e Check the 'Menu Bar' box.

e (Click the 'View' menu > select Sidebar > click Bookmarks.

Toolbars

Sidebar k Bookmarks Ctrl+B
S Y History Ctrl+H
Page Style r

Character Encoding *

Eull 5creen F11

*  The Bookmarks sidebar will be displayed.

«  Alternatively, click the * in the lower part of the interface to open the Bookmarks side bar.

Bookmarks
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Maost Visited
Bookmarks A Home ET! MNews Sports Finance Vi
Search: 2 I
pr Bookmarks Toolbar YAHOO! ‘
b Bookmarks Menu
b Unsorted Bookmarks B Vail
E MNews
?-EE: Sports
44 Finance
& Weather
Y Games e
&) Groups Controversial Facebook
Maria Kang is called "obnoxious” for
ﬂ Answers workaout attire with her three sons. "\
4 IF il 2
e A

*  Right-click on the folder you want to Sort By Name.

To add a new bookmark folder
e Select the location you want to add new bookmark folder in the left side.
e Click the 'Organize' menu and select 'New Folder'.

You can also right-click on the desired location and add a new folder from the menu.

To delete a single bookmark or folder
*  Select the bookmark or folder you want to delete.
*  Click on the i icon in the Location bar.
e The 'Edit This Bookmark' box will be open.
*  Inthe Edit This Bookmark box, click 'Remove Bookmark'.

»  Alternatively, in the Library dialog click the 'Organize' menu > select the bookmark you want to delete > select 'Delete’.

You can also right-click on the item and select Delete from the menu.

To delete multiple bookmarks or folders
+  Click the +lbutton on the right side of the navigation toolbar
»  Select Show All Bookmarks to open the Library window.
* Inthe left pane, click on the folder you want to view. Its content will appear in the right pane.

»  Click on the Organize button and select Delete (CTRL+ click to select the items you want to delete.)

To move bookmarks

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 55



COMODO

Creating Trust Online®

Just click and drag a bookmark or folder to another destination to the folder list in the left side.

7.4.Bookmarks — Importing, Exporting and Backing up

Comodo IceDragon allows you to import bookmarks from Internet Explorer, Safari and Chrome; allows you to export bookmarks
to HTML and will automatically create backups of your bookmarks on a daily basis (allowing you to restore them at any point).

Click the following links for more help:
*  Importing bookmarks
*  Importing bookmarks from any browser as a HTML file
»  Exporting bookmarks
*  Restoring from backup
To import bookmarks from Internet Explorer, Chrome or Safari

»  Click the IceDragon button at the top left corner:

Select History' > 'Show All History' from the menu.

Alternatively, click the 'Bookmarks' button at the top right EE. W
The Library dialog will be opened.

= = [ Organize~ :i= Views- 7%, Importand Backup~ Search Bookmarks ,Dl
4 @) History MName Tags Location Visit Date
Today N Bookmigrks Toolbar
esterday Bookrmarks Menu
Last 7 days Unsorted Bookmarks
lune
&3 Downloads
# Tags

4 |M Al Bookmarks
I Bookmarks Toclbar
[+ .= Bookmarks Menu
Unsorted Bookmarks

Mame: | Bookmarks Toolbar

*  Click 'Import and Backup'.

%, Import and Backup -

Backup...

Bestore k

Import Bookmarks from HTML...
Export Bookmarks to HTML...

Import Data from Ancther Browser..,
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e Select 'Import Data from Another Browser'.

Note: 'Import from Another Browser' is disabled in Private Browsing mode.

e The 'Import Wizard' dialog will be displayed.

= Import Wizard

Import Settings and Data

Irnport Options, Bookmarks, History, Passwords and other data
from:

@ Microsoft Internet Explorer
1 Chrome

() Safari

Mext =

=

Select the browser from which you want to import then the specific items you wish to import:

Items to Import

Select which items to import:
Internet Options
Cookies

Browsing History
Favorites

<Back || Mext- || cancel

e ————

Internet Options: Imports general browser settings.
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*  Cookies: Small files stored on your computer by websites you have visited that contain information about your
preferences while on that website. Cookies are used for such things as keeping you logged in to a website and to
save your site preferences.

»  Browsing History: Alist of URLS that you have recently visited.
»  Favorites: (also known as 'Bookmarks;). Imports your bookmarks from the source browser..
»  Click the 'Next' button then click 'Finish' at the confirmation dialog:

Import Complete e

The following itemns were successfully imported:

Internet Options
Cookies
Browsing History
Favorites

The bookmarks from the other browser will now be available in Comodo IceDragon in a folder named From Internet Explorer,
Safari or From Chrome. To view and access your bookmarks, simply click the bookmarks button. All Bookmarks (included any
imported) will be listed in the menu:

L ™y
a Yahoo - Comodo IceDragon I - . —— E‘Eﬂ

Yahoo

= > 23 | @ usyahoo.com/Hr=fp-comoc Y @~ | |3." Yahoo P‘ + 9 e D [ R

Most Visited | |/ From Internet Explorer

To import bookmarks from any browser as a HTML file

+  Click the IceDragon button at the top left corner: = el

¢ Select 'Bookmarks' from the menu > Show All Bookmarks.

e Click the 'Import and Backup' tab on the Library window.
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%, Import and Backup -

Backup...

Bestore k

Import Bookmarks from HTML...
Export Bookmarks to HTML...

Import Data from Ancther Browser..,

e Click 'Import Import Bookmarks from HTML'.

*  Navigate to the HTML file saved in your computer and click 'Open'.

To export bookmarks from IceDragon
Exported bookmarks can be imported into other browsers.
»  Click the IceDragon button at the top left corner:;
*  Select 'Bookmarks' from the menu > Show All Bookmarks.
e Click the 'Import and Backup' tab on the Library window.
e Select 'Export Bookmarks to HTML' option.
*  Choose a location where you want the bookmarks to be saved and click the 'Save' button.

The bookmarks will be saved as a HTML file.

To restore from backup
»  Click the IceDragon button at the top left corner:
»  Select 'Bookmarks' from the menu > Show All Bookmarks.
»  Click the 'Import and Backup' tab on the Library window.
e Click Restore. Select the backup from which you want to restore

e The dated entries are automatic backups.
*  Choose File... lets you restore from a manual backup.
The 'Revert Bookmarks' dialog will appear, click 'Ok'.

9_; This will replace all of your current bockmarks with the backup. Are you sure?

oK || cancel

After choosing a backup, your bookmarks will be restored.

8. Privacy And Security

This section explains how to configure privacy and security settings in Comodo IceDragon as per your browsing requirements.
Under their default configuration, the Privacy and Security settings are designed to ensure your private data remains safe and
secure while browsing online. Click the links to find out more:

* Private Browsing
+ Virtual Mode
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+ Deleting browsing history and configuring history settings
+ Allowing/blocking pop-up windows

+ Managing cookies

+ Blocking websites from tracking your browsing history

+ Configuring suggestions while entering website address

« Managing automatic installations of add-ons and blocking insecure add-ons
+ Managing passwords

+ Configuring advanced settings

+ SSL certificate encryption
*  Website Security Indicators

+  SSL/HTTPS security settings

¢ Force Secure Connections

8.1.Private Browsing

o Private Browsing +

In a Private Browsing session, IceDragon will not keep any browser history, search history, download history, web form entries,
cookies, passwords or temporary internet files. However, any files you download and bookmarks you make will be kept. This
helps improve your overall security by removing any local copies of Internet activity.

To start a Private Browsing session
»  Click the IceDragon button at the top left corner;

»  Click the 'Start Private Browsing'

leeDragon
+ New Tab * Y Bookmarks
2o Mew Private Window History k
[ Start Virtual Mode Downloads
Edit g & Add-ons
Find... Options k
Save Page As... Help »
Email Link...
= Print... 4
Web Developer k
g% Full Screen
¢ Exit
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* At the confirmation dialog, click 'Start Private Browsing'. All your currently open tabs will be saved and closed and a
new tab will be opened for private browsing.

fe=Start Private Browsing

Wi'ould wiou like bo stark Private Browsing?

IceDragon will save wour current kabs For when you are done with wour Private Browsing session,

[ ] oo nok showe this message again

Stark Private Browsing | | Cancel

*  To help you easily identify whether the feature is switched on or not, the Comodo IceDragon button will turn green
while in 'Private Browsing' mode:

coMoo0

s Private Browsing

& [@ o to o Websir S @- | |\ L~ Eweall

125 Most Visited National Geographi... . From Intemet Explo...

m

IceDragon won't remember any history for this window.

In a Private Browsing window, IceDragon won't keep any browser history, search
history, download history, web form history, cookies, or temporary internet files.
However, files you download and bookmarks you make will be kept.

To stop Private Browsing, you can close this window.

While this computer won't have a record of your browsing history, your internet service

& Il Ll i TPy

»  Start your browsing session as you would any other - by entering a URL or search terms in the address bar or
selecting a page from your bookmarks.

*  Atthe end of your browsing session, click 'X' on the private window interface or

»  Click Tools > Options > Privacy and in the 'History' section, deselect in IceDragon will: Never remember history and
uncheck 'Always use private browsing mode'box.

Your current tabs will be closed and all your browsing traces will be erased. The tabs and pages of your previous browsing
session will be resumed.

Enabling Private Browsing Permanently
If you want all your browsing sessions to be kept private, you can enable private browsing permanently,

e Click the Comodo IceDragon button at the top left of the browser:
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»  Click 'Options' > Options, then click the 'Privacy' button
*  Under History' section, in the 'lceDragon will' drop-down select 'Use custom settings for history'

L el websiCes L ao nok Wwant [o De Cracked

History

IceDragaon will: |Llse cuskam setkings for hiskory (%

Always | Remember history

Mewer remember history

IJse custom settings For history

[] accept cookies From sites Exceptions...

Show Cookies...

*  Enable 'Always use private browsing mode'

History

IceDragon will: | Use custom settings for history - |

Always use private browsing mode

Accept cookies from sites Exceptions...
Accept third-party cookies

Keep until: 1 close Iceliragon Show Cookies...

8.2.Virtual Mode

Virtual Mode allows you to surf the Internet with far greater protection against online threats. With this feature enabled, Comodo
IceDragon will run in a fully virtualized sandbox which is totally isolated from your real computer. Any threats, scripts or malware
you many encounter while on the Internet will not be able to infect your real computer and all temporary Internet data will be
written to a virtual file system.

Notes:
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+ To use virtual mode, Comodo Internet Security (CIS) 6.3 or above must be installed on your computer. This is because
CIS provides the underlying virtualization technology required by Virtual Mode. CIS is completely free of charge and
features a fully-fledged antivirus scanner, an award-winning firewall, a host intrusion prevention system, a sandbox for
untrusted software and many other essential security features.

+ Read more about CIS and download from www.comodo.com/home/internet-security/free-internet-security.php

+ Any files you want to download and keep must be saved to a special folder called 'Shared Space'. By default, this is
located at:

C:\Program Data\Shared Space (Windows 7, Windows Vista)
C:\Documents and Settings\All Users\Application Data\Shared Space (Windows XP)

+ Alternatively, open Comodo Internet Security and click the 'Shared Space' button.

After entering ‘Virtual Mode’, we suggest you also engage ‘Incognito’ mode for additional privacy online. Search history, cookies
and other traces are not created while in Incognito mode.

To switch to virtual mode
¢ Click the Comodo IceDragon icon at the top-left corner
+  Select 'Switch to virtual mode' from the menu

« If CIS is not detected, you will be offered the opportunity to download and install it.

TeeDragon
i+! MNew Tab * * Bookmarks P
& Mew Private Window History r
[R| Start Virtual Mode Downloads
Edit ¢ & Add-ons
Find... Options »
Save Page As.. Help 3
Email Link...
/= Print... *
Web Developer L
24 Full Screen |
O Exit

8.3. Deleting Browsing History and Configuring History Settings

By keeping a record of the websites you have visited, files you have downloaded, temporary Internet files and site preferences,
Comodo IceDragon speeds up access to websites that you visit regularly. This page explains how to clear browsing history and
how to configure history settings.

*  Deleting Browsing History
»  Configuring History Settings
Deleting Browsing History
»  Click the IceDragon button at the top left of the Interface then select 'History > Clear Recent History...."

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 63


http://www.comodo.com/home/internet-security/free-internet-security.php

COMODO

Creating Trust Online®

lceDragan
i+ Mew Tab r * Bookmarks
B Mew Private Window History k Show All History Ctrl+Shift+H
Start Virtual Mode -
[Pl e Clear Recent History... Ctrl+Shift+Del |‘
Edit k
. 't Add-ons Restore Previous Session l
Find... .
Options 4 Recently Closed Tabs 4
Save Page As... Help » Recently Closed Windows 4

* Inthe 'Clear Recent History' dialog, select the period that you want to clear history from the 'Time range to clear' drop-
down box. Leaving this at the default of 'Everything' will clear all history information in your browser.

=

Tirne range to clear:

Last Hour

E Details Last Two H...

Last Four H...

Today

Everything

Clear Now I I Cancel ]

»  Click 'Details' to display the items from which you can select for the history information to be removed.

- Clear Hecent History

Tirne range to clear

Browsing & Download History
Form & Search History
Cookies

Cache

Active Logins

[] Offline Website Diata

[] Site Preferences

Clear Mow ] I Cancel ]
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*  Select the items you wish to delete and click 'Clear Now'. The following items can be deleted:

*  Browsing and Download History — Browsing history is the list of websites that you've visited and the download
history is the list of files that you've downloaded.

*  Form and Search Bar History — Form history are the list of terms that you've entered in web page forms and
these terms will be listed in a drop-down menu in the Auto Form Fill as you start entering the first few letters in the
form field.

»  Cookies - Cookies are small pieces of information sent by websites that you've visited which are stored by your
web browser. Cookies are used by these websites to store your preferences about that website (for example, if
you ask a website to 'Keep me logged in' or similar, it is the cookie that keeps a record of this preference).

»  Cache - The cache memory stores temporary files, such as of web pages that you've visited, which will help to
load the pages much faster when you are visiting any of them once again.

*  Active Logins - Authenticated sessions that are still active, that is, if you've logged into a website that requires
authentication, are called active logins.

»  Offline Website Data - If you've saved a webpage as "Web Page, complete' in the save as option in the File
menu, you can view the page even if you are not connected to the Internet.

»  Site Preferences - Settings configured by you for certain websites such as zoom level and permissions.

Configuring History Settings
The 'Privacy' section of 'Options' allows you to specify default History settings for IceDragon.
To configure these settings:

*  Click the IceDragon button at the top left of the browser:

e Select 'Options" Options, then click the 'Privacy' button.

* Inthe 'History' section, you can specify default behavior in the 'lceDragon will:' drop-down

.m, pr ~ A 0
A L - o] i
General  Tabs Content  Applications  Privacy  Security  Advanced
Tracking
@ Tell sites that | do not want to be tracked
1 Tell sites that I want to be tracked

*) Da not tell sites anything about my tracking preferences

Learmn More

History

IceDragon will:

Remember history

Mever remember history

Use custom settings for history
Remember search and form history

3] Accept cookies from sites Exceptions... l
Agcept third-party cookies: | Never =
Keep until: | ask me every time  ~ Show Cookies...

7] Cleag history when IceDragon closes Settings...

Location Bar

When using the location bar, suggest: | History and Bookmarks ~

The options available are:

*  Remember history — The browser will always remember history and you have to clear it manually as explained in the
first half of this page.

«  Never remember history — The browser will never store any history.
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«  Use custom settings for history — If you select this, you have the following options:

«  Always use private browsing mode - If you select this option, IceDragon will always open in private browsing
mode. Refer the topic 'Private Browsing' for more details.

ﬂ P - o~~~ 1l
Lt W & € ooa #
General Tabs Content  Applications Prvacy  Security  Advanced

Tracking
@ Tell sites that I do not want to be tracked.

Tell sites that I want to be tracked.
1 Do not tell sites anything about my tracking preferences.

Learn More

History

IceDragon will | Use custom settings for history ~

[T Abways use private browsing mode
[#] Remember my browsing and download history
[¥] Remember search and form history

[¥] Accept cookies from sites [ Exceptions... ]

Agcept third-party cookies: | Always =
Eeep until: they expire - Show Cookies...

[T] Clear history when IceDragon closes

Location Bar

When using the location bar, suggest: [Histnr)r and Bookmarks ~

Bewered by COMODDOD [ oK ] I Eanech ]

* Ifyou select 'Always use private browsing mode', you have the option to 'Accept cookies from sites'. This will allow the
browser to accept first-party and third-party cookies from the websites that you visit.

»  The 'Exceptions..." option allows you to configure which websites are allowed, blocked or for that session only to use
cookies irrespective of whether you choose 'Accept cookies from sites' or not.
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You can specify which websites are always or never allowed to use cookies. Type the exact address of the site you
want to manage and then click Block, Allow for Session, or Allow.
Address of website:
comodo.com|
l Block ] [ Allow for Session I [ Allow J

Site Status
us.yahoo.com Allow -
us-locdrop.query.yahoo.com Allow
y.analytics.yahoo.com Allow
y3.analytics.yahoo.com Allow
career-services.monster.com Allow for Session
video.nationalgeographic.com Allow for Session 0
ads.adtrustrmedia.com Block
cockie.monster.com Block 1
www.nationalgeographic.com Block

Remowve Site I ’ Eemowve All Sites

Enter the exact address of the website in the 'Address of website' field' and select any of the options:
*  Block - The browser never allows any cookies from that website.
e Allow for Session — The browser allows cookies for that session only and not stored.
e Allow - The browser allows cookies and stores the cookies permanently until cleared manually.

If you want to remove a site from the list, select it and click the 'Remove Site' button. To remove all the sites, click the 'Remove
All Sites' button from the exceptions list.

You can view the cookies that are stored in your browser by clicking the 'Show Cookies' button.
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' Coolies

Search: Je

The following cockies are stored on your computer:

Site * Cookie Mame
i__iscorecardresearch.com D -
[}
i__iscorecardresearch.com LIDR

b | Jusyahoo.com

4| jyahoo.com

yahoo.com B
r ﬁ yahoo.com AOQ | -
Mame: AD

Content: o=18&s=1&dnt=1
Domain: yahoo.com
Path:
Send For Any type of connection
Expires: 17 nuctonaga 2033 p. 18:12:05

Remove Cookie ] [ Remove All Cookies ] [ Close ]

In the 'Cookies' screen, you can view the details of the cookies.
To delete cookies
*  Select the site that you want the cookie to be deleted and click 'Remove Cookie' button.

e (Click 'Remove All Cookies' to delete all cookies.

8.4. Allowing/Blocking Pop-up Windows

Many websites open pop-up windows to display advertisements and other features. While many of them are used for genuine
purposes (for example, banking sites use pop-ups for login screens and providing warnings), some may be used for malicious
purposes like injecting rootkits, keyloggers and other malware. Other pop-ups can just be plain annoying adverts. By default
Comodo IceDragon blocks pop-up windows. You can configure IceDragon to allow or block pop-ups as you wish and can add
exceptions so that pop-ups from selected websites are always allowed.

When a website tries to open a pop-up, IceDragon displays an information bar.

COoOMDDD

ror| PopupTest 12 - test your popup killer s...

L o ad popuptest.com t1 = &l - &~ Yol 2 - g e ﬂ*D

185 Most Visited Matienal Geographi... I From Internet Explo...

lceDragon prevented this site from opening 3 pop-up windaows,

Options
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*  You can temporarily allow or block pop-ups from that website in an ad-hoc manner by clicking Options > Allow pop-ups
for <website>.

CoMOoO

From Internet Exple...
Options i
Allow pop-ups for popuptest.com
Edit Pap-up Blocker Options...
Don't show this message when pop-ups are blocked
Show “http:// popuptest.com/popupd. htmil
Show "http:// popuptest.com/popupd.html

Show “hitp:// popuptest.com/popupl.html

To configure pop-up windows
»  Click the Comodo IceDragon button at the top left of the browser:
e Select 'Options" Options from the menu, then click the 'Content' button:

ﬂ} T o~ 12
-

L @ § & coa M

General Tabs Content  Applicabons  Privacy  Secunty  Advanced

/| Block pop-up windows Exceplions...

Fonts & Colors

'. Size: I_‘Lﬁ '| | Advanced...

Colors...

Default font: | Times New Roman

Longuages

Choose your preferred language for displaying pages

e To block pop-up windows, make sure the 'Block pop-up windows' box is enabled
*  To permanently allow pop-ups from all websites, deselect the check-box (not recommended)

*  To add exceptions for pop-ups, click 'Exceptions’
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You can specify which websites are allowed to cpen pop-up windows. Type the exact address of the site you
want to allow and then click Allow.

Address of website:

Site Status
dictionary.references.com Allow
en.wikipedia.org Allow

Remove Site l [ Remove All Sites

»  Enter the url of the website for which you want to allow pop-ups permanently in the 'Address of website' field and click
‘Allow'

The website will be added to the list of pop-up allowed websites. All the pop-up windows opened by this website will be allowed
regardless of your setting in 'Block pop-up windows' check box.

¢ Click 'Close'

*  Click OK in the Options interface for settings to take effect

8.5.Managing Cookies

Cookies are small files stored in your browser by websites that you've visited. These files contain information about your website
preferences (for example, if you ask a website to 'Keep me logged in' or similar, it is the cookie that keeps a record of this
preference), browsing history and can sometimes be used to authenticate you.

While many (if not most) cookies are stored for the well intentioned reason of service improvement, they can be used to track
you and can often contain private authentication data. A search engine may store cookies to fetch your search history and will
display targeted adverts to you on various webpages you visit. Some malicious sites may use cookies to log sensitive
information about you. Hackers could, in theory, intercept a cookie sent from your browser to a website and extract sensitive
data. To maintain your privacy and security, you need to clear cookies from your browser periodically and evaluate your overall
policy regarding allowing or blocking cookies.

By default, Comodo IceDragon accepts cookies from the websites you visit. But it can be configured to allow or block cookies
from websites and to add exceptions to permanently accept cookies from genuine sites and to permanently block cookies from
sites that you do not trust.

Click the links below for more help:
+  Clearing Cookies
+  Viewing and removing stored cookies individually
«  Allowing/Block cookies
+  Adding exceptions for storing cookies
Clearing Cookies

Cookies are automatically cleared when you clear browsing history or if you have configured IceDragon to clear browsing history
on exit under Options > Options > Privacy > History.

If you want to clear cookies at an instant manually,
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»  Click the Comodo IceDragon button at the top left of the browser:
e Click Options > Options
e Click Privacy tab from Options dialog
»  Check the option for 'lceDragon will' under 'History'.
Remember History
If 'Remember History' is chosen,
»  To delete the browsing history along with the cookies click the link 'clear your recent history'

*  To delete cookies individually click the link 'remove individual cookies'. The Cookies dialog will open. The Cookies
dialog allows you to remove cookies individually. Refer to 'Viewing and removing stored cookies individually' for
more detalils.

Never remember history
If 'Never remember history' is chosen,
*  To delete your browsing history along with the cookies click the link 'clear all current history'
Use custom settings for history
If 'Use custom settings for history' is chosen,

*  Click 'Show Cookies'. The Cookies dialog will open. The Cookies dialog allows you to remove cookies individually.
Refer to 'Viewing and removing stored cookies individually' for more details.

Viewing and Removing Stored Cookies Individually

The Cookies dialog displays a list of cookies stored in your browser and enables you to remove them selectively.

To access the Cookies dialog

»  Click the Comodo IceDragon button at the top left of the browser:

e Click Options > Options

»  Click 'Privacy' tab in the 'Options' dialog

«  if'Remember History' is chosen for 'lceDragon will' under 'History', click the link 'remove individual cookies'

* If'Use custom settings for history' is chosen for 'lceDragon will' under 'History', click 'Show Cookies' button'
The Cookies dialog will open.

- — -
1 Cookies

Search: 2

The following coockies are stored on your computer:

Site + | Cookie Name
b |l ads.yahoo.com

[+ | 0 adtrustrmedia.com

I+ | analytics.yahoo.com

[+ | 1 scorecardresearch.com

| ) us.yahoo.com

| yahoo.com

Mame: <no cookie selected =
Content: <no cookie selected>
Host: <no cookie selected>
Path: <no cockie selected>

Send For <no cookie selected>

Expires: =no cookie selected>

Remowve Cookies ] l Remowve All Cookies I [ Close ]
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The dialog displays the list of stored cookies stored by different websites you have visited. To view individual cookies, click '+'
beside the website.

»  To view the details of an individual cookie, select the cookie. The details are displayed at the lower pane
»  Toremove an individual cookie, select it and click 'Remove Cookies'

»  Toremove all the cookies stored by an individual website, select the website (the folder icon) and click 'Remove
Cookies'

«  Toremove all the cookies at once click 'Remove All Cookies'

*  Click Close.
Allowing/Block Cookies
You can configure Comodo IceDragon to allow or block cookies from websites in general.
To configure cookies

«  Click the Comodo IceDragon button at the top left of the browser:

¢« Click 'Options' > 'Options'

«  Click 'Privacy' tab in 'Options' dialog

«  Under History' for 'lceDragon will', select 'Use custom settings for history' from the drop-down

History

IceDragon will: [ Use custom settings for history 'l

[7] Always use prvate browsing mode
| Remember my browsing and download history

I Remember search and form history

¥ Accept cookies from sites Exceptions...

Accept third-party cookies:
Keep until: | they expire = | Show Cookies...

Clear history when IceDragon closes

To allow cookies from the websites
»  Leave the 'Accept cookies from sites' checkbox selected

» If you want to allow third-party cookies, that is the cookies set by other applications or websites through the website
you visit, select the Accept third-party cookies checkbox

»  Select the time period for the life time of the third-party cookies from 'Keep until' drop-down

»  they expire — Third-party cookies will be stored in your browser till their life time as set by the website
* |close IceDragon - Third-party cookies will be removed once you end your browsing session
e ask me every time - You will be prompted every time when a website stores a third-party cookie.

= Confinm setting cookie

. The site dictionary.reference.com wants to set a cookie.
i 19
e =& my choice For all cookies from this sike

| Show Details | | Allow || Allow for Session || Deny |

The third-party cookie will be stored based on your choice in the 'Confirm setting cookie' dialog.
To block cookies from the websites

*  Deselect the 'Accept cookies from sites' checkbox

»  Click OK in the Options dialog for your settings to take effect

Adding exceptions for storing cookies
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»  Click the Comodo IceDragon button at the top left of the browser:

e Click the 'Options' menu > 'Options'

e Click 'Privacy' tab in 'Options' dialog

*  Under 'History' for 'lceDragon will', select 'Use custom settings for history' from the drop-down
»  Click 'Exceptions' beside 'Accept cookies from sites' checkbox

= T pp—
= Exceptions

You can specify which websites are always or never allowed to use cookies. Type the exact address of the site you

want to manage and then click Block, Allow for Session, or Allow.

Address of website:

Site Status

ad.yieldmanager.com Allow -

addons.mozilla.org Allow

ads,adtrustmedia,com Block E

ads.yahoo.com Allow

b.scorecardresearch.com Allow

career-services.monster.com Allow for Session

cookex.amp.yahoo.com Allow

cookie.maonster.com Black

images.nationalgeographic.com Allow

matric natinnalasanranhic com Allaa il
Remaove Site ] l Remove All Sites Close

The 'Exceptions' dialog will be displayed.
»  Enter the url of the website for which you want to allow or block cookies permanently

e Click 'Allow' to allow the cookies from the site. Regardless of whether the checkbox 'Accept cookies from sites' is
checked or not, the cookies from this site will be allowed.

*  Click 'Block' to stop the cookies from the site. Regardless of whether the checkbox 'Accept cookies from sites' is
checked or not, the cookies from this site will be blocked

The website will be added to the list with the "Allow" or 'Block status' as specified
»  Toremove a website from the exceptions list,
e Click 'Options' > 'Options' > 'Privacy'
»  Click 'Exceptions' beside 'Accept cookies from sites'

¢ Select the website and click 'Remove Site'
¢ Click 'Close'

*  Click OK on the 'Options' dialog for your settings to take effect

8.6.Blocking Websites from Tracking your Browsing Activities

Some of the websites install their cookies to track their visitors other browsing activities for various reasons. Fr example, a
search engine may track your search history to find what are your interests and display advertisements accordingly in all the
webpages you visit, luring you you click on them and buy them. Some may track your financial transactions too.

If you want your browsing activities not be tracked by the websites you visit, you can configure IceDragon accordingly.
»  Click the Comodo IceDragon button at the top left of the browser:
e Click 'Options' > 'Options'
*  Click 'Privacy' tab in the 'Options' dialog
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General  Tabs  Content Applications Privacy  Security  Advanced
Tracking

i@ Tell sites that | do not want to be tracked.

“) Tell sites that I want to be tracked.

Do not tell sites anything abouwt my tracking preferences.

Learn Maore

History

IceDragon will: | Use custom settings for history ~

«  Select the check box 'Tell websites | do not want to be tracked'
« Tell sites that | want to be tracked - Tells websites that you want to be tracked by advertisers and other third-parties.

* Do not tell sites anything about my tracking preferences - Tells websites anything about your preferences. You
should note that this does not mean that you will not be tracked.

»  Click OK in the Options dialog for your settings to take effect.

8.7.Configuring Suggestions while Entering Website Address

Comodo IceDragon uses your browsing history and bookmarks to provide you suggestions when you start typing a website
address in the address bar. The browser searches the addresses stored in history and the bookmarks for the
letters/words/phrases you type in the address bar and shows the address with matching strings as suggestions in a drop-down,
from which you can select the page you want to revisit.
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0 Comodo lceDragon Start Page

€s o 200 ] (oo 0 -]@well
_ ) Suggestions |~
= Most Visites dictionary

disney channel
disney channel

m

dish network
dish network =

dicks sporting goods
dicks sporting goods

discover card
discover card
directv

directv

YaHoO! Search

‘ * ® *‘ # @ Restore Previous Session

Downloads Bookmarks History Add-ons Settings

You can configure how the browser should provide suggestions to you.
Click the links below for more help on:
«  Configuring suggestions
«  Excluding a website from suggestions
«  Excluding a single webpage from suggestions
Configuring Suggestions
IceDragon allows you the select the sources from which the suggestions are to be given or to stop suggestions all together.
To configure suggestions
«  Click the Comodo IceDragon button at the top left of the browser:
+  Click 'Options' > 'Options'
+  Click 'Privacy' tab in the 'Options' dialog
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[ clear history when IceDragon closes

Localtion Bar

When using the location bar, suggest:  |History and Bookmarks  » |

History and Bookmarks
Hiskary

Biookrnarks

Mothing

Powered by COMODO | (1] 4 | | Cancel

*  Under 'Location Bar', select the option for 'When using the location bar, suggest'
*  History and Bookmarks — Provides suggested sites from your browsing history and your bookmarked sites
e History - Provides suggested sites from your browsing history only
*  Bookmarks - Provides suggested sites from your bookmarked sites only
¢ Nothing — Does not provide suggestions
e Click 'OK; in the 'Options' dialog for your settings to take effect.

Excluding a Website from Suggestions

If you want to block suggestions from a specific website which you have visited earlier or from your bookmarks, you can
configure Comodo IceDragon accordingly.

To exclude a website from suggested sites
»  Click the Comodo IceDragon button at the top left of the browser:
o Click History > Show All History or click Bookmarks > Show All Bookmarks. The 'Library’ window will be displayed.

«  Type the name of the website in the 'Search History' box and press enter
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L [ Organize = :E Views~ 7%, Import and Backup - wikipedia ®
® @ History Search in:  Bookmarks | History | Save
© Downloads Marme Tags Location
# Tags W Wikipadia, the free ancyrlonadia hito; flan.mikipad a, org/wiki/Main_FPage
= |M &ll Bookmarks 7 en.wikipedia.org/ % Open :ffen wikipedia,orgf

[#  Bookmarks Toolbar
[+ Bookmarks Meniu
Unsorted Bookmarks

Open in a New Tab

Openin a Mew Window

Bookmark This Page
Copy

Delete This Page
Forget About This Site

Tame: | Wikipedia, the free encyclopedia

Locakion: ;thp:,f,fen.mhpedna.mgjwikl,fb‘lain_Page

Tags: | | w

*  Right click on a page of the website you wish to remove and select 'Forget About This Site' from the context sensitive
menu.

All the pages from the website from the history, bookmarks and from the suggested sites.
Excluding a Single Webpage from Suggestions
e Type a part of the webpage address in the address bar

*  Hover the mouse over the suggestion you want to exclude and press 'Delete' key from the keyboard

8.8.Managing Automatic Installations of Add-ons and Blocking
Insecure Add-ons

Add-ons are small pieces of software added to your browser for utility applications, customizing appearance, adding widgets,
additional functionality and so on. Add-ons are broadly classified as:

«  Extensions - Add new features to the browser like auto update of Facebook profiles, analyze your typing skills,
comparing prices from different emerchants to name a very few.

*  Appearance - Customize how the browser should appear by applying themes, button text styles and so on.

»  Plugins - Support different kinds of file types from Internet, e.g. to open .pdf files, play video and audio files, play
online games and so on.

You can add any number of add-ons to your browser manually as per your needs. Refer to 'Introduction to Add-ons' for more
details.

In addition, some websites install their add-ons to your browser in the background to support the file/data types they render,
display their webpages with their themes and so -on. While most of the add-ons from different websites are genuine, some may
be harmful, injecting rootkits, keyloggers and other malware to steal your confidential data.

Comodo IceDragon allows you to selectively allow or block automatic installation of add-ons by websites.
Click the links below for more help on:

»  Allowing/blocking automatic installation of Add-ons by websites
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* Adding exceptions for automatic Add-on installations
To configure automatic installation of add-ons
«  Click the Comodo IceDragon button at the top left of the browser:
¢« Click 'Options' > 'Options'
+  Click 'Security' tab from the 'Options' dialog.

= ptions

= oL -ty Pl K
11T mi D

ﬂa wm $ 2 oo@

Genetal Tahs Content Applications Privacy  Securiby  Adwvanced

Warn me when sites try to install add-ons Exceptions...

Block reported attack, sites
[+] Block reported web forgeries

*  If you want to allow automatic installation of add-ons from websites, de-select "'Warn me when sites try to install add-
ons' checkbox.

*  If you want browser to display an alert on automatic installation of add-on, leave the 'Warn me when sites try to install
add-ons' checkbox selected. An alert dialog will be displayed when a website tries to install an add-on. You will be able

to decide on whether you allow or block it.
To add exceptions for automatic installation of Add-ons
+  Click the Comodo IceDragon button at the top left of the browser:
«  Click 'Options' > 'Options'
+  Click 'Security' tab in 'Options' dialog
«  Click 'Exceptions' beside 'Warn me when sites try to install add-ons' checkbox

You can specify which websites are allowed to nstall add-ons. Type the exact sddress of the sile you want to allow and then click Allow.

Agddress of website:

Site: Status
addons.rmiozilla.org Allew
QElpErsonas.com Allow

Allow

marketplace.firefox.com

; Bemdwe Sile ] I Pemdve All Sles ]

The 'Exceptions' dialog will be displayed.
»  Enter the url of the website for which you want to allow add-ons permanently

e Click 'Allow". Regardless of whether the checkbox 'Warn me when sites try to install add-ons' is checked or not, the
add-ons from this site will be allowed for automatic background installation.
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The website will be added to the list with the 'Allow" status.
»  Toremove a website from the exceptions list,
e Click the Comodo IceDragon button at the top left of the browser:
e Click 'Options' > 'Options' > 'Security’'
e Click 'Warn me when sites try to install add-ons'
*  Select the website and click 'Remove Site'
e Click 'Close'

*  Click OK on the 'Options' dialog for your settings to take effect.

8.9.Managing Passwords

Comodo IceDragon can securely remember the usernames and passwords you enter to log-in to websites and automatically
enter them the next time you visit. This can be a great time saver but is not recommended for shared computers. This page
explains how the 'Remember Password' system works from a user point of view before explaining how you can configure
advanced password settings.

Click the links below for more help:
*  The 'Remember Password' prompt
*  Configuring the 'Remember Password' option
«  Configuring Exceptions
* Viewing and managing stored passwords

The 'Remember Password' prompt

When you enter your username and password in a log-in form, IceDragon will offer to remember your password.

| ad iceDragon
¥ gmail - Yahoo! Search Results | ™ Connecting...
€|+ C|MA il google.com/i [ o- | O gmail P - !_i v ﬁ‘n
[E Most Visite "‘\ Would you like to remember the password for

| "testuser720@gmail.com” on google.com?
Loading, ple //

Remember Password | +

e For the browser to save your password, click 'Remember Password'

*  For additional options click the drop-down arrow beside 'Remember Password'
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o iceDragon

¥ ' gmail - Yahoo! Search Resulis
€« C M rmail.google.com/mail y=1 o - | B! - gmail P - L *B

12 Most Visite “\\’x, Would you like to remember the password for
| “testuser720@gmail.com” on google.com?

/p«

Remember Password |vi

MNever Remember Password for This Site

Not Mow

Click the option for remembering password for this site

*  Never Remember Password for This site — Select this option if you do not want to save the password for this site.
The website will be added to Exclusions list. The password you entered will not be saved. Also from next time you
access the same site, the prompt for remembering your password for this site will not appear.

*  Not Now — Select this option if you want the browser to save the password for the website at a later time. The
password you enter this time will not be saved. But when you enter your password for the same website for the next
time, the prompt for remembering password will appear.

Configuring 'Remember Password' option
e Click the Comodo IceDragon button at the top left of the browser:

e Select 'Options' > Options, then click the 'Security' button
* If you deselect the 'Remember passwords for sites' box then IceDragon will no longer offer to remember passwords for
sites that you log in to.

e Master Passwords can be used to protect saved website passwords. You will be asked to enter this password once
per session when you next come to log-in to one of your websites. After entering the master password once, all
subsequent password fields will be auto-completed. This can provide an acceptable compromise between security and
the convenience of automatic website log-ins.

= Options

O & & € o0 6

General Tabs Content  Applications  Privacy  Security  Advanced

Wearn me when sites by boinstall add-ons Exceptions...

Block reported atkack, sites
Block reported web Forgeries

Passurords

Remember passwords for sites | Exceptions... |

|:| Ilse a master passwiord

| Laved Passwords... |

Configuring Exceptions
The websites for which you chose 'Never Remember Password for this site' from the Remember Password prompt dialog will
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be automatically added to exclusions. The passwords for those sites will not be saved, also the Remember Password prompt
dialog will not appear during the successive logins to the excluded sites. You can view and remove those sites from exclusions.

To view exception sites
*  Click the IceDragon button at the top left of the browser:
e Select 'Options' > Options, then click the 'Security' button
»  Click 'Exclusions' beside 'Remember Passwords for sites'

The Exceptions dialog will be displayed.

d'Passwords

Passwords for the Following sites will not be saved:

Site
hkkp: v videoonderand  com
Attos:fealfrare. dbfirar e, com. G494 3

Remove || Remove 4ll

Close

»  Toremove a site from exceptions, select the site and click 'Remove'.
*  Toremove all the sites from exceptions, click 'Remove All".
Viewing and Managing Stored Passwords
e Click the IceDragon button at the top left of the browser:
e Select 'Options' > Options, then click the 'Security' button
*  Click 'Saved Passwords'

The 'Saved Passwords' interface shows list of sites that have stored passwords associated with them. You can search the list for
a specific username or website by entering it fully or partially in the search bar.
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Search: | | £
Passwiards Far the Fallawing sites are stared on your compuker:
Site Izermarne
At e facebook, com JohnsmthEramamad com
htkps: [faccounts, google. com johinsmmith
hittps: )/ flogin, wahoo,com johnsmith
Remove | | Remove All Show Passwords |
Close |

*  You can view or hide the actual passwords saved for the websites.
e To delete a stored password, select the website and click 'Remove'.

e To delete all stored passwords, click 'Remove All'".

8.10.  Configuring Advanced Settings

The 'Advanced Settings' tab enables you to configure granular settings like accessibility options, browsing options, network
connection settings, certificates settings, utilities like online spell checker and so on.

To access Advanced Settings interface
e Click the IceDragon button at the top left of the browser:
e Click 'Options' > 'Options'
*  Click 'Advanced' tab from 'Options' dialog

The 'Advanced Settings' panel will open.
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General Tabs  Content Applications Privacy Secumty Advanced
General ~ MNetwork  Update = Certificates
Accessibility
| Always use the cursor keys to navigate within pages
| Search for text when [ start typing

| Warn me when wepsites try to redirect or reload the page

Browsing
o] Use autoscrolling
| Use smooth scrolling
| Use hardware acceleration when available

| Check my spelling as I type

System Defouits
| Always check to see if lceDragon is the default browser on startup
IceDragon is currently your default browser

+| Enable malware domain filtering (Comodo Secure DNS)

Sewered by COMODDO I OK Jl Cancel J

Click the links below for more help:
*  General Settings
¢ Network Settings
*  Update Settings
»  Certificates Settings
General Settings
To access General Settings interface
*  Click the IceDragon button at the top left of the browser:
e Click 'Options' > 'Options'.
*  Click 'Advanced' tab from 'Options' dialog.

e Click 'General' tab from Advanced Settings interface.
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General Tabs Content  Applications  Privacy Security Advanced

General | Metwork Update  Certificates
Accessibility
| Abways use the cursor keys to navigate within pages
| Search for tegt when [ start typing
] Warn me when websites try to redirect or reload the page

Browsing
| Use autoscrolling
¥| Use smooth scrolling

| Use hapdware acceleration when available

7| Check my spelling a5 1 type

System Defaults
| Always check to see if IceDragon is the default browser on startup
lcelragon is currently your default browser

J| Enable malware domain filtering (Comodo Secure DMS)

Sonered by COMODO | ok || conces |

The 'General' tab allows you to configure:
e Accessibility Options
*  Browsing Options
e System Defaults

Accessibility Options

«  Always use the cursor keys to navigate within pages — Enables 'Caret browsing' within the webpage — displays a
blinking text selection cursor that can be moved using the arrow keys in your key board. The cursor enables you to
select a piece of text from the webpage to your clipboard directly, point to links, move from field from field and so on,

using the keyboard.
Alternatively, this option can be enabled by pressing F7 from your keyboard.

=" Caret Browsing

Pressing F7 turns Caret Browsing on or off, This feature places a moveable cursor in web pages,
¥'  allowing wou to select bext with the kevboard, Do wou want o burn Caret Browsing on?

[] D not showe me this dialog bos again,
Yes || Mo

e Click 'Yes' to enable caret browsing

»  Search for text when | start typing - When enabled, the browser displays a 'Quick Find' bar at the bottom of the
window when you start typing a search keyword shows the search results within the currently open webpage.
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*  Warn me when websites try to re-direct or reload the page - When enabled, the browser, displays a warning when
the page you visit automatically re-directs you to another page or re-loads itself.
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& Most Visited National Geographi... | From Internet Explo...

Federalbank.com

Example: This is useful for security against phishing attacks. If you accidentally land into a page fraudulent or phishing website
may be , by typing the url with typographic errors, you will be immediately alerted on the moment when the phishing site re-
directs you to genuine site after logging your sensitive information like credit card data and password.

Browsing Options

*  Use auto autoscrolling — Makes the currently open webpage to scroll automatically when you click the center mouse
button or the scroll wheel and move the mouse up or down.

*  Use smooth scrolling — Makes the page to scroll up or down smoothly when pressing 'Page Up' and 'Page Down'
Keys. This option is useful when reading lengthy pages as it makes it easier to resume from where you have left, when
scrolling a page up or down.

» Use hardware acceleration when available - Instructs the browser to use graphics processor, if present in your
system, to display the graphics from webpages, reducing the load to the computer's main processor. This increases
the speed at which the webpages are loaded and improves your browsing experience.

»  Check my spelling as | type — If enabled, the browser will chweck the spelling of every word/phrase you type into
various fields of a web-form. This features requires dictionaries to be downloaded. To download a dictionary, while
typing inside a field in a web-form, right-click on the field, select 'Languages' from context sensitive menu and select
'Add Dictionaries'. You will be taken the webpage from which you can download required dictionaries.

System Defaults

Always check to see if Comodo IceDragon is the default browser on startup - Select this option if you want Comodo IceDragon
to check whether It is a default browser in your system, whenever it is started. To check at this moment, click 'Check Now'.

i"'x IceDragon is already set as wour default browser,
LW

Network Settings

To access Network Settings interface
+  Click the IceDragon button at the top left of the browser:
¢« Click 'Options' > 'Options'
«  Click 'Advanced' tab from 'Options' dialog

«  Click 'Network' tab from Advanced Settings interface
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General Tabs Content  Applications Privacy  Security Advanced

General Network | Update = Certificates

Connection

Configure how lceDragon connects to the Internet Settings...

Cached Web Content
Your web content cache is currently using 34,0 KB of disk space [ Clear Now

7 Override automatic cache management

Limit cache to 350) f=— ME of space

Offline Web Content and User Data

Your application cache is currently using 0 bytes of disk space Clear Now
] Tell me when a website asks to store data for offline use Exceplions...

The following websites are allowed to store data for offline use:

Fowered by COMODDO 0K I Cancel ]

The 'Network' tab allows you to configure:

*  Connection Settings

»  Cached Web Content management

«  Offline Web Content and User Data management
Connection Settings

The 'Connection Settings' interface enables you to configure how IceDragon should connect to Internet. If your organization or
you Internet Service Provider (ISP) requires you to connect to Internet through a proxy server, you can configure the proxy
connection settings from this interface.

To access 'Connection Settings' interface

e Click 'Settings..." under 'Connection' in 'Options' > 'Network' interface
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Configure Proxies to Access the Internet
1 Mo proxy
() Auto-detect proxy settings for this network

(71 Use system proxy settings

@ Manual proxy configuration:

HTTP Prozxy: Port: 0=

[] Use this proxy server for all protocols

SSL Proxy: Port: 0 o
ETP Proxy: Port: 0
SOCKS Host: Port: 0=

() SOCKSwd @ S0CKSvS
Mo Proxy fon
localhost, 127.0.0.1

Exarnple: .mozilla.org, .net.nz, 192,168.1.0/24
(™) Automatic proxy configuration URL:

[Cox ] [ conce ]

*  No proxy - Select this option if you are not using any proxy server to connect to Internet

*  Auto-detect proxy settings for this network - Select this option if you want Comodo IceDragon to automatically
detect the proxy settings from your network.

*  Use system proxy settings - Select this option if you want Comodo IceDragon to use the proxy settings configured
for your Operating System (OS). (Default)

*  Manual proxy configuration — Select this option if you want to configure the proxy server settings manually. This is
useful if your network uses more than one proxy servers to connect to Internet. Specify the hostnames and port
numbers of the proxy servers to be used for different connection protocols. For hostname and a port number, contact
your Network Administrator. If same single proxy server and port number settings are to be applied for all protocols in
the list, select 'Use this proxy server for all protocols' checkbox.

*  No Proxy For - Specify the hostname or IP Address of servers and websites, which can be connected without
using the proxy servers.
*  Automatic proxy configuration URL — Select this option if you have a proxy configuration file in .pac format stored in
your locally or in your network or from Internet. Enter the path or url of the configuration file in the field.
*  Reload - Click 'Reload' for the browser to load the configuration file from the url specified.

»  Click 'OK' for your settings to take effect.
Cached Web Content Management

Comodo IceDragon stores the webpages you visit in a dedicated cache storage for quicker loading if you visit the same page in
future. The default disk space for the cache storage is 50 MB. You can re-configure the disk space allotment for the cache
storage through 'Cached Web content' settings. You can also clear the cache if you want.
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Configure how IceDragon connecks ko the Internet Settings...
Cached Web Content
Your web content cache is currently using 48,2 MB of disk space Clear Mow |

] override automatic cache management

[Croze <]

Oiffine Web Content and Usar Data

To change the default disk space for cache storage

e Select the 'Override automatic cache management' checkbox

*  Specify the new disk size (in MB) in the 'Limit cache to' drop-down combo box

To instantly clear the cache

e Click the 'Clear Now' button
»  Click OK for your settings to take effect
Offline Web Content and User Data Management

Some websites store user data on your computer for offline use. You can configure the browser to alert you when a site tries to
store offline data or choose to allow or block some sites automatically from storing offline data to your computer.

Offfine Weab Content and User Data

‘four application cache is currently using 0 bytes of disk space Clear Mow |
Tell me when a website asks to store data For offline use | Exceptions... |

The Following websites are allowed to store daka For offline use:

»  Tell me when a website asks to store data for offline use — Select this option if you want the browser to alert you when
a website tries to store offline data.

*  To manage exceptions
*  Click 'Exceptions'
»  The sites which were blocked from storing offline data during previous sessions will be displayed.

*  Toremove a site from exceptions, select the site and click 'Remove'
*  Toremove all the sites from exceptions, click 'Remove All'
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The Fallwing websites are nok allwed ko skore daka For affline use:

Sike Skakus

Close |

*  Tomanage allowed sites

The text field below The following websites have stored data for offline use' shows a list of sites which were allowed
to store offline data during previous browsing sessions

»  Toremove a site from allowed sites list, select the site and click 'Remove'. All the data stored by the site will also
be deleted.

Update Settings
Comodo IceDragon can be configured to automatically / manually check for updates, download and install them.
To configure Update settings automatically

»  Click the IceDragon button at the top left of the browser:

*  Click 'Options' > 'Options'

e Click 'Advanced' tab from 'Options' dialog

»  Click 'Update' tab from Advanced Settings interface

Froy ¢ PN 1d
ﬁ{; w & - =) il
General Tabs  Content Applications Privacy Security Advanced

General Metwork Update  Cerificates

lceDrogon updates:
s émmﬂhuw |n5t.a||up|:|ut:5 (“mmmmdﬁlmpm“ds“umﬂ et
| Check for updates, but let me choose whether to install them

) Mever check for updates (not recommended: security nisk)

Automatically update:
] Search Engines
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»  Search Engines - Select this option to instruct the browser to periodically search the updates for your search
engine and install them

e Click 'OK' for your settings to take effect
To configure Update settings manually
e Click the IceDragon button at the top left of the browser:
e Click 'Options' > 'Options'
e Click 'Advanced' tab from 'Options' dialog
*  Click 'Update' tab from Advanced Settings interface

FHY 4 LS L&
3 &8 & 50 il
General Tabs  Content Applications Privacy Security Advanced

General Metwork  Update  Cerificates

lceDrogon updates:

@ | Automnatically install updates (recormmended: improved security)

Lheck for updates, but let me choose whether to install them

) Mever check for updates (not recommended: securnity nisk)

Automatically update:
7] Search Engines

e Automatically install updates (recommended: improved security) box automatically downloads and installs
updates.

e Check for updates, but let me choose whether to install them: Allows you to choose a moment when to download
and install updates.You can download them at a later time, if you do not choose to do that.

*  Never check for updates (not recommended: security risk): lceDragon won't check for updates. Note: Selecting
this setting will disable you from receiving critical security updates that may keep you safe online unless you frequently
do a manual check for updates.

Certificates Settings

Comodo IceDragon is a secure browser that allows encryption of data in transit between it and the website. You can configure
the encryption settings for IceDragon under the 'Encryption' tab.

To access the Encryption Settings interface
*  Click the IceDragon button at the top left of the browser:
e Click 'Options' > 'Options'
e Click 'Advanced' tab from Options dialog

e Click 'Certificates' tab from Advanced Settings interface
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t @ & € oo g i
General Tabs Content  Applications  Privacy Secunty Advanced
General ~ Network Update  Certificates

When a server requests my personal certificate:

) Select one automatically @ Ask me every time

View Certificates Validation Security Devioes

SSL certificates are used to encrypt the connection between a browser and a website whenever sensitive data is being passed
between the two. You may have noticed the address bar turns green and a padlock symbol appears whenever you make a
purchase online. This green address bar/padlock indicates that confidential information such as credit card details are securely
encrypted and cannot be intercepted en-route by a thief.

For more details on SSL certificates, refer to SSL Certificate Encryption.
You can configure how Comodo IceDragon should use these certificates for encrypted browsing sessions.

Personal certificates, Client Certificates or Email Certificates are SSL certificates that are used to authenticate people. You may
use a Client Certificate to digitally sign a document, digitally sign and/or encrypt an email, authenticate yourself to websites and
so on. For all these you need your personal certificate installed in your browser. For more details on Client Certificates and to
enroll for one, please visit http://www.comodo.com/e-commerce/email-certificates/email-privacy.php

If a website requires a personal authentication when you perform a data transaction, your browser produces one from its
certificate store.

*  If you want IceDragon to select one automatically from its certificate store, choose 'Select one automatically'

»  If you want to manually select the certificate yourself when a website asks for a personal certificate, select Ask me
every time

The interface also allows you to view and manage the SSL certificates. For more details refer to Managing SSL Certificates
and HTTPS Security.

8.11.  SSL Certificate Encryption

Whenever you successfully make a secure connection to a website, the beginning of the URL will change from HTTP to HTTPS
(with the ‘S’ standing for secure) and a padlock will be displayed to the left of the address. This indicates that the page is using
an SSL certificate to encrypt all communications between you and the website. However, not every type of certificate should be
trusted to the same degree. Uniquely amongst browsers, Comodo IceDragon distinguishes between all three types of SSL
certificate and clearly indicates which type is being used by the website.

There are three main types of certificate — Domain Validated (DV), Organization Validated (OV) and Extended Validation (EV).

Domain Validated (DV) - These certificates are the lowest cost means of securing a website but do not provide authentication
or validation of the business behind the website. Unlike EV and OV certificates, DV certs provide are validated and provisioned
automatically via an online interface using a system of 'challenge-response' emails. If the site you are on is using a DV certificate
then IceDragon will place a yellow alert symbol over the padlock. This is to inform you that the organization behind the website
has not been authenticated so you may want to proceed with caution:
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Comodo IceDragon uniquely warns the user if a https connection is only secured using a DV certificate and asks them whether
they wish to continue. However, users can check manually by inspecting the certificate details:

| C‘."[E-*-.-.::s domainvalidated.comy

You are connected to

|2) Most ‘u"isit4 El

I W domainvalidated.com |
J which is run by

(unknown)

Verified by: COMODO CA Limited
i L Only the domain name has been verified!

| ‘_% Your connection to this website is encrypted to
prevent eavesdropping.

More Information...

Organization Validation (OV) — These certificates include full business and company validation from a certificate authority
using currently established and accepted manual vetting processes. Because of this requirement, these certificates provide
significantly higher levels of trust and security than DV SSL certificates but are not validated to the stringent standards set by the
CAJB forum and do not possess the ability to turn the address bar green in the latest browsers. If the site you on is using an OV
certificate then IceDragon will display the prey padlock. This is to inform you that the business behind the website has been
validated and it is safe to proceed with any transaction:

| H= Nl

COoMODO

il Organizationvalidated.com

« > |ﬁ https://organizationvalidated.com a8l - | |!v Yahoo ol v| 5 ‘ﬂ'g L ﬂ

Comodo IceDragon uniquely wams the user if a https connection is only secured using a OV certificate and asks them whether
they wish to continue. However, users can check manually by inspecting the certificate details:
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| > e | https organizationvalidated.com

@] Most Visite You are connected to

organizationvalidated.com

which is run by

Organizationvalidated.com

Verified by: COMODO CA Limited

) Your connection to this website is encrypted to
prevent eavesdropping.

More Information...

One of Comodo IceDragon’s additional secure features is it’'s ability to warn users whenever an 'Extended Validation' (EV) SSL
certificate is being used by a website for a https connection.

Extended Validation (EV) - EV certificates are validated to the rigorous guidelines set by the CA/B Forum — an independent
standards body that requires in-depth verification of the legality and probity of a company before it is issued with a certificate.
Because of this, EV certificates provide the highest levels of security and trust to end-users. To indicate this higher level of trust,
Comodo IceDragon turns the entire address bar green if you are on a site which is using an Extended Validation certificate:

-
a 55L Certificate | Buy Cheap S5L Certificates from leading authority - Comodo IceDragon

c | i@ Comodo CA Ltd(GB) | https://www.instar o - | |.' - Yahoo

Trust between the person using the browser the website they are connected to is only possible when two stages of validation
are completed.

1. Verification that the certificate applicant owns the domain name of the website.
2. Verification that the certificate applicant is a legitimate and legally accountable business.

Step 2) is carried out by a Certificate Authority (CA) such as Comodo or Verisign. A CA employs human operatives to carry out
strict vetting of the applicant’s business and legal standing. Only once this layer of company validation has been completed can
a website be truly ‘trusted’.

Comodo IceDragon uniquely wams the user if a https connection is secured using a EV certificate. However, users can check
manually by inspecting the certificate details:
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SSL Certificate | Secure Server S5L fro... B c 551 Certificate | Buy Cheap 55L Certi..

«|> e 'a EII‘M https: instantssl.com
@] Most"u"mt{ a =
j which is run by

l Comodo CA Ltd '

You are connected to |

instantssl.com

"Salford
Greater Manchester, GB

Verified by: COMODO CA Limited

Your connection to this website is encrypted to
prevent eavesdropping.

e

More Information...

Users can enable or disable this feature by clicking Options > Options > Advanced > Encryption tab. Click here for more details.

8.12.  Website Security Indicators

Comodo IceDragon provides a newer browsers that have security features designed to help you determine if a website you are
browsing is a valid and a trusted site. Comodo IceDragon address bar indicates that the connection to a site is encrypted by
changing the background color of the location bar and displaying a padlock icon.

Icons on the address bar:

+  The Globe icon & appears when you visit a site that does not have an SSL certificate. This icon is also shown when
the connection is only partially encrypted. For example, the page is showing a mixture of secure content and insecure
content (like images) on the page.

«  The Lock icon i appears when Comodo IceDragon establishes a secure connection with a website that uses an
Extended Validation SSL (EV SSL) certificate. The organization's name also appears next to the icon in green text.

«  The Lock icon i appears when Comodo IceDragon establishes a secure connection with a website that uses an
Organization Validation SSL (OV SSL) certificate.

«  The Lock icon & appears when Comodo IceDragon establishes a secure connection with a website that uses a
Domain Validation SSL (DV SSL) certificate.

Icons in the identity box:

. - This icon appears when you visit a page that does not have an SSL certificate, so the site doesn't provide
any identity information. This icon can also appear when the connection is partially encrypted.

- This icon appears when the site is secured with an OV or DV certificate. The Encryption ,_15 icon also
appears in the identity box.
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. - This icon appears when the site is secured with an EV certificate. The Encryption icon .ji also appears
in the identity box.

8.13.  Managing SSL Certificates and HTTPS Security

Website SSL certificates create a secure connection between Comodo IceDragon and a web-server in order to encrypt
personal and sensitive information that you are submitting to that website. For example, when you make a purchase
online, the order form will be secured with a website SSL certificate. You can tell when you are on an encrypted
connection because the website address will begin with https:/ rather than http:// (with the 's' standing for secure).
Other indicators include a padlock in the address bar and, in the case of Extended Validation certificates, the address
bar itself will change colour to green. Website SSL certificates also contain authentication information about the
website owners, including the company name and physical address. This allows you to verify that the website you are
connected to is owned and operated by a legitimate company. For more details on website SSL certificates, please
visit http:/lwww.instantssl.com

»  Personal certificates, client certificates and email certificates are used by individuals to encrypt information and
authenticate themselves. For example, you may use a client certificate to digitally sign a Word document or to sign
and encrypt an email message. Some websites may request your personal certificate in order to authenticate your
identity before they will allow you to login to their secure services. For more details on client certificates and to enroll
for one, please visit http://www.comodo.com/e-commerce/email-certificates/email-privacy.php

You can view and manage personal and websitecertificates through Comodo IceDragon Certificate Manager.
To manage certificates

+  Click the IceDragon button at the top left of the browser:

¢« Click 'Options' > 'Options'

+  Click 'Advanced' tab from Options dialog

«  Click 'Certificates' tab from Advanced Settings interface

_—
“ @ & © caa

General Tabs Content  Applications Privacy Secunty  Advanced

General ~ Network Update  Certificates

When a server requests my personal certificate:

) Select one autornatically @ | Ask me every time

View Certificates Validation Security Devioes

The Certificates configuration settings enables you to:
«  View and manage the certificates
«  Manage Certificate Revocation Lists (CRLs)
+  Manage Online Certificate Status Protocol (OCSP) to validate certificates in your browser
+  Configure security modules that store certificates and passwords
Viewing and Managing Certificates
Click 'View Certificates' under Certificates in Options > Advanced> Encryption interface

The Certificates Manager window will be opened. The Certificates Manager has the following tabs:
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*  Your Certificates
¢ People
*  Servers
e Authorities
*  Others
Your Certificates

The "Your Certificates' area displays a list of your personal/client/secure-email certificates.

= Certificate Manager

Your Certificates | People | Servers | Authorities | Others |
You have certificates From these organizations that identify ywou;
Certificate Mame Security Device Serial Mumber Expires Cn iz}
[=] COMODD CA Limited
John Seith Satware Security Device oL Lt o T SN g e i
Yiew... | | Backup... | | Backup all... | | Import... | | Delete...
L a,

The dialog enables you to:
* Import your certificate from your local storage to your browser
*  View the certificate details
«  Backup your certificate(s)
¢ Delete expired or revoked certificates
Importing your certificate

You might have stored your personal authentication, client or secure-email certificate downloaded from a Certification Authority
(CA) or the one provided by your Network Administrator in your computer. You can import and install the certificate into your
browser through the Certificate Manager.

To import your certificate
e Click 'Import' from the Certificate Manager > Your Certificates interface
«  Browse to the location where you stored your certificate and click '‘Open’

You will be prompted for entering the password you entered while storing the certificate in your computer.

= phassword Entry Dialog

Please enter the password that was used to encrypt this certificate backup,

Password: | sssses |

| 0K | | Cancel

»  Enter the password that was used while storing the certificate and click OK

Your certificate will be imported to the certificate store of the browser.
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b successfully restored your securiby certificatels) and private key(s),

Viewing the Details of the Certificate

To view the certificate, select the certificate and click 'View...". The general information and detailed information on the certificate
will be displayed under respective tabs in 'Certificate Viewer' dialog.

General  Detals Gerersl  Detals
This certificate has been verfied for the following uses: Certificate Hierarchy
551 Chent CertFicate = AddTrust External CA Root
Ermenl S Certhicabe = UTH-LISERFirst-Clierk Authentication and Ermsl
= COMODD Chent Autherticstion and Secure Email CA
Email Recipiant Certficabe
Jobn Semith
1“’"‘“’ L"‘ B b Certificate Fickds
CETmon Name = ~|
arganization (00 Commodo Group Inc, IobrisnithiEsssampls. com
Organizational Unk (OU)  <Mok Part OF Cartificate = Certificate
Serial Number 6038 1 CI63: 99F6 B4 03 641 93:9CCA263! 1B:ERCL Wersion
Issued By Serial Humber
Coemmion Mama (CN) COMOD Clisnt Authentication and Seours Emal Ch Certificate Sigrature Akgorthm
Organization () COMOD A Limibed g
Organizational Link (OU)  <Nok Part OF Castificate > g
S = Waldity
Validity
Tssued On 10fz1f2011 hek Before ~|
Expiras On 10fzL /2014 Firehd Wabue
Fingerprints
SHA1 Fingerprink B6:85 840806558040 732080 30:A1:BT:04: 5728 C4 48139
LS Fingarprint &4:80:EF P AB:60: TE:FE: L6107 7 C-0TW EB:09:55: 04 Ewport...
Close Chise

Storing a Backup of a certificate

You can store a backup of your certificate(s) for safe-keeping. The backup enables you to re-install them if you have to uninstall
and re-install the browser.

To backup a certificate
e Select the certificate and click '‘Backup...'
»  Navigate to a safe location in your local computer or your network and enter a file name
e Click Save

You will be prompted to enter a password for the backup. Your certificate will be stored in the backup in an encrypted form with
this password. In order to restore your certificate, you need to enter this password.

The certificate backup password ywou set here protects the backup File that wou are about bo create, You most set this password ko proceed with the backup.

Certificate backup password: | O |

Certificate backup password (again): | ssssssssssnsns |

Important: IF yvou Forget your certificate backup password, wou will nok be able ko restare this backup later, Please record it in a safe location,

Password quality meter

(ENNNNNARRRANRRRREN ]

0K | | Cancel

*  Type a password and re-enter it for confirmation in respective fields. Choose the password as a mixture of
alphanumeric characters, upper and lower case letters and special characters. The password meter displayes the
strength of the password you have chosen.
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et =

=" Alert 3¢

f I Successfully backed up vour security certificatels) and private keyis),

« Click'OK'

»  To backup all you certificates at once, click 'Backup All..." and follow the same procedure.
Deleting a certificate

¢ Select the certificate to be deleted and click 'Delete’.

Lo

Felete your Certmcates

Are you sure wou wank to delete these certificates?

Johbin Smikh

If wou delete one of wour own certificates, wou can no longer use it to identify
wourself,

oK | | Cancel

e Click OK in the confirmation dialog.

Note: If you delete your currently active certificate, you will not be able to use it for identifying yourself to the websites that
require it.

People

The 'People’ tab displays a list of client certificates of the other people that have communicated with you over the secure
channel, from the websites. These certificates are necessary for future communication with them through the encrypted channel,
as only these certificates will be used to decrypt the messages sent by them.

= Certificate Manager

Vour Certificates People | Servers | Authorities | Others|
You have certificates on File that identify these people:
Certificate Mame Expires Cn E-Mail Address iz

COMODC CA Limited

[= The USERTRUST Metwark,
Bob Smith 11/15/2013 bobsmith@example. com
Alice Word a/25/2013 aword@somemail, com
Joe Carpenter 10fgjz013 jcarpenteri@damain. com
Jack Wilson 3f1afzo14 jackwilsoni@example, com

Import...
i

The dialog enables you to:
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* Import other person's certificate from your local storage to your browser
*  View the certificate details
«  Configure trust settings
»  Export a certificate
«  Delete expired or revoked certificates
Importing other person's certificate to your browser

In addition to other people's certificate's certificates automatically stored in your browser, you can manually import some
people's certificates with whom you may communicate through encrypted channel. For example, you can export your contact's
certificate to your local storage and import into IceDragon browser.

The procedure is same as importing your own certificate. Please refer to Importing your certificate in the previous section.
Viewing the Certificate

To view the certificate, select the certificate and click 'View...". The general information and detailed information on the certificate
will be displayed under respective tabs in 'Certificate Viewer' dialog similar to that of your certificate. Please refer to Viewing the
Details of the Certificate in the previous section.

Configuring Trust Settings
You can configure the level up to which the other person's certificate and its issuer can be trusted.
To configure trust settings

«  Select the certificate and click 'Edit Trust'

The 'Edit email certificate trust settings' dialog will be opened

=i email centificate triret cettings

The certificate "Alexandm Andrel” was ssued by:
CN=UTN-USERFirst-Client Authentication and Email, OU=http: /fwaw. usertrust.com, 0=The USERTRUST Metwork,L=5alk Lake City, ST=UT,C=U15

Because you brust the certificate authoriby that issued this certificate, you trust the authenticity of this certificabe unless otherwise indicated here.

Edit certificate krust setbings:
(®): Trust the a.lt_l_‘nawti_._city of this certificate.
{7 Do not trust the authenticty of this certificats.
Edit C& Trust
oK || Cancel

»  If you want the browser always trust the authenticity of the certificate, select Trust the authenticity of this certificate'

» If you do not want the browser to trust the authenticity of the certificate select 'Do not trust the authenticity of this
certificate '

«  To configure Trust Settings on the CA that has issued this certificate, click 'Edit CA Trust'

=T Edit A certificate trust setting s

The certificate "AddTrust Exkernal CA FRoot" represents a Certificate Authority,

Edit trust setkings:

This certificate can identify websites,

This certificate can identify mail users,

This certificate can identify software makers,

oK | | Cancel

Select the entities that can be authenticated by this CA and click OK
Click OK in the 'Edit email certificate trust settings' dialog.
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Exporting Other People's Certificates

You can export other people's certificate from IceDragon to a safe place, for safe keeping and for importing from other browsers
or email clients.

To export a certificate
»  Select the certificate
»  Click 'Export' and navigate to a safe location in your computer or your network.
*  Click 'Save'

Deleting a Certificate

e Select the certificate to be deleted and click 'Delete’.

==1"Delete E-Mail Certificates

Are wou sure you wank ko delete these people'’s e-mail certificates?

Alice Word

If ywou delete a person's e-mail certificate, wou wil no longer be able to send
encrypted e-mail ko that persan,

0K | | Cancel

e Click OK in the confirmation dialog.
Server Certificates
The Server Certificates tab displays a list of certificates that are pre-embedded in IceDragon or have been imported by the user.

Your Certificates [ Pecple | Servers | Authorities | Others

You have centificates on file that identify these servers:
Centificate Name Server Lifetime Expires On i3
4 DigiNotar -
DigiMotar Cyber CA * Permanent 04.10.2011
DigiMNotar Cyber CA * Permanent 2009.2013
DigiMNotar Root CA * Permanent 31.03.2025
DigiNotar Senvices 1024 CA " Permanent 26,08.2013
4DigiNotar B.Y. |
DigiMotar PEloverheid CA Organisati... " Permanent 23032020 1
DigiNotar PEloverheid CA Overheid e... * Permanent 27072015
aEntrust.net
Digisign Server I - (Enrich) * Permanent 16.07.2015
aEquifax Secure Inc.
MD5 Collisions Inc. (http://www.phr... * Permanent 02.09.2004
4GTE Corporation
Digisign Server ID (Enrich) " Permanent 1707 2012
4 The USERTRUST Metwork
addons.moalla.org " Permanent 15032014
global trustee * Permanent 15.03.2014 .

Lo )

This interface allows you to:

«  View the certificate details — The procedure is similar to viewing your own certificates. Please refer to Viewing the
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Details of the Certificate for more details

»  Configure Trust Settings — The Procedure is similar to editing trust settings of other people's certificates. Please
refer to 'Configure trust settings' for more details.

* Import Certificates from local storage — You can import server certificates stored locally in your system or in your
network into the browser. The procedure is similar to importing your own certificates. Please refer to 'Importing your
certificate ' for more details.

»  Export Server Certificates — You can export and save server certificate in a safe location for future use, example, for
importing to other browsers or email clients. The procedure is similar to exporting other people's certificates. Please
refer to 'Exporting other people's certificates' for more details.

» Delete certificates — Enables you to delete expired and unwanted certificates. The procedure is similar to deleting
other people's certificates. Please refer to 'Deleting other people's certificates' for more details.

*  Add Exceptions — Some of the websites may use a certificate that has not been issued by a trusted CA. If you visit
those websites, Comodo Ice Dragon will display a warning:

File  Edit  Mew  History  Bookmarks  Tools  Help

/I, Untrusted Connection

L ] |¢, Fiktps ) v, somedarnain, comy o - O| !ﬂ v i

You have asked IceDragon ta connect securely to wew.somedomain.com_but we can't confirm
that wour connection is secure,

w This Connection is Untrusted

Marmally, when you try b0 connect securely, sites will present trusked identification bo prove that waou
are going ko the right place, Howewver, this site's identity can't be werified,

what should I Do?

IF vou usually connect bo this sike without problems, this error could mean that someone is brwing to
impersonate the site, and vou shouldn't continue,

[ Get me out of herel ]

[ Technical Details ]

[ | Understand the Risks ]

* Ifyou trust the site, you can click 'l Understand the risks' and proceed with adding this site as a exception.
The 'Add Exceptions' interface allows you to add such trusted websites in advance, to be exempted from the security check.
*  Click 'Add Exceptions' in the Servers tab of Certificate Manager window to add a website manually
«  Type the url of the site to be exempted from the security check and click 'Get Certificate'.
The browser fetches the certificate, checks for its legitimacy and displays its status.
» Ifyou trust the site, click 'Confirm Security Exception'.

The website will be added to the exceptions and transactions through it will be allowed by the website even if the certificate is
not trusted.

Authorities
The 'Authorities' tab displays the root certificates of trusted CAs that are pre-embedded in Comodo IceDragon.
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You have certificates on file that identify these certificate authorities:

Certificate Mame

a(c) 2005 TURKTRUST Bilgi lletisim ve Biligim Givenligi Hizmetleri A5,
TURKTRUST Elektronik Sertifika Hizmet Saglayicis

aA-Trust Ges. f. Sicherhertssystemne im elektr. Datenverkehr GmbH
A-Trust-nQual-03

aAC Camerfirma 5.A.
Chambers of Commerce Root - 2008
Global Chambersign Root - 2008

apC Camerfirma 54 CIF ABIT43287
Chambers of Commerce Root
Global Chambersign Root

4 Actalis 5.p.A./03358520967

Actalis Authentication Root CA Builtin Object Token
4 pddTrust AB
AddTrust Public CA Root Builtin Object Token
AddTrust Qualfied CA Root Builtin Object Token
AddTrust Class 1 CA Root Builtin Object Token
AddTrust Bternal CA Root Builtin Object Token .

security Device

Builtin Object Token

Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token
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This interface allows you to:

*  View the certificate details — The procedure is similar to viewing your own certificates. Please refer to Viewing the
Details of the Certificate for more details

»  Configure Trust Settings — The Procedure is similar to editing trust settings of other people's certificates. Please
refer to 'Configure Trust Settings' for more details.

* Import Certificates from local storage — You can import server certificates stored locally in your system or in your
network into the browser. The procedure is similar to importing your own certificates. Please refer to 'Importing your
certificate' for more details.

»  Export Server Certificates — You can export and save server certificate in a safe location for future use, example, for
importing to other browsers or email clients. The procedure is similar to exporting other people's certificates. Please
refer to 'Exporting other people's certificates' for more details.

»  Delete or Distrust certificates — Enables you to delete expired and unwanted certificates. The procedure is similar to
deleting other people's certificates. Please refer to 'Deleting other people's certificates' for more details.

Others

The Others tab displays the certificates that do not fall under any of the other categories. You can View, Export and Delete
certificates from this interface.
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You have certificates on file that do not fit in any of the other categories:

Certificate Name Security Device B

Managing Online Certificate Status Protocol (OCSP) to Validate Website Certificates

The Online Certificate Status Protocol (OCSP) is used for validating a SSL certificate using the response from the respective CA
Server. This enables the browser to check whether the certificate produced by a site you visit is valid or revoked, using the most
up-to-date status information from the CA itself and to decide on the trust of the website.

You can configure Comodo IceDragon to use OCSP servers every time, to check the validity of the certificates that identify the
secure websites you visit.

To configure OCSP settings

»  Click the IceDragon button at the top left of the browser:
e Click 'Options' > 'Options'

e Click 'Advanced' tab from Options dialog

e Click 'Certificates' tab from Advanced Settings interface
e Click 'Validation'

The Certificate Validation dialog will be opened.

‘-— o ' I=Ir R L j—
" Certificate Validation

Use the Online Certificate Status Protocol (OCSP) to confirm the current validity of certificates

[] When an OCSP server connection fails, treat the certificate as invalid

[Cox ] [ concea |

»  Select 'Use Online Certificate Status Protocol (OCSP) to confirm the current validity of certificates' to enable OSCP
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e Select 'When an OCSP server connection fails, treat the certificate as invalid' to instruct the browser to treat a
certificate as invalid, if it could not connect to the specified OCSP server

e Click'OK"in the Certificate Validation dialog

Configuring Security Modules that store Certificates and Passwords

Comodo IceDragon contains built-in security modules to store your passwords and certificates securely. In addition for enhanced
security, you can use external security devices like smart cards to store your certificates and passwords, and configure
IceDragon to fetch your certificates and passwords from them.

Security Modules

A Security Module or a PKCS#11 module is a program to manage encryption and decryption using the PKCS #11 standard. A
PKCS #11 module can control a software security devices as well as hardware security devices like a smart card or token, in a
reader inserted into a slot dedicated for the module

By default, Comodo IceDragon has two internal PKCS#11 security modules

e NSS Internal PKCS #11 Module that controls two types of security devices:

»  Generic Crypto Services - A special software security device for all cryptographic operations required by the
Netscape Internal PKCS #11 Module.

»  Software Security Device - A software security device for storing your certificates and passwords that cannot
be stored on external security devices, including any CA certificates that you have installed in addition to default
CA certificates that came with the browser.

*  Built-in Roots Module controls a special security device called the Built-in Object Token.

«  Built-in Object Token - A token that stores the default CA certificates that came with the browser.

Managing Security Modules

*  Click the IceDragon button at the top left of the browser:
*  Click 'Options' > 'Options'

e Click 'Advanced' tab from Options dialog

e Click 'Certificates' tab from Advanced Settings interface
*  Click 'Security Devices'

The Device Manager dialog will be opened
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Security Modules and Devices Details Value
|d MSS Internal PKCS #11 Module

Generic Crypto Services

Software Security Device

4Builtin Roots Module [ Load ]
Builtin Object Token

[ Enable FIPS ]

This dialog enables you to
*  View the details of existing security modules
* Log-in to a security device for using cryptographic services
»  Change master passwords for the security devices
*  Add security devices
e Enable FIPS Mode
To view the details of a security module or device
«  Click on the module or the device

*  The details of the module or the device is displayed in the middle pane
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Security Modules and Devices Details Value
4 N55 Internal PKCS #11 Module Module Builtin Roots Module
Generic Crypto Services Path C:\Program Files (x..
Software Security Device
4 Builtin Roots Module [ Load I
Builtin Object Token [ Untoad I
[ Enable FIPS l

To login to a security device

»  Select the security device and click 'Log In'

»  Enter the Master Password for the security device and click 'OK'

word Bequmretd

9_. Please enter the masker passward For the Software Security Device,
=

| (1] 4 | | Cancel

Note: You need to enter the Master Password for the browser to fetch the certificates and passwords. If you haven't set a
Master Password please see the instructions on 'To set or change Password'.
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You will be logged-in to the security device so that the browser can access the certificates and the passwords stored by the
security device.

*  Tologout of the security device, click 'Log Out'

To set or change master password

»  Select the security device and click 'Change Password'

- —
= hange Master Fassword

Security Device:  Software Security Device

Current password: | - |

Mews password: |......." |

Mew password (again): | JE— |

Password quality meter

(AN NNNRRRRRRNAE )

oK | | Cancel |

»  Enter your current password in the 'Current password' field. If you are setting the Master Password for the fist time,
leave this field blank

»  Enter your new password, re-enter it for confirmation in the respective fields and click 'OK'.

g I\ Master Passwiord successfully changed,
-

Adding a new security device

If you want to use an external security device like a smart card, you need to first install the module software following the
instructions that came with the security device. You may have to physically connect the device to the port specified in the
instructions during installation. After installation:

e Click the IceDragon button at the top left of the browser:
e Click 'Options' > 'Options'

»  Click 'Advanced' tab from Options dialog

e Click 'Certificates' tab from Advanced Settings interface
e Click 'Security Devices'

e Click 'Load" in the 'Device Manager' interface
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Enter the infarmation For the madule you wank bo add,

Module filename: | || Browse... |

Module Marme; | Wew PECS#11 Module

| (1] 4 | | Cancel |

»  Enter a name for the new device in order fo the browser to identify it in the 'Module Name' field.

»  Enter the path of the module file you installed with the device in the 'Module filename' field. Alternatively Click 'Browse
and navigate to the location in your hard drive where you have installed the module and click 'Open’

e Click OK

Your new module will be loaded> you can set a password and login to the device for the browser to access the certificates and
passwords stored by the new device.

¢ Toremove a module, select the module and click '‘Unload'

Enabling FIPS Mode

Federal Information Processing Standards Publications (FIPS PUBS) 140-1 is a US government standard for implementations of
cryptographic modules - hardware or software that encrypts and decrypts data or performs other cryptographic operations (such
as creating or verifying digital signatures).

All the encryption and decryption processes of Comodo IceDragon can be configured to adhere to FIPS PUBS 140-1 through
the Device Manager interface.

e Click the IceDragon button at the top left of the browser:
»  Click 'Options' > 'Options'

*  Click 'Advanced' tab from Options dialog

e Click 'Certificates' tab from Advanced Settings interface
e Click 'Security Devices'

*  Click 'Enable FIPS'

8.14.  Force Secure Connections

The 'Force Secure Connections' feature allows a user to specify that all future connections to a particular website are made with
a secure HTTPS connection. You also have the option to enforce HTTPS connectivity with any sub-domains.

When you visit a site using a HTTPS connection, Comodo IceDragon will display a padlock icon on the right hand side of the
address bar:

| B e W e

coMoDo
.
= |5 0 |'¢:"A- https://www.comodo.com '(_" o p!' | |.'* Yahoo }:"‘ @ v i a
j—
Most Visited Mational Gecgraphic... | | From Internet Explorer

By default, the padlock is gray, meaning secure connections are not yet enforced. No additional actions will be performed if the
page is loaded again.

Click the padlock icon to enforce secure connections:
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| N o=l o]

COMODO

(C Free Antivirus | Free SSL | Secure Serv...

= 2 13 | @ https://www.comodo.com - m e O~ Yohoo P v i G

Secure connections enforced

Mast Visited Mational Gecgraphic... | | FromIr  comodo.com

L3

Connections to all pages on this host will be —

COMODO e
. . Force HTTPS on all subdomains
Creating Trust Online® M | Mewsroor
’ Don't Force HTTPS

e The address bar padlock will turn green, meaning secure connections are enforced for this session and all future visits
»  Allinformation exchanged between you and this website will be encrypted using the strongest available algorithms
*  Check 'Force HTTPS on all subdomains' box if you want secure connections throughout the domain

»  If you wish to disable forced secure connections, click 'Don't force HTTPS'.

Example usage

This feature is particularly useful for websites that do not, by default, use secure connections on their login pages. For example,
the Linkedin home page does not ordinarily have HTTPS connections on its log-in page. Note the address is plain HTTP instead
of HTTPS - the 'S’ stands for secure:
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E World's Largest Professional Network |...

3 O -..Iinkedin.cu-m 3 oa- @~ Yahoo o -~ & O

Most Visited Mational Geographic... | i From Internet Explorer

Linked in

Over 225 million professionals use Linkedin to Join Linkedin Today

exchange information, ideas and Oppﬂl'tL.II'IIUES First Name:
g% & Stay informed about y dustry . =
Sx% E  Stay informed about your contacts and industry Last Hame:
7% Find the people & knowledge you need to achieve your goals Email:
B Cantra : A Password:
P Contral your professional identity anline
B o mare ¢
Already on
Search for someone by name: First Hame Last Name Go

Linkedin member dreciory- abcdefghijkimnopgrstuwvwxyz more

Firnwgs mambars b ~orbe

4 m

Although your credentials may indeed be sent over a secure connection once you click the 'Log in' button, the absence of a
certificate on this page means you cannot verify the authenticity of the website.
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World's Largest Professional Network |...

€« 2 l http://linkedin.com/’

| W=l

COoMOD0

World's Largest Professional Network |...

- 9 s} |_ﬁ httpz/ v linkedin.com o a'- | |!v Yahoo }:"| Q wo G

Most Visited | m You are connected to |

VA4

linkedin.com

which is run by
LinkedIn Corporation

Verified by: Thawte, Inc.

Over 225 m .:%; Your connection to this website is encrypted to
excha nge il prevent eavesdropping.

More Information...

Sxv s Stay . i
With a HTTPS connection, you can click the lock on the left of the address bar to view the website's SSL certificate. Apart from
encrypting your information, the certificate also contains critical website identity information which allows you to verify that you
are connected to the genuine Linkedin website.

To force secure connections on the Linkedin log-in page:
+You first have to physically change www.linkedin.com to https://www.linkedin.com

Do this by placing your mouse cursor in the IceDragon address bar and typing 'https://' before www.linkedin.com so
the full URL says https://www.linkedin.com

+ Press enter. The page will re-load with a secure connection and thus make available the 'Force Secure Connections'
padlock on the right:

[ W = W]

COoMOoDo

World's Largest Professional Metwork |...

€« (8] |ﬂ https:/www. linkedin.com L (m!v ||!v Yahoo }:"| Q w1 a
o

Maost Visited Mational Geographic.. | | From Internet Explorer

+  Click the padlock to enforce secure connections. All future visits to the Linkedin log-in page will be automatically
conducted over a secure, encrypted connection:
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World's Largest Professional Network |...

- - (2 |ﬂ https:/fwww.linkedin.com < om et ‘ ‘.'v Yahoo p‘ wo i U

Secure connections enforced

Most Visited Mational Geographic... | | From Jinkedin.com

- H Connections to all pages on this host will be —
LlnkEd L over HTTPS

Force HTTPS on all subdormains

»

[ Don't Force HTTPS
Over 225 million professionals use Lywmreorrre

exchange information, ideas and opportunities

m

kv Stay informed about your contacts and industry

TJ-,'T_ Find the people & knowledge you need to achieve your goals

.*i Control your professional identity online

Search for someone by name: First Name Last MNa

Linkedin member directory: abcdefghijkimnopgretuvwx
Arnwees memhera v conmtne
Fl 1 | 3

-

9. Downloads

This section of the guide explains how to download a file from the Internet, change the download location in your computer, clear
download history and see download history. Click the following links to know more.

* Downloading a file
*  Changing download location
*  Viewing download history

*  Clearing download history

9.1.Downloading a File

When you start downloading a file from the Internet, Comodo IceDragon displays the progress of the download in the
Downloads. It also scan for viruses to prevent automatic download of malicious software into your computer. The Downloads
window displays information about each download, such as the file name, file size, time remaining before the download is
complete, where the file was downloaded from, and the time or date of the download.
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cnet2_Age(Calculator_zip.exe
bl | _— e
W - -

Scanning for viruses..,

£

On completion of download process the 'Download Complete' dialog appears.

. Downloads Complete

4 All files have finished downloading.

To search appffile from the list of downloads, type the name in the download search box.
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g3 Setup_MagicISO.exe 3:40 PM

Clear List | x |

From here you can:

+  Pause: Pauses any downloads currently in progress by clicking the ' 11 button beside the file entry. When you want
to continue downloading those files, simply use the | p | button to finish those downloads.

*  Cancel: To cancel the download click the * ' button beside that file entry to cancel it.
*  Open the file: Double-clicks on the entry to open the file.
*  Open the file's folder: Right-clicks on an entry for a file that, select Open Containing Folder.

*  Remove the file's entry: If you do not wish to keep a record of a particular download, right-click the file entry, select
Remove From List. This will not delete the file itself.

*  Retry a Download: If for any reason a download does not complete, use the Retry button next to the file entry and
IceDragon will restart the download.

*  To clear the whole list click the Clear List button at the bottom of the window. This will not delete the downloaded files.
Further reading related to the topic of this page:

*  Changing Download Location

*  Clearing Download History

*  Viewing Download History

9.2.Changing Download Location

By default, Comodo IceDragon saves all downloaded files in \Documents and Settings\<username>\My Documents\Downloads.
You can change this location or change settings so that you are asked for the location every time you start the download.

To change the download location
e Click the IceDragon button at the top left of the browser:
»  Click the Options menu > Options > General.
*  On the Downloads section check the box:
Downloads
& Savefilesto jg Downloads Browse...

Always ask me where to save files

»  Save files to - IceDragon automatically saves all downloads to the specified folder. If you want to download the
application in a location other than the default location, click ‘Browse' to choose a different location.
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e Always ask me where to save file - IceDragon asks you to select a folder for every download you wish to save.
»  Click 'Ok" when you have finished.

Further reading related to the topic of this page:
¢ Downloading a File
*  Clearing Download History

*  Viewing Download History

9.3.Viewing Download History

You can view the list of downloaded files in the Downloads page. The files are listed in chronological order.
To view your download history
»  Click the IceDragon button at the top left of the browser:

e Select 'Downloads' from the menu.

e Alternatively, click the ‘ button.

Downloads

e The Library page will be displayed.

[ Organize~  Clear Downloads I Search Downloads /GI
i @ History
O Downloads @ iTunesbd Setup.exe _
-
# Tags 92,7 MB — apple.com — 19:28

> | All Bookmarks

@ FacebookMessengerSetup_v1.2.205.0(1).exe _
-
489 KB — akamaihd.net — 16:19
PrivDog5etup.exe
] =
4.6 MB — cnet.com — 4eTEEp

¢ Click on the file name to run it.

»  Click 'Remove From History' to remove a specific download.

e Click 'Open Containing Folder' to see the location of the file in your computer. Please note that this will not work if
the file has been moved. Click 'Go to Download Page' opens the web page.

*  Click 'Copy Download Link' copies the URLs of the selected links.
e (Click 'Clear Downloads' to remove all the downloads int he list.
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e Enter the name of the download in the search box to search it.

e (Click the 'X' besides the search box to show the full list of downloads.

*  Use the shortcut keys 'CTRL+J to open the downloads page.

Further reading related to the topic of this page:

¢ Downloading a File
e Changing Download Location

*  Clearing Download History

9.4.Clearing Download History

Comodo IceDragon selectively or entirely removes downloads from the download list if you share your computer with others, or
you may not ever want to keep a record of these files in the browser.

Click the following links for more help:

*  To remove specific items

*  To clear a history automatically

*  Toclear a download history manually

* Toremove a single website

To remove specific items from download history

e Click the IceDragon button at the top left of the browser:

. Select the 'Downloads' from the menu.

b

. Altematively, click the P2Wnloads y0n in the lower part of the interface.

e The Library window will be displayed.

=

4,6 MB — cnet.com — 4eTeep

Library
[ Organize~  Clear Downloads | Search Downloads PI
B History
© Downloads @ iTunestd Setup.exe _
|
# Tags 92,7 MB — apple.com — 19:25
> M ANl Bookmarks
@ FacebookMessengerSetup v1.2.205.0(1).exe _
-
459 KB — akamaihd.net — 16:19
PrivDogSetup.exe
LE =
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e Click the 'Remove From History' to remove the item.

To clear a history automatically

e Click the IceDragon button at the top left of the browser:

e Select the Options > 'Options' from the menu.
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* Inthe History section under the Privacy panel select the 'lceDragon will' drop-down.

History

leeDragon will: | Remember history -

Remember history
Mever remember history

Use custom settings for history

*  Remember history - Keeps a list of the pages you have visited, constantly uses the text you have entered into the
search bar or into form fields, accepts cookies from sites until they expire.

*  Never remember history - Keeps no record of your browsing history, will not list the downloaded files, will not
remember text you enter into form fields or the search bar, deletes cookies when you close IceDragon.

History

IceDragon will: |Usecu5t|:|m settings for history -

[C] Always use private browsing mode
Remember my browsing and download history
Remember search and form history

Accept cookies from sites

Accept third-party cookies

Keep until: |thE}f Expire - | Show Cookies... |

[ Clear history when IceDragon closes

e Use custom settings for history:

e Always use private browsing mode - CID will not remember any new history the next time it starts.

*  Remember my browsing history and download history - CID keeps a list of the pages you have visited and a
list of files you gave downloaded.

*  Remember search and form history - The text you enter into form fields or the search bar will be remembered.
For more information, see Form Autofill topic.

*  Accept cookies from sites - CID will accept cookies from sites. Click 'Exceptions' to manages Allow /Allow for
Session or Block cookies. For more information, see Managing cookies topic.

*  Accept third-party cookies - CID accepts cookies
¢ Keep until:
»  they expire- Allows the sites you visit to specify how long IceDragon should keep their cookies.
* Iclose IceDragon - Removes cookies when you close CID.
» ask me every time - Will ask you how long to keep a cookie each time a site tries to set one.
e Clear history when IceDragon closes - Saves items that will be deleted when you close IceDragon.
*  Exceptions - Displays the Exceptions window.
*  Show cookies - Displays the Cookies window.

*  Select 'Use custom settings to history'.

»  Check the box 'Clear history when IceDragon closes' and click the 'Settings' button next to it to manage
what items are deleted.

e The 'Settings for Clearing History' dialog will be displayed.
*  Select the items that have to be automatically cleared each time you quit.
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When I quit IceDragon, it should automatically clear all:
History
Erowsing & Download History Cookies
Active Logins Cache
Form & Search History

Data

[7] Saved Passwords [T Offline Website Data
[7] Site Preferences

[ OK ] I Cancel

«  Click 'OK".
To clear a download history manually

e Click the IceDragon button at the top left of the browser: E Ig=Diragon

e Select Options > 'Options' from the menu.

e Click the 'Clear your recant history' link from the History section under the Privacy tab.

History

leeDragon will: | Remember history -

IceDragon will remember your browsing, download, form and search history, and keep cookies
from websites you visit.,

You may want to clear your recent history, or remove individual cookies,

e The 'Clear Recent History' dialog will be displayed.

e Select the period for which you want to delete the download history from the "Time range to clear' drop-down box.

e

Tirne range to clear:

[ Clear Mow ] I Cancel ]

*  Click 'Details' arrow to select the type of information will get cleared.
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Tirne range to clear

Browsing & Download History
Form & Search History
Cookies

Cache

Active Logins

[] Offline Website Data

[7] Site Preferences

Clear Mow ] I Cancel ]

¢ Click the 'Clear Now' button.

The download history for the selected period and type of information will be deleted from the list. Please note that the
downloaded files will remain in your computer.

To remove a single website from the download history

This option deletes all history items (browsing and download history, cookies, cache, active logins, passwords, saved form data,
exceptions for cookies, images, pop-ups).

e Click the IceDragon button at the top left of the browser: leeDragon

*  Click the History menu > select 'Show All History' to open the Library window.

= -+ [N Organize~ = Views~ ?h Import and Backup - Search Bookmarks -vD|
4 @) History Mame Tags Location Visit Date
Today N Bookmiarks Toolbar
Yesterday Bookmarks Menu
Last 7 days Unsorted Bookmarks
June
£ Downloads
# Tags

4 |H Al Bookmarks
[+ Bookmarks Toolbar
e Bookmarks Menu

Unzorted Bookmarks

Mame: | Bookmarks Toolbar
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»  Search the website you want to remove from your history by typing its name in the 'Search History' field in the top-right
corner.

*  Right-click on the site you want to remove, scroll down the 'Forget About This Site'.
Further reading related to the topic of this page:

*  Downloading a File

*  Changing Download Location

*  Viewing Download History

10. Introduction to Add-ons

Add-ons, extensions and plug-ins help expand the basic feature set of Comodo IceDragon with additional capabilities. These
include, for example, the ability to play certain video formats; the ability to handle more file types; the ability to change the
IceDragon theme; the ability to use animated mouse pointers; the ability to quickly update your Facebook profile and much,
much more.

To open the Add-ons interface, click the IceDragon button then click the 'Add-ons' menu entry:

* Bookmarks
= <] indow History ¢
[f| Start Virtual Mode Downloads L
Edit & Add-ons
Find... Optiuns e Weatk
Save Page As.. Help k
Email Link...
== Print... 4
Web Developer k
g4 Full Screen
O Exit
A4 Finanra _
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& What are Add-ons?
=i Get Add-ons 3 ,! .
) Add-ons are applications that et you personalize Firsfox i i Learm Maore
a with exira Tunclionality or shie. Try a ime-saving sidebar, a
* E:{tensians ¥ weather nolifier, or a themed look to make Firefox your mwn

m

;{‘: Appearance
& Plugins First time with Add-ons?

Check out ourinteractive video to learn
s Semvi ghousome ol ineiawesome things you
L services can do with add ons!

Watch the Video

Featured Add-ons

=, You
§ [ Tue
Copy Urls Expert CouponsHelper Youtube Video ...
Provides oplions to 'Cogy CouponsHeiper Downloads YouTube
Uris of Al Opened Tabs automatically finds widaos in all avaliable
in Current Window', Coupen codes fram formats (FLV, MP4,
‘Copy Uris of Tabs in Al thowsands of retaiiers WebM, and JGP) with =

Comodo IceDragon enables you to install three types of Add-ons

»  Extensions - Allow you to add new features or modify existing features. Examples include extensions to block
advertisements, to download videos from websites, to add features from other browsers and to integrate IceDragon
with websites like Facebook.

e Appearance - IceDragon 'Themes' allow you to change the look of overall look of the browser including buttons,
menus and other browser elements. 'Personas' decorate the menu bar and tab strip with a background image.

*  Plugins - Allow you to add support for different kinds of Internet content. This includes patented formats like Flash,
QuickTime, and Silverlight that are used for video, audio, online games, presentations.

»  Services - Allow you to add social features to Comodo IceDragon browser to keep in touch with your friends.
See also:

*  Downloading and Installing Add-ons

* Installing Add-ons from local storage

«  Configuring updates for add-ons

10.1.  Installing Add-ons

Thousands of Add-Ons are developed daily for Comodo IceDragon from around the world. You can choose the Add-Ons that
meet your requirements and install them in your browser.

Click the links below for more help:
*  Downloading and installing Add-ons
* Installing Add-ons from local storage

«  Configuring updates to Add-ons

10.1.1. Downloading and Installing Add-ons
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*  This will open the 'Add-on Manager'. Next, click 'Get Add-Ons' from the left hand side navigation pane

W Bockmarks
History +

Downloads

-* Add-ons
Options (JhnCe Weatt

Help »
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& o Sear I o
& o Add-ons What are Add-ons?
=l -4
) Add-ons are applications that let you personalize Firefox i i Learn More
! d with extra funclionality or style. Try 3 ime-saving sidebar, a
* Ex‘tensians ¥ weather nobfier, or a themed look to make Firefox your own

m

;{': Appearance
& Plugins First time with Add-ons?

Check out ourinteractive video to learn
e Servi ghout some ofjthie awesome tinngs you
= Services can do with add-ons!

Watch the Video

Featured Add-ons

-, You
¢
Copy Urls Expert CouponsHelper Youtube Video ...
Provides opfions to ‘Cogy CouponsHeipar Dewnloads YouTube
Urle of Al Opened Tabs automatically finds vidaos in all avalable
in Curnend Window', coupen codes fram Farmals (FLW, MP4,
‘Copy Urls of Tabs in Al thousands of retaiers WiebM, pnd IGP) with -

e Clicking on any Add-on in the 'Featured', 'Up & Coming' or 'Featured Personas' sections will take you to a detail page
for that Add-on. The detail page will allow you to learn more about functionality and read reviews of the Add-on from
fellow users and, of course, to download and install the Add-on.

» If you are searching for a specific type of Add-on, click Browse all add-ons from the bottom right of the page.

Surnrner Fractal >

More ways to
customize

=
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The 'Featured Add-ons' page will open in a new tab. You can search by category or by using the search box located at the top-
right.

% Add-ons for Firefox

+«|» |ﬂ Mozilla Corporation(US]) | https://addons.m o - | |3.’v Yohoo L2 "l v ‘ﬂ‘n

[8) Most Visited Mational Geographi... | From Internet Explo...

Fa
Register or [—

\&s ADD-ONS

EXTENSIONS | THEMES | COLLECTIONS | MORE...

EXPLORE

Mozilla’s Pick of the |

Maost Popular

Top Rated q -
1 Self-Destructing Cookies
Cookies when you need them, not when others need them t
CATEGORIES enforces a stricter policy that only keeps a site's cookies w

a tab.
Alerts & Updates

+ Add to Firefox

Appearance

Bookmarks

Download Management

Crnde bklowe @ Dloanninno
4 T | 3

e R dd O Eiretor

+ Once you have chosen your Add-on, click the 'Add to Firefox' button to install:
Firefox extensions are can be installed into IceDragon)

¢+ The Add-on will be downloaded and a software installation dialog will be displayed:
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.-’/’-7

| IoeDragon

Y Yahoo B Add-ons Manager B nﬁ Featured Extens

& > L3 L-* @ Mozilla Foundationus) | https://addons.mozilla.org/en-US/firefox/ extensions/

Most Visited ‘ * Add-on downloading

= D€
5 minutes remaining — 15,6 KB of 2.4 MB (7 4 KB/sec)

EXTENSIONS | THEMES | COLLECTIONS | MORE...

EXPLORE 4 » Extensions

e Click 'Install Now'. Some of the Add-ons will display the Install Now button after a countdown of 5 seconds.

] lceDragan

Y Yahoo %] Add-ons Manager %] qﬁ Featured Extensions

= > G L-* @ Mozilla Foundation[Us) https://addons.mozilla.org/en-Us/firefox/extensions/

Most Visited ‘ 't

Tube Enhancer Plus will be installed after you restart

IceDragon. ds, lock down bookmarksfadde
12) - 112,460 users
Restart Now | ¥

All-in-One Gestures

This extension allows you to execute commor

*  Some Add-ons may require your browser to be restarted for the installation to take effect.

10.1.2. Installing Add-ons from Local Storage

If you have the installation files of add-ons stored in your hard-drive, you can install it to the browser.

»  Click the IceDragon button at the top left of the browser: E IgeDragon

e Click Add-Ons or click the Add-Ons icon from the bottom of the IceDragon start page.
The Add-Ons Manager page will open in a new tab.

o Click the gear icon at the top left of the screen.

»  Select 'Install Add-on From File' from the options.
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4t Add-ons Manager

3t |

Check for Updates

Search all add-ons P |

L3

View Recent Updates

What ar  Install Add-on From File..

Add-ons are ag ¥ Update Add-ons Automatically

with extra functi Reset All Add-ons to Update Automatically
weather notifier, -

m

First time with Add-ons?

Check oub ourinteraciive video o leam
aboursome oithieawesometnmngsyou

can deywith add-ons!

Watch the Video

&

»  Navigate to the location of the .xpi file of the addon you wanted to install.
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Select add-on to install " @
Laok jr |@ Desktop ﬂ =5 Ef-

E‘M';.-' Documents

j My Computer

by Fecent  |SJmy Metwork Places
Docurments (590D Wirker

@ @Impnrtant Documents
I testmyposecurity
Desktop rusiccanyerker, xpi

j

ky Documents

8

ky Cormputer

-

My Metwork.  File name: |musin::n::n:-n'-.ferter j
Flaces
j Cancel |

Files of type: |.-'1'-.|:I|:|-|:|ns

e Click 'Open'

The Add-on will be installed. Some Add-ons may require your browser to be restarted for the installation to take effect. If it
prompts you, click ‘Restart Now.

| loeDragan

Y Yahoo B Add-ons Manager B aﬁ Featured Extensions

= 3 £ ‘-* @ Mozilla Foundation{Us) | https://addons.mozilla.org/en-US/firefox/ extensions/

Most Visited | * Tube Enhancer Plus will be installed after you restart |
' lceDragon. Hs, lock down bookmarks/addc

12) - 112,460 users
‘geslart Mow v|

All-in-One Gestures

This extension allows you to execute commaor

The browser will be restarted with the new add-on enabled.

10.1.3. Configuring Updates to Add-ons

Itis important to maintain your Add-Ons up-to-date to extract the maximum benefits from them. You can configure the browser to
automatically check for the updates for the installed add-ons and install them.

To configure for updates

»  Click the IceDragon button at the top left of the browser: leeDragan

e Click the Add-Ons or click the Add-Ons icon from the bottom of the IceDragon start page
The Add-Ons Manager page will open in a new tab.

»  Click the gear icon at the top left of the screen
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Check for Updates

[>

Yiew Recent Updates
Install Add-on Fram File...

Learn Update Add-ons Automatically

Reset All Add-ons to Update Automatically

*  To check the updated manually, click Check for updates
e To check the recently updated add-ons, click View recent Updates

*  To make the browser to check for and update the add-on automatically, select Update Add-ons Automatically

10.2.  Managing Extensions

To view installed Extensions:

*  Open the Add-ons interface by clicking the IceDragon = button then the 'Add-ons' menu entry:

* Bookmarks
indow History 3

Start Virtual Modé Downloads
Edit & Add-ons
Find... Options ' nce Weatt
Save Page As.., Help »
Email Link..,
&= Print... *
Web Developer »

maA
ew Full Screen

[U="

A4 Finanra
*  Click 'Extensions' from the left hand side navigation to view a list of all installed extensions.
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P JCE'D"G\;\’JJ"I coMoDo [ W= ]

Y Yahoo

9 .f PrivDog 1.7.0.10

Protects your privacy Maore | Disable || Remove |

G Facebook Phishing Protector 4.4.3 (disabled)

Protects you from Phishing or Scarms ...  More l Enable |I Remove |

Most Extensions allow you to configure and customize them as per your requirements.
«  To configure an Extension, click 'Options' then edit preferences in the resulting dialog
*  To turn an extension off, click the 'Disable' button

¢ To uninstall an extension, click the 'Remove' button

10.3.  Managing Plugins

Plug-ins are a type of Add-on that enable IceDragon to handle Internet content in formats that the browser do not support.
Examples include patented formats for documents, video, audio, online games, presentations and so on. Plugins to handle
these formats of data are usually supplied by third-parties.

Popular plug-ins include:
e Adobe Flash
e Windows Media Player

e Java

*  Quicktime

*  Adobe Reader
»  Silverlight

e Adobe Shockwave

To view installed plug-ins
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W Bookmarks
& Mew Private Window History 4
[a| Start Virtual Mod@ Downloads 1
Edit & Add-ons
Find... Options r
Save Page As.. Help 3
Ernail Link...
=N Print... *
Web Developer K
22 Full Screen
O Exit
A4 Finanra _

»  Click 'Plugins' from the left hand side navigation

All Plugins installed on your browser will be displayed in a new tab.
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[ R =Rl

| IeeDragon COMODO

Y Yahoo

Check to see if vour plugins are up to date

»

e= Adobe Acrobat 11.0.5.3 M
- Adobe PDF Plug-In For Firefox and Metscape11.0.... More Disable

Facebook Desktop 1.0.0.12

Facebook Desktop Plugin - More Disable

A Java(TM) Platform SE 7 U11 is known to be vulnerable
and should be updated.

Java(TM) Platform SE7 U11 10.11.2.21

Update Now

m

W B RS e le

=3

- Mext Generation Java Plug-in 1011.2 for Mozilla b...  More Disable

es NVIDIA 3D Vision 7.17.13.1106

- NVIDIA 3D Vision plugin for Mozilla browsers  More Disable

s NVIDIA 3D VISION 7.17.13.1106

= MNVIDIA 3D Vision Streaming plugin for Mezilla br...  More Disable A
s= Photo Gallery 16.4.3505.912

= NPWLPG More Disable

sz Shockwave Flash 11.9.900.117 -

»  Click 'Check to see if your plugins are up-to-date' to instruct IceDragon to search for updates
»  To see an overview of the Plugin, click the 'More' link next to the description of the Plugin

»  Click the 'Disable" button if you wish to stop the plugin from running

10.4.  Customizing the Appearance of lceDragon

Why not get creative? Personas and themes let you to change the entire look and feel of Comodo IceDragon.
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& L - s g 2
-ons?
:.‘ Get Add-ons 2 ’ What are Add-ons*
) Add-ons are applications that et you personalize Firefox i 1 Leam More
with extra funchionality or siyle. Try a ime-saving sidebar, a

* Extensions ¥ weather natifler, or a themed loak to make Firefox your own

m

;{j Appearance
& Plugins First time with Add-ons?

Check out ourgnteractive video fo learn
[ Servi aboutsome ofithe awesomethings you
R can dowith add-ons!

Watch the Video

Featured Add-ons

By You
9
Copy Urls Expert CouponsHelper Youtube Video ...
Provides oplions to ‘Copy Couponsieipsr Dewnloads YouTube
Uris of Al Opaned Tabs automatically finda wii0a in all avalabis
in Current Window', coupon codes from formats (FLV, MP4,
‘Copy Uris of Tabs in Al thousands of retailers WiebM. and 3GP) with -

Available through the 'Add-ons' manager interface, there are two main ways to customize IceDragon's appearance:
e 'Personas' - Lightweight themes that let you customize the menu bar and tabs with background images
e 'Themes' - Enables you to customize the whole browser window
Click the links below for more help:
* Downloading and installing Personas and Themes
*  Managing Personas and Themes
Downloading and installing Personas and Themes

e Click the IceDragon button at the top left of the browser: E feeCragan

»  C(lick the 'Add-ons' then 'Get Add-ons'
e Aselection of Personas and Themes are available at the lower right of the 'Get Add-ons' page
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Featured Add-ons

Copy Urls Expert
Provides options to ‘Copy
Uris of All Dpaned Tabs
in Cuwrrent Window',
‘Copy Urls of Tabs in A1

uninstalation

e
.
CouponsHelper
CoupansHelper
automatically finds:
coupon codes from
thousands of refailers

Memonic Web ...
AlloWws youl 10 save
relevant parts cut of any
websibe and share and

descuzs them with your.

You

Youtube Video ...

Downioads WouTube
widens in all avaiable
formats (FLV, MP4,

WieebM. and 3GP) with

®

Super Start
Just anothier visual
bookmarks (ike speed
dial or fast dial) and &

simple todo-Est in your ..

COMODO

Creating Trust Online®

Up&Coming  Seeal || Featured ThemesSesal | More ways to

J % customize
a Easy Youtube Vi > ai -

transpamnt ambet lsaves  » Browse all ;
YouTube HD (720p) %

E Old Compose |R... %

See all complete themes

fﬂ%;ﬂ

iCloud Bookmarks % i Lights tn tha e | >
-
Mobile Password... % Ovwds fnrAu‘tumn »

gg_
\ al P Jet Engine

*  To browse through all available Personas, click 'See all'

»  To preview how a Persona will look, simply hover your mouse cursor over it.
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'a-:e.')rag\o' T et S T

Vahoo ®
\aY i . .
Preéywent Tab Ov... Gmail Notifier (r... InstantFox Quic...
MakeYure your tabs stay Multiple account (or label) Speed up your web
visible Wil the time. Gmail notifier (without search & search via your
storing passwords) address bar + get

autocomplete deas wh...

el e e

<,

Thumbnail Eoo... Cleanest Addo... Simple Mail
. Shows full imagelwhen Cleanup your Addon Mail client (POP3IMAP
you hover over a Manager FSMTP) for Firefox,

thumbnail. Works
Amazon, Baidu imaghs

-,

Up & Coming See all Y Featured Seeall | More ways to
customize
i_‘ Easy Youtube Vi... %

YouTube HD (720p) »

LY ]

m

3

: R L i o > See all complete themes |
QldC R
m ompose | > vine leaves > 52‘@ g '
iCloud Bookmarks ¥ "ﬁ." |
owls family_02 >
Mobile Password... 3 ' : * *

»  If you decide you want to install a Persona, simply click on it then click the 'Add to Firefox' button from the Persona

detail page.
Ladybug on a leaf Updated May 28, 2009
Artist Khairulanuar
Rating 17 reviews
Daily U 190,479
Add to collection e ey
License (3@ Some rights reserved

»  To browse available Themes, click 'See all themes' from the bottom right of the 'Get Add-ons' page. This will open a
selection of popular themes and allow you to search for themes according to category.
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ADD-ONS e

EXTENSIONS | THEMES | COLLECTIONS | MORE..

Add-ons for Firefox = Themes = Mast Popular Themes

Themes
ki oming Most Popular Themes
* Most Popular
Top Rated Sort by: Up & Coming Recently Added EANA§STINETE Top Rated
Recently Added
e ;
Abstract
Causes
Fashien
Film and TV Yahoo Persona Sunset Over Water Japanese Tattoo
Firefox by Yahoo! inc. on 2010-12-12 by MaDionna on 2008-11-02 by enguyen on 2008-04-15
Foxkeh 1 1,168,508 users 20 233897 users 22 194,081 users
Holiday = e )
Music A, R "-*‘:%:" % [—
Nature A v |
e ! T Sl

*  Once you find a Theme that you like, click it to be taken to the Theme download page.
«  Click 'Add to Firefox'. The theme will be downloaded and installed.

«  After installation, click the 'Manage Themes' to activate it to apply your new Theme.
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i A new theme has been installed. ’ Undo ’ Manage Themes...
a lceDragon = ai?
(C sSL Certificate | Secure Server SSL from... [
C @ https://www.comodo.com o - | |9!' gmail P~ g e ﬁu
2 Most Visited National Geographi... |l From Internet Explo...

cCOMODO

Creating Trust Online*

Products Home & Home Office E-Commerce

m

Business & Enterprise

Live Rem&

Your own Certified Technicig
available, instant live sup
virtually any PC problem...2

GET GEEK HELP

~

l,-’c-o-m-u-n-o
/" Ev ssL sITE [
#  AUTHENTIC & EECURE

Managing Personas and Themes

You can easily choose which particular Persona or Theme you wish to use by clicking the 'Appearance’ link in 'Add-ons

Manager":
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L IeeDragon comono |2 B [

Y [¥ahoo %} g Add-ons Manager

& 5 - Search oll add-ons e

E kanagawa wave (disabled)

More |EnaMe||Hamwe

m Tigers Matter (disabled)

Adjusted to Firefox 4. Tigers are consider... More | Enable || Remove

}/ Default 22.0.0.1

/1. Thedefaulttheme. More

ﬁ)‘ Red Ladybug (disabled)

Ladybug on a leaf  More | Enable || Remove

© B i Le

E transparent amber leaves (disabled)

[Mone More | Enable || Remove

»  Touse a Theme or Persona, click 'Enable'. Personas will be applied immediately but Themes need the browser to be
restarted.

Silvermel will be enabled after you restart A
-v‘ IceDragon. Restart now Undo
.y Silvermel 1.5.3 (disabled)
b 1 SRR,
¢ & Creamy Silvery Experience  More | Remove
ﬁ TDrEfg::lll:u:EI be disabled after you restart RASEREE RO Undo

»  To restore the browser to default Theme, click 'Disable’ in the row of currently applied Persona or Theme.

*  Toremove a Persona or Theme permanently, click 'Remove' in its row.

10.5.  Managing Services

IceDragon Services enable easy access to online services such as messengers, trending articles and feeds from social
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et =

networking and news sites like Cligz. Services which are enabled will be displayed in the side bar on the right of the Ice Dragon
interface.

~ =

Y Yahoo %N g Add-ons Manager

|ﬂ L3 |t‘ | Search all add-ons ,O|
Search Q
@ CIIqZ 2 Bl www. forbes.com
i ' The Cligz Sidebar for Firefox  More Disable | | Remove | 35 NFL Players Have
—l Get Add-ons Already Had Concussions
— And The Season Hasn't
* Extensions Calvin Pryor was the first
concussion of the NFL season. He
won't be the last. Pryor, a "hard-
;/3, Appea rance hitting safety” and the first round
L nirl Af tha Maw Varl late
B www_cnn_com
ﬂ Plugins Robin Williams had early
stages of Parkinson's
I disease
H/b Services
¥ www.theverge.com
The man who created the
first pop-up ad says ‘sorry’
Ethan Zuckerman was a designer
and programmer for the early
web-hosting service Tripod.com

Don't forget to register your

account.

Refer to the following sections for detailed explanations on using the IceDragon Services:
«  Adding Services to IceDragon
» Disabling or enabling a Service
«  Switching the currently displayed service
* Removing a service

Adding Services to IceDragon

Currently, the following services are available with IceDragon:
* Cligz
To add a service to IceDragon
»  Visit the respective link given below from IceDragon and click the "Turn On' or 'Activate Now' button on the page.

Cligz . https:/imozsocial.cligz.com/

A confirmation dialog will be displayed.
e Click 'OK..
The side bar of the respective service will be displayed. Repeat the process to add more services.

»  Toview the installed services, open the Add-ons interface by clicking the IceDragon button at the top left, click the
'Add-ons' menu entry and click 'Services' from the left hand side navigation.
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* Bookmarks

&S New Private Windody History r
[R] Start Virtual Mode .
. ' Add-ons
Find... hons b
Save Page As... Help »
Email Link...
== Print... *
Web Developer [

:: Full Screen

O Eit

Cligz 2 o
- Tie Cligz Sacbeloar for Firgfes  Mare Disstie Remove 35 NFL Players Have
‘Gethdd-uns demmaler Kl Foome
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* Extensions Calvin Pryor was the first
conCussion of the NFL sessen He

wan't be the last. Pryor, 3 hard-
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-]

. Plugins Robin Williams had earky
stages of Parkinson’s
disease

T

The man who created the
first pop—up ad says “sormy’
Ethan Tuckerman wais § Seggnar
and progerammser Tor the esarly
woil-Roating Marvice Tipod com

Hagsle

To view more details on a service, double click on the service or click the 'More' link on the selected service.
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Cligz 2

By Cligz

The Cligz Sidebar for Firefox

Last Updated Friday, August 15, 2014
Homepage https://mozsocial.cligz.com/
Disable Remove

Disabling and Enabling a Service

To disable a service
e Open the Services panel as explained above
»  Select the service to be disabled and click the 'Disable' button
To enable a service
*  Open the Services panel as explained above
«  Select the disabled service to be enabled and click the 'Enable’ button
Switching the currently displayed service
»  To switch to a service different from the currently displayed service, enable required service and disable the unwanted
services as explained above.

Removing a Service
*  Open the Services panel as explained above

e Select the service to be removed and click the 'Remove’ button

11.  Tools and Other Features

Comodo IceDragon has a number of built-in tools like webpage scanning tool, spell checker and so on. You can add as many
tools as you like as add-ons to the browser. Please refer to Installing Add-ons for more details on adding additional tools. This
section explains on general configuration of the built-in tools and other features.

Click the links below for more help:
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»  Customizing applications for opening different file types

»  Searching within page content

e Form autofill

*  Keyboard and mouse shortcuts for Comodo IceDragon

*  Scan websites for malware and blacklist using Wb Inspector

* Use PrivDog To Stop Websites Tracking Your Activity

11.1. Customizing Applications for Opening Different File
Types

Comodo IceDragon has several built-in plug-ins to handle Internet content of different types like audio files, video files, play lists,
presentations and so on. To complement that, it also enables you to add additional plug-ins from third-parties. You can configure
the browser to instruct which plug-in or application installaed in your system to handle different kinds of Internet content.

To customize applications

»  Click the IceDragon button at the top left of the browser: = e

e Click the Options menu > Options

e Click 'Applications' from the 'Options' dialog
Alist of Different Internet content types and their default applications will be displayed.
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.E], -=|| N A A ﬂ I
A ¥ OO i8]
General Tabs Content  Applications  Privacy  Security  Advanced
| L
Content Type Ackion
irc 21 Always ask
ircs m Use Mibbit
mailko D IUse Qutlook Express {default)
[3 Podcast 21 Preview in IceDragon
[3 Widen Podcast 21 Preview in IceDragon
[3 Web Feed 21 Preview in IceDragon
webcal 21 Always ask,
@:l Windows Media Audio File = Ise Windows Media Player Plug-in Crvnamic Link Lib...
@ﬂ Windows Media Audio shorkcut = IJze Windows Media Player Plug-in Crvyeniammic Link Lib...

@] Windows Media Audiofvideo file (videa/x-ms-wm) = IJse Windows Media Player Plug-in Crynarmic Link Lib...
@] Windows Media Audiofvideo File {videox-ms-wmy) = IJse windows Media Player Plug-in Cnamic Link Lib...

@:l Windows Media Audiofvideo plawvist {application/s-... | = Ilze Windows Media Plaver Plug-in Dvnamic Link .. %

@ﬂ Windows Media Audiofvideo plavlist (video)x-ms-asf) = IJze Windows Media Player Plug-in Crvyeniammic Link Lib...
@] Windows Media Audiofvideo plavlist (video)x-ms-as... = IJse Windows Media Player Plug-in Crynarmic Link Lib...
@] Windows Media Audiofvideo playlist {video/x-ms-w... = IJse windows Media Player Plug-in Cnamic Link Lib...

Powered by COMODDO | 1] 4 | | Cancel |

«  To change the application for a content type, click on it. Click the drop-down arrow at the right end and select the
application of your choice to handle the content type from the drop-down.

=2 Windows Media Sudio sharboat a Use Windows Media Player Plug-in Crynarnic Link Lib...

@;'] Windows Media Audiofvideo File {videox-ms-wm) i Use Windows Media Player Plug-in Dynamic Link Lib...

@] Windows Media AudiofVideno File (videa)x-ms-wrms) | = =g Windows Media Plaver Plug-in Dynarmic Link, . %

@_\j Windows Media AudiofVideo plavlist (application)x-... 7] plways ask

.;rfl Windows Media AudiofVideo plavlist (video)x-ms-asf) |:'| Save File

& | Windows Media AudiofVideo plavlist {video/x-ms-as...
@ ze Windows Media Plaver (defaulk)

= Ize Windows Media Plaver Plug-in Cynarmic Link Li...

= IJse okher...

Comodo IceDragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 147



COMODO

Creating Trust Online®

Windows Media Audio,/Yideo file
viden) w-ms-wmy

Send this item ko

® Windows Media Player
é Inkernet Explarer

é; Javal( T Web Start Launcher

@ Motepad
0 Opera Internet Browser

| Browse... | | (1] 4 | | Cancel |

[

b

B
The list of applications installed on your system will be displayed.

»  Select the application from the 'Select Helper Application’ dialog and click OK. If you had installed the application in a
location other than c:\program files, click 'Browse' and navigate to the location where you have installed the application
and click 'Open'.

Select Helper Application @
Laak in; |B Cuckoo ﬂ = IfF '

D

by Recent
Documents

N

Deszktop

7,

by Documents

by Computer
My Metwark.  File name; |cucku:n:um|:| j

Places
> caned |

Filez of type: |.ﬁ.pplicatinns

The application will be set for the content type selected.
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(=4 Windows Media Audio shorbout fa Use windows Media Playver Plug-in Dynarnic Link Lib...
@j Windows Media Audiofvideo file (videa=-ms-wm) i Use Windows Media Player Plug-in Dynamic Link Lib...

'@] Windows Media Audiofvideo File {videox-ms-wmy) | E IJse cuckoomp. exe W
@_\j Windows Media AudiofVideo plavlist (application)=- ... = IJze Windows Media Plaver Plug-in Crvenarnic Link Lib...

(:-ﬂ Windows Madia Audio/video playlist (videofx-ms-asf)  §§ Use Windows Media Plaver Plug-in Dynamic Link Lib...

= | windows Media Audioideo plavlist (video)x-ms-as.. IJze Windows Media Playver Plug-in Cryenarmic Link Lk

e Click 'OK"in the 'Options' dialog.
*  To remove the custom application from the list in the drop-down

e Select 'Application details' from the drop-down

| [ use cuckoomp.exe v

F—' Always ask

D Save File

@ ze Windows Media Plaver (default)
E Ise cuckoomp, exe
= =g Windows Media Plaver Plug-in Dynamic Link Li....

Ilse ather...

Application Details... gﬂ""}

»  Select the application click 'Remove' from the 'Application details' dialog

= Apphcation dexals

The following applications can be used ko handle Windows Media Audiofvideo file content,

This application is located at:
CProgram FilestCuckoo cuckoomp, exe

0K | | Cancel

«  Click 'OK".

11.2. Searching within Page Content

You can search for a specific word or phrase in the webpage you are viewing through the browser using the Find feature. Also,
you can configure the browser to launch a auto-search when you start typing a keyword or phrase when you are browsing a

webpage.
Click the links below for more help:
»  Search using 'Find' feature

¢ Launching auto-search
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Searching using 'Find' feature

*  Click the IceDragon button at the top left of the browser:

iz=Ciragon
»  Click Find or press Ctrl+F from your keyboard to search for a word or phrase in the page you are viewing
*  AFind field will appear in the bottom-left of the window
*  Type the keyword/phrase in the 'Find' field

The first occurrence of the keyword in the page will be shown highlighted in green.

™ ™= ™

& leeDragon COMODO

Y Yahoo (%N W Higgs boson - Wikipedia, the free en...

+ | > L8] |n, en.wikipedia.org/wiki/Hig E' | |E' wikipe }:"| & E W B ‘éa{'

Most Visited | | From Internet Explorer

Create account & Login |:|

r;’ i
o
b Q Article Talk Read Edit ¥ |Search Q
%oy
Nz
WIKIPEDIA Higgs boson
The Free Encyclopedia From Wikipedia, the free encyclopedia
Main page B Higys boson
Contents } L

Featurad content
Current events

Random article

Donata to Wikipedia
announced at CERN

on 4 July 20121
The discovery has
been called
“monumental”*®
because it appears

e mmmbieme bl
] | 4 {1
‘Higgs particle |~ v Highlight All Match Case

* Interaction
Help
About Wikipedia
Community portal
Recent changes

P b b

«  To search for the successive occurrences, click Next
»  To highlight all the occurrences of the keyword/phrase, click 'Highlight all’

*  To narrow down your search only for the keyword/phrase in the same case (upper and lower case) of characters you
type-in, select 'Match case'

»  To search for previous occurrences from the currently highlighted one, click 'Previous'
Launching Auto-search

For the browser to launch an auto-search when you start typing a keyword, you need to configure the security settings
accordingly.

To configure for auto-search

e Click the IceDragon button at the top left of the browser: E e Diragon

e Click 'Options' > 'Options'

»  Click 'Advanced' tab from the 'Options' dialog
e Click 'General' tab from the 'Advanced Settings' interface
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»  Select the 'Search for text when [ start typing' checkbox

The browser displays a 'Quick Find' bar at the bottom of the window when you start typing a search keyword and shows the
search results within the currently open webpage.

COMOD0

%}l \X' Higgs boson - Wikipedia, the free en...

3 O | @ enwikipedia.org/wiki/Higgs_boson B- B-vikpesiz £ & B -~ B 0%

Most \isited | | From Internet Explorer
N “1';4 j ) )
WikipepiA ~ Higgs boson

The Free Encyclopedia From Wikipadia, the free encyclopedia

The Higgs boson or Higgs particle is an Higgs boson
alementary particle initially theorised in

1964, "™ whose discovery was announced at
CERN an 4 July 2012.77 The discovery has been
called "monumental " because it appears to
confirm the existence of the Higgs field,['%1"")
which is pivotal to the:Standard {5 and other

Main page

Contents

Featured content
Current events
Random aricle
Donate to Wikipedia

= Interaction thearies within particle phegfics. It would explain
Help why some fundamental icles have mass
About Wikipedia when the symmetriegiantralling their
Community portal imeractions shoulgAequire them to be massless,
Recent changes and—linked to tfs—why the weak force has a
Contact page much shortegfange than the electromagnatic
» Tools force. The gscovery of a Higgs boson should
allow phpfsicists to finally validate the last
¢ Frint'export untespbd area of the Standard Model's approach s s
: : . tn pindamental particles and forces, guide other Candidate Higgs bason events from collsions between
en.wikipedia.org/vaki/Standard_Mo P ries and discoveries in particle physics, and nrotons in the | HC The tan svent in the CUS seneriment -

[ mode‘ I

11.3.  Form Autofill

Comodo IceDragon can keep records of your entries into text fields of various webforms and webpages like login screens, entry
forms and search engines. When you visit the same page next time, and start typing the first few letters in a field, the browser
will display the previous entries you made in the same field during your previous attempts, as a drop-down and allows you to re-
use an entry by clicking it.

Tip: You can click on a blank field before typing any characters, to see all the entries you made previously and select one for
re-entering.

This section explains on how to manage the form autofill feature. Click the links below for more help:
*  Deleting all the stored form entries at once
*  Deleting individual entries
»  Configuring the browser for form entries

Deleting All the Stored Form Entries

»  Click the IceDragon button at the top left of the browser: o2 Dragon

»  Click 'History' > Clear Recent History and click Details in the Clear Recent History dialog

e Select the time range for deleting the history details from the Time range to clear drop-down
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Tirne range to clear:

Browsing & Download History
Form & Search History
Cookies

Cache

Active Logins

[T] Offline Website Data

[] Site Preferences

[ Clear Mow ] [ Cancel ]

e Make sure that the 'Form & Search History' checkbox is selected
e Click 'Clear Now'
Deleting Individual Entries

You can delete selected form entries that you have entered before, in case you do not want other users of your computer to view
them.

To delete individual entries
»  \Visit the webpage/webform for which you want to remove a previously entered form entry
«  Click on the field
All the entries entered previously in that field are displayed as a drop-down.
»  Use the down or up arrow in your keyboard to reach the entry to be deleted and press Delete key from your keyboard
»  Repeat the process for deleting several entries
Configuring the Browser for Form Entries

You can configure IceDragon to whether or not to remember the form entries as per your choice

To configure for form entries

»  Click the IceDragon button at the top left of the browser: T —

e Click Options > Options
e Click 'Privacy' tab from the 'Options' dialog
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History

IceDragon will: .Use custom settings for history ~

[ Ahways use private browsing maode

7| Remember my browsing and dewnload history

| Remember search and form history

V] Accept cockies from sites | Bxceplions... |
Agcept third-party cookies: | Always b
Keep untik | ask me every time 'I Show Cookies...

| Cleap history when IceDragon closes

*  To allow the browser to remember the form entries, select 'Remember history' from 'lceDragon will' drop-down under
history.

»  To stop IceDragon from remember the form entries, select 'Use custom settings for history' from 'lceDragon will' drop-
down under history.

*  Deselect Remember search and form history checkbox.
e Click OK in the 'Options' dialog.

11.4.  Keyboard and Mouse Shortcuts

You can access and execute most of the Comodo IceDragon features and commands quickly through Keyboard and Mouse
shortcuts. Click the links below to jump to the requires section directly.

*  Mouse Shortcuts
+  Keyboard Shortcuts
+  Navigating Through Webpages
+  Viewing, Printing and Saving Current Page
+  Editing Options
+  Search Options
+  Windows and Tabs
+  Viewing History
+  Bookmark Options
+ Tools
+  Miscellaneous
*  Audio/Video Shortcuts

Mouse Shortcuts

Command Shortcut

Back Shift+Scroll Down
Forward Shift+Scroll up
Zoom In Ctrl+Scroll up
Zoom Out Ctrl+Scroll down
Close Tab Middle-click on Tab
Open link in new Tab Middle-click on Link
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New Tab

Double-Click on Tab Bar

Open in Background tab*

Ctrl+Left-click link
Middle-click link

Open in Foreground tab*

Ctrl+Shift+Left-click
Shift+Middle-click

Open in New Window

Shift+Left-click link

Copy Tab or Bookmark Ctrl+Drag tab
Reload (override cache) Shift+Reload button
Save Page As Alt+Left-click

Scroll line by line Alt+Scroll

*'Open in Foreground tab and 'Open in Background tab' shortcuts will work only if the 'When | open a link in a new tab, switch to
it immediately' checkbox is selected in the 'Tabs settings' panel accessible by clicking 'Tools' > 'Options' > 'Tabs'.

Keyboard Shortcuts

Click the links below to jump to the section directly:
+  Navigating Through Webpages

+  Viewing, Printing and Saving Current Page
+  Editing Options

+  Search Options

*  Windows and Tabs

+  Viewing History

*  Bookmark Options

+  Tools

*  Miscellaneous

+  Audio/Video Shortcuts

Navigating Through Webpages

Shortcut

Back Alt + left arrow

Backspace
Forward Alt + right arrow

Shift + Backspace
Home Alt + Home
Open file Ctrl+ 0O
Reload F5

Ctrl+R
Reload (Override cache) Ctrl + F5

Ctrl + Shift+ R
Stop loading Esc
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Viewing, Printing and Saving Current Page

Command Shortcut
Go to Bottom of Page End
Go to Top of Page Home
Move to Next Frame F6
Move to Previous Frame Shift + F6
Print Ctrl + P
Save Page As Ctrl +S
Find Ctrl +F
Zoom In Ctrl + +
Zoom Out Ctrl + -
Zoom Reset Ctrl+0

Editing Options
Command Shortcut
Copy Ctrl+C
Cut Ctrl + X
Delete Del
Paste Ctrl+V
Redo Ctrl+Y
Select All Ctrl +A
Undo Ctrl+2Z

Search Options
Shortcut
Find within page Ctrl+F
Find Again F3
Ctrl+ G
Find Previous Shift + F3
Ctrl + Shift + G

Quick Find within link-text only

Quick Find

/

Close the Find or Quick Find bar

Esc (When Find and Quick Find bar is active)

Search bar - Easily choose your favorite search engine

Ctrl +K
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Select or Manage Search Engines Alt + Up arrow

Alt + Down arrow

F4

(When Search bar is active)

Windows and Tabs

Command Shortcut

Close Tab Ctrl + W
Ctrl + F4
These shortcuts will not work for Extensions and Add-Ons tabs

Close Window Ctrl + Shift + W
Alt + F4
Move Foreground Tab to Left Ctrl + Left arrow

Ctrl + Up arrow

Move Foreground Tab to Right Ctrl + Right arrow
Ctrl + Down arrow

Move Foreground Tab to first position Ctrl + Home

Move Foreground Tab to last position Ctrl + End

New Tab Ctrl+T

New Window Ctrl+N

Next Tab Ctrl + Tab

Ctrl + Page Down

Open Address in New Tab Alt + Enter

Previous Tab Ctrl + Shift + Tab
Ctrl + Page Up

Undo Close Tab Ctrl + Shift+ T
Undo Close Window Ctrl + Shift + N
Select Tab 1to 8 Ctrl+1t0 8
Select Last Tab Ctrl +9

Tab Groups View Ctrl + Shift+ E
Close Tab Groups View Esc

Next Tab Group Ctrl +°
Previous Tab Group Ctrl + Shift +°

Viewing History

Command
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History sidebar

Ctrl +H

Library window (History)

Ctrl + Shift + H

Bookmark Options

Command

Shortcut

Bookmark All Tabs Ctrl + Shift+ D
Bookmark This Page Ctrl+D
Bookmarks sidebar Ctrl + B

Ctrl +1
Library window (Bookmarks) Ctrl + Shift + B

Bookmark Options

Command

Shortcut

Bookmark All Tabs Ctrl + Shift+ D
Bookmark This Page Ctrl+D
Bookmarks sidebar Ctrl + B

Ctrl +1
Library window (Bookmarks) Ctrl + Shift + B

Command Shortcut
Downloads Ctrl +J
Add-ons Ctrl + Shift + A
Web Console Ctrl + Shift + K
Inspect Ctrl + Shift + |
Scratchpad Shift + F4
Style Editor Shift + F7
Page Source Ctrl +U
Error Console Ctrl + Shift + J
Toggle Private Browsing - Browse the web without storing Ctrl + Shift + P

history, form entries and so on

Remove recent browsing, search and download history

Ctrl + Shift + Del

Miscellaneous

Command

Shortcut
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Complete .net Address

Shift + Enter

Complete .org Address

Ctrl + Shift + Enter

Delete Selected Autocomplete Entry Del
Toggle Full Screen F11
Toggle Menu Bar (when hidden) Alt

F10
Show/Hide Add-on Bar Ctrl +/
Caret Browsing F7
Select Location Bar Alt+D

Ctrl + L

Audio and Video Shortcuts

Toggle Play / Pause Space bar
Decrease volume Down Arrow
Increase volume Up Arrow

Mute audio Ctrl + Down Arrow

Unmute audio

Ctrl + Up Arrow

Seek back 15 seconds

Left Arrow

Seek back 10 %

Ctrl + Left Arrow

Seek forward 15 seconds

Right Arrow

Seek forward 10 %

Ctrl + Right Arrow

Seek to the beginning

Home

Seek to the end

End

11.5.  Scan Websites for Malware and Blacklist using Web

Inspector
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Comodo Web Inspector allows you to instantly run an on-demand malware check on any webpage. Web Inspector tests the
target page in a sandbox environment to check whether it performs any malicious activities, crashes, downloads a suspicious
file, changes registry entries or exhibits other behavior consistent with malware. This allows you to test the safety of a particular
website and allows website operators to test the safety of their website from their customers point of view.

Web Inspector enables you to scan webpages in three ways:
*  Directly scan an open page
* Scanalink to a page

*  Scan a page by entering its url

To scan the currently open page

Click the Web Inspector icon at the top right of the window while viewing a page

(C sSL Certificate | Secure Server SSL from...

-« > > |ﬂC0m0dD CA Ltd(GB}| https://www.comode 3.5 &F~ |

=4

8!~ Yohoo P 'l g@ﬁn

-~

@J Most Visited Mational Geographi... || From Internet Explo...

cCOMODO

Creating Trust Online® About Us | Resources | MNewsroom

m

Products Home & Home Office E-Commerce Business & Enterpris

Live RdBbo

of Your@C

Your own Certified T hcian
available, instant liv ot T
virtually any PC prob[S¥e24/7

EV 5

5L 51
AUTHENTIC & BECURE

The page will be scanned for viruses and the results will be displayed in a new tab. The results page contains a wealth of
statistics about previous tests as well as important domain ownership details.
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CoMooo

2 | @ appwebinspector.com/public/reports/ 18563980 Tcache=true - B!~ comode.com P #® n e E [ oY

Most Visited [Froam Internet Explorer

Chatwith us Mow | Call us: 1-883-266-6361 | Reguest a Callpack | Email Us

web
w inspector Home  Online Scan | Recent Detecions  Login

Inspace, Detsce, Protect

Report for ‘ http://www.comodo.com/ index page.’

The URL was scanned within ihe last 24 hours, Analyse it again now?

Scan results for the |ast 7 days

Mo malicious activity or malware detected Getllo oLl e s

v Scan Time: 2013-11-24 18.4514 UTC B o=
Scanned single URL | Report as Maliciou L Susmcious

B © High Risk

B 0 Inconcusice
Show Hist
Threat Report General Info
Blacklist Checking: What's This Websile hilptwerw.comodo.com
m Phishing: What's This? Domain: www comado. com
Scanned IP 91199212176
Matware Downloads: What's This?
Country United Kingdom S8
Drive-by-Downloads: Whats This? Show Whois infarmation
Wiormis: What's Thia?
. ] v

« Ifthe site passes the test and is safe, you will see the message 'No malicious activity or malware detected'

* If malware is detected on the site OR if the domain is listed on a major website black-list of known malicious sites, then
you will see the message 'This is a suspicious page'. We advise you not to proceed with your connection to this
website.

Scan alink to a page

Right-clicking on any hyperlink then selecting 'Scan Link' will instruct Web Inspector to visit the target webpage and test it for
malware. This allows you to scan a page before you actually visit it. For example, you can scan the page right from the results of
a search engine:
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[ N =N

coMoDo

3! japanese chess games - Yahoo! Search ...

- > |c-_a,. search.yahoo.com/search;_ylt=A00GThKb: a8l - | |!" nise chess ( 2 v| B v ‘ﬁ‘ﬂ
E[] Most Visited Naticnal Geaegraphi... |l From Internet Explo...

IdiIUn .o .
Past month en.wikipedia.org/wiki/Shogi - Cached

More results from en wikipedia org »

Japanese Chess: The Game of Shogi: Trevor Leggett, Alan Be
¢ o9 9 (4 Reviews) Trevor Leggett rose to the rank of fourth

dan in shogi, a major achievement since first dan is considered

excellent for an amateur. He is the author of Zen and the .

www.amazon.com/Japanese-Chess-The-Game-Shogi/dp

/4805310367 - Cached

Muore results from amazon.com »

m

chess japanese | ~™~ —
Find great deals on eB Open Link in New Tab . Shop with «

www.ebay.com/sch/i_h Open Link in New Window

. Open Link in Mew Private Window
japanese chess s

Find great deals on eB Bookmark This Link ess set. Sho
Cﬂnﬁdet:'ce- schii Save Link As...

fnina.ebay-com/schil. Copy Link Location

Japanese Chess | i Sha 5 and Buy
Japanese Chess Gan (=  Scan link with Web Inspector i Set, Woode
Game Set Japanese et japanese

folding board __ Inspect Element (0]
www._nextag.com/japanese-chess-games/products-html - Cached

search.yahoo.com,/r/_ylt=AD...html?_nkw=chess+japanese 3
The results of the scan will be displayed in a new tab:
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COMODO

M3 Report for httpy//answers.yahoo.co....

& 3 © | @ appwebinspector.com/public/reports/185842 ! - ||ﬂ." comodoco #| @ W1 0w B 8%

Most Visited | From Internet Explorer

e G v

Report for * http://answers.yahoo.com/question/index? ...

Scs results for the last 7 days
Mo malicious activity or malware detected e

v Scan Time: 2013-11-25 104013 UTC. W 12 Safe
0 Suspicious

Scanned single URL | Report as Malicious -
0 High Risk

B 0 inconclusive

m

Show History

Threat Report General Info |3
Blacklist Checking: What's This? Website: hitp:iznswers yahoo.com
Phishing: What's This? Domain: answers.yahoo.com
Scanned IP: 98.136.145.154
m Malware Downloads: What's This?
Country: United States 15
m Drive-by-Downloads: What's This? City: Sunnyvale
Worms: What's This? Show Whols information
- wWihdls =7
[ . I = =

m 3

-

Scanning a Page by Typing its URL

*  Open a new tab by clicking the '+' button after the last tab on the right:

e Click the 'Web Inspector' icon. This will open the Web Inspector website at http://app.webinspector.com
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T s5L Certificate | Secure Server 5L from...

- > |ﬂComodn CA Ltd(GB) | https://www.comode 17 @~ | |3!v Yahoo 2 v| g@'ﬁ‘n

E] Maost Visited Maticnal Geographi... || From Internet Explo...
Creating Trust Online* AboutUs | Resources | Mewsroom

Products Home & Home Office E-Commerce Business & Enterpris

Live Refflo
of Your@C

EV 55L SITE
AUTHENTIC & BECURE

e (Click 'Online Scan' tab.

Chat wilh us Mow | Call us: 1-888-206-53481 | Reques! a Calback | Email Us

web
w inspector Home | Online Scan  Recent Detections  Login

inspecy, Dwect, Protct

Scan a Webpage

Enter a LIREL to find out whether it is malicious or nat

START THE SCAN

hitp:f{suspicious urlinfo/mamphp
| Check unresolved domain through the blacklists

To stan, simply enter e LIRL of a webpage in he space above and dick "START THE SCAN

sCan is complaba, you will be able towaw a malware répart

e Type the url of the page you wish to scan and click 'START THE SCAN'.

The page will be scanned and the results will be displayed in the 'Recent Detections' tab. The statistics on this page also provide
a history of scan results for the webpage in question.
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Chat with us Now | Cal us: 1-888-266-6361 | Request a Callback | Email Us

web
w inspedor Home Online Scan Recent Detections Login

Report for * http://ancgrli.prophp.org/ index page.’

This is a high risk page Scan results for the last 7 days:
Scan Time: 2013-11-25 105041 UTC 0 Saf
Scanned single URL | Details | Report False Posive e

Threat Report General Info
H sisckist checking: View Detals  Whats This? Websie hitp:tiancgri prophp.org
Phishing: Vhat's This? Domain: ancgri.prophp.org
Scanned IP. 18527134147
Malware Downloads: Vhat's This
Show Wheiss information
m Drive-by-Downloads: \hats This?
B4 worms: Vhat's This?
m Backdoors: Vhat's This?
n Trojans: View Detais Vhat's This’
u Suspicious Mrames: Vhat's This?
m Heuristic Viruses: hat's This?
m Malware Code: Vhat's This?
m Suspicious Connections: Vhat's This®
u Suspicious Activity: Vhat's This?
omodo CA Ltd 20 Al rights reserved

11.6.  Use PrivDog To Stop Websites Tracking Your Activity

What would be your reaction if you knew that almost all your online activity was tracked by multiple agencies without your
knowledge? The data they collect might be used for legitimate but unwelcome reasons such as adverts that follow you around
the internet or for creating a profile of your online browsing activity. In the worst cases, it could be used by online fraudsters with
the sole objective of stealing your personal and confidential information by deploying intelligence gathering cookies, spyware
and other malware.

PrivDog provides you the power to control these activities and make surfing the web safe and private again. PrivDog is a
browser extension that improves the transparency, privacy and speed of your online experience by automatically detecting and
blocking processes that are attempting to track your online activity. Whenever you visit a website, PrivDog will display the
number of privacy threats it has blocked in the top-right corner of your browser. Clicking the PrivDog icon will reveal a more
detailed breakdown of the types of threats it has stopped, which can include advertising networks, 3rd party trackers, cookies,
widgets and other data collection processes. The extension can also block all current banner ads in a webpage and replace
them with safe and trusted ads.

PrivDog is available as a standalone add-on for Google Chrome and Mozilla Firefox browsers. It can also be downloaded from
the Privdog website at http://www.privdog.com

Using PrivDog g0
+ The total number of potential threats on the page you are visiting will be overlaid over the PrivDog icon % atthe top-
right corner of the browser. Click the icon to reveal a breakdown of current activity by threat-type.
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S (2} | @) usyahoo.com/ r=fp-c W @'~ | |!v comop| # !; v G Br?xi)
Most Visited || From Internet Explorer g Q
# Home Mail News Sports t&i" r)l ‘vdog o
YAHOO’ This site is NOT in your exceptions.
.
. - 5 threats found on this page.
B Mail
El News 4 Trackers: 1 blocked B
L
% Sports b.scorecardresearch.com 1request
44 Finance
“ 3™ Party Widgets: 0 detected
&35 Weather
4 Statistics: 1 blocked
! Games =
f.\. Groups Miley goes w yanalytics yahoo.com 1 request
Miley Cyrus deliver
2 Answers American Music A 2™ party Cookies: not blocked
To block these click here lj
o Screen B =
oe® Flickr ( 54 Threats blocked since browser started
=N Emotional o s Uizane, Saua U g e LU s S s
] Jobs scene for sexy duet ‘horse’ at AMAz MNFL players Iran deal
= Autos
B Shopping Y Exclusive: One Direction iHeartRadio Albu
Release Party
|X Trave' Toanimht i—ﬂ Ornm FET/IiE nm DT snteh Mna Niraction s
] 3

The bottom of the summary page states the total number of threats blocked for all pages in your current session.

»  Ad Networks - Depending on your preferences, this row will display either the number of untrusted, 3rd party adverts
that have been blocked or the number of adverts replaced with trusted and safe ads from AdTrustMedia (sanitized).

Third party advertisements are one of the primary sources of income for website owners but could also be used by
attackers to launch malicious code. PrivDog ensures that only trusted, pre-vetted adverts are displayed on the web
pages you visit. Clicking on the Ad Networks row will list the addresses of the tracking entities.

»  Trackers - Displays the number of trackers that were blocked or allowed for that page depending on your settings.
Clicking on the "Tracker' row will display the addresses of the tracking entities.

Your browsing behavior is of great interest to many companies who wish to make money by tracking your surfing
patterns and selling the data to other organizations. Based on the evidence of your browsing, these companies can
then hit you with advertising and marketing campaigns targeted to what they believe you are interested in.

. 3 Party Widgets - Displays the number of widgets that were blocked or allowed for the page you are visiting.
Clicking on the 3rd Party Widgets row will display the addresses of the tracking entities list.

Many websites have 'social widgets' in their sites which are designed to let visitors quickly 'share' the page with their
social media contacts. However, using one of these widgets also informs the social media site owner of which sites
you have visited. This allows the social media website to show you targeted ads or invite their other partners to also
track you by deploying their tracking specific codes.

»  Statistics - Displays the number of analytical trackers that were blocked or allowed for that page depending on your
settings. Clicking the 'Statistics' row will list the addresses of the tracking entities.

Statistic, or analytical trackers allow website owners to analyze data about the nature of their visitors, including your
geographical location, referrer, which pages you visited while on their site, the duration of your stay on the each page
and so on. The technology provider will give these analysis tools to the website owner free of charge, but in return, the
technology provider will also have access to your surfing behavior, potentially infringing your privacy.

. 3 Party Cookies - These types of cookies are used by advertisers to track your visits to various sites on which they
advertise. This row displays whether 3rd party cookies are currently blocked or not.

PrivDog Settings Configuration
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The Options page allows you to configure the settings for the Trackers, 3™ Party Widgets, Ads, Statistics, Preferences and add
websites to Exceptions list.

To open the Options Panel, click the PrivDog icon at the top right side of the browser and click the gear icon in the drop-down.

o vdog @

This site is NOT in your exceptions.

Alternatively, click on the words 'click here" in the row of a blocked item to go to the respective settings page directly.

notplocked
Toblochth

The Options Panel displays the total number of threats that it has blocked since the browser was opened for the session and by
default opens with the Threats settings page.
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112 Sowserses

Total threats: 2409 g.,:,& (21 ‘VdOQ

Total detecting: 2409

Enable blocking of the threats you consider necessary.

Threats
Exceptions AT
Trackers &) Black Q) Ao 430 elements
Bref 3 Party Yiidgets & Block O Anceny 165 elements
references Ads @ Deliver TrustedAds from AdTrustMeds (D) Block &l Ad Metworks 1344 slemeants
S ofistics (& Black O 2ow A clemeris

The panel allows you to configure the settings for:
e Threats
¢ Exceptions
*  Preferences

Threats

The page displays the number of elements at the far end of each item that PrivDog has detected so far in the browser.

0 Threats blecked since
browser started

Total threats: 2421 9,':& [:)r 1Vd°g

Total detecting: 2421

Enable blocking of the threats you consider necessary.

Threats

Exceptions Recommended
Trackers @ Block Allow 480 giements
3 Party Widgsts M Block Al 165 elements

Preferences L i Delver Trustedads from AgTrusmedia Bilock all Ad Networks 1358 elements
Elalisfics B Biock e 420 elements

e Select the option whether to block or allow the items in the list.
Exceptions

he Exceptions screen allows you add a domain name or a subdomain name for which PrivDog will not perform a scan to detect
threats. You should make sure the websites that you add to the Exceptions list are trustworthy and dependable.

»  Enter the url of the website(s) in the field and click the 'Add site to Exceptions' button.
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Total threats: 7409 L 'r_)r ‘Vdog L

Total detecting: 1344

PrivDog will ignore the websites listed below. You can add

Threats

a site to your EKCE[‘JUDI‘IS lj':..’ T}f'pil‘lg the URL in the box and
Exceptions clicking the "Add site to Exceptions' button.
Preferences Addd a website 1o youl Exceplions

Add afte to Exceptions

Websites in your Exceplions list;

Mo darmaing in Exceplions list

AdtrustMadia, LLC, 2 13, Al ts regerved,

The added website(s) will displayed in the Exceptions list.
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126 Jmm

Total threats: 2409 *":'.r_i’['_)[ 'Vdog h ar '.;:.- )

Total detecting: 1344

Threats
Exceptions

Preferences Al a website to your Exceplions

Wiehsiles in your Exceplions Est:

[0 facebook.com m

D comaoda.com Remowve

[0 example.com

To remove a website from the Exceptions list, select the checkbox beside it and click the 'Remove' button beside it or click the
'Remove selected' button if you select more than one website.

Preferences

In the Preferences screen you can choose to either allow or block 3rd party cookies in the browser.
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5 Threats blocked
since browser started

“ |
Total threats: 2599 t;% r__J . Vdog

Total Detecting: 2599

Preferences

Threats

Exceptions [F] reatime 3™ party cookie biocking
[#] ~zet Do Mot Track” header

Preferences

+  Realtime 3™ party cookie blocking - When this option is enabled, PrivDog will check in realtime for 3 party cookies
that are being installed and block them.

»  "Set Do not track™ header - When this option is enabled, PrivDog will block the tracking activities of 31 party cookies
that are already installed.

12. Web Developer Tools

Comodo IceDragon has a number of built-in tools that allow web-developers to check for errors in web pages, run java scripts,
view page sources, view and change styles, find java script related errors and more.

Click the links below for more help:
*  Opening the Tools console
*  Using the Web Console
¢ Remove Inconsistencies with HTML, CSS and Javascript
¢ Inspect Page Elements
*  View and Run Experimental Style Sheets on a Webpage
* Improving Web Page/Web Application Performance
¢ Network Monitoring
e Using the Developer Toolbar
*  Responsive Design View
*  Run Experimental Java Scripts on Page
*  View Page Source
¢ Add More Web Development Tools
*  Enabling Character Encoding from the Web Developer Console
*  Working Offline

12.1. Opening the Tools Console

To access the Tool interface

»  Click the IceDragon button at the top left of the browser: izeCragon

e Click Web Developer
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*  Select Toggle Tool'

The 'Toggle Tool' interface will open.

ecurnty  ~ ® Logging
12:13:37.878 "WITHOUT KEYWORD" Scnipting.js:258 a
12:13:37.872 "YAHOOD START" Scnpting.js:263
12:13:37.963 “INCLUDE CONTENT.J5" Scripting.js:138
12:13:37.974 "SERP INIT PROCESS" Scripting.js227
"WITHOUT KEYWORD" Scripting.js258
"YAHDO START" Scnpting.js-263
"INCLUDE CONTENT.JS" Scnipting.js158
"SERP IMIT PROCESS" S:Ip‘.irgj: 227
"WITHOUT KEYWORD™ Scripting.)s:258
12:14:18.831 "YAHOO START™ Scripting.js:263
12:14:18.128 “INCLUDE CONTENT.J5" Scnipting.js:138
12:14:18.138 "SERP INIT PROCESS" Scripting.js227 ?
12:14:18.138 "WITHOUT KEYWORD" Scnipting.js:258 1
12:14:18.132 "YAHOO START" Scnipting.js:263 |
B

»  Toolbox Option - Provides an access to the settings for the Toolbox itself and for the tools it hosts.
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Default Firefox Developer Tools

Console
Inspector
Debugger
Style Editor
Profiler
Metwork

Choose DevTools theme:
@ Lighttheme () Darktheme
Web Console
[] Enable persistent logs
JavaScript Profiler
[T] Show Gecko platform data
Advanced settings
& Disable JavaScript  (Current session only, reloads the page)
[] Enable chrome debugging

[T] Enable remote debugging

*  Default Firefox Developer Tools - Checkbox any of tools to enable.

*  Choose DevTools theme - Allows you to switch between a Light and a Dark theme.

*  Web Console - Enable persistent logs - If enables, the console clears the output when you navigate to a new
page.

»  JavaScript Profiler - Show Gecko platform data - if enables, includes Gecko platform symbols.

*  Avdanced settings,

»  Disable JavaScript (Current session only, reloads the page)- if checkboxed, reload the current tab with
JavaScript disabled

*  Enable chrome debugging if checkboxed, allows you to use developer tools in the context of the browser
itself

*  Enable remote debugging if checkboxed, allows you to debug code running remotely in a different process
or on a different device.

»  Restart your browser for the settings to take effect.

*  Web Console - Displays logged information and other error messages. Allows developers to upload/download files
to/from server, edit text files directly on a server and much more.

* Inspector — Analyze the layout of a web page, finds and fix web page issues. It allows developers to see which
elements in the source files (including server-side code) have produced the HTML markup to be rendered in the
browser. Page Inspector also lets you modify CSS properties and DOM element attributes to see the changes
reflected immediately in the browser.

*  Debugger - Finds errors in other programs. A debugger allows a web developers to stop a program at any point and
examine and change the values of variables.

«  Style Editor - Allows developers to edit a style sheet to apply a style of your own choice to required elements.
*  Profiler - Allows developers to find and eliminate bottlenecks in your JavaScript code.
*  Network - Displays a list of all the network requests made while loading the page.

»  Highlighted painted area — Helps to figure out whether your website is causing the browser to repaint more than it
needs to.

e 3D View icon - Clicking the 3D view button opens page into the 3D view mode. This view makes it easy to visualize
the nesting of your content. This button is available if your system supports WebGL. If you don't see the 3D button, it is
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possible that your graphics driver needs to be updated.

»  Scratchpad - Opens the Scratchpad window to edit and run JavaScript code, execute it on the web page before final
implementation. Web Console also can be used for editing and running Java Script codes.

*  Responsive Design Mode — Makes it easy to see how your designs will look on different sized screens such as
mobile phones or tablets. Use the resize handle at the lower right of the content area to change the size of the content
area.

*  Dock to side of browser window - To optimize the space in the bottom of the pane, transpose the pane to the
vertical space.

e Show in separate window — Opens a separate Developer Tools.

Click on the 'X" at the far right to close the tool bar.

12.2.  Using the Web Console

Web Console is a very useful tool for web developers, which displays logged information and other error messages. It also
allows them to check Javascript and acts as a debugging tool for your web application or web site.

To access Web Console
e Click the IceDragon button at the top left of the browser: E 2l
e Click 'Web Developer '
e Select the 'Web Console'

The 'Web Console' interface will open.

¥ Console

"WITHOUT KEYWORD" Scripting.js:258 -
"YAHOO START™ Scripting.)s:263
. “IMCLUDE COMNTENT.J5" Scnpting.js:158
12:13:37.974 “SERP INIT PROCESS™ Scnpting.js:227
12:13:37.974 "WITHOUT KEYWORD" Scripting.js:258
12:13:37.975 "YAHOOD START" Scnipting.js=263
12:14:18.817 "INCLUDE CONTEMNT.J1S" Scripting.js158
12:14:18.829 "SERP IMIT PROCESS™ Scripting.js227
12:14:10.929 "WITHOUT KEYWORD™ Scnpting.)s:258
12:14:10.031 "YAHOO START™ Scripting.js:263
12:14:18.128 "INCLUDE CONTEMNT.JS" Scnipting.js:158
12:14:18.13%8 "SERP INIT PROCESS" Scripting.js227 j
12:14:18.138 "WITHOUT KEYWORD™ Scnpting.)s:258 1
12:14:18.132 "YAHOO START” Scripting.js:263 -
2

»  Use the 'Position’' drop-down menu beside the Filter box to place the Web Console above or below.
»  Use the 'Filter' box to search for particular item(s) from the list.
The Web Console displays messages about Network requests, CSS, JavaScript and Logging.

*  Network messages — Displays messages about network requests generated by your web browser. Click on network
request log to view full its details such as request headers and response headers.

*  CSS Messages - IceDragon generates these messages to inform about the CSS errors that occurred while loading a
web page.

»  JavaScript Messages - IceDragon generates these messages to inform about the JavaScript errors that occurred
while rendering a JavaScript code.

»  Security Messages - IceDragon generates these messages to inform about security warnings and errors that
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occurred during runtime.
* Logging Messages — These are outputs of JavaScript code executed on the console object in IceDragon.

Messages that are generated multiple times are listed only once with an indication in the right displaying how many times the
message was output in the Web Console.

You can choose what information should be displayed in the log area by selecting the respective item, that is, Network, CSS, JS,
Security and Logging. You can further filter them from the drop-down menu to display messages about errors, warnings, info and
log.

Below the log information area, a command line box allows you to execute JavaScript in real-time.

12.3. Remove Inconsistencies with HTML, CSS and
Javascript

Debugger feature is available for debugging content running directly in Comodo IceDragon and allows you to step through the
page's code line by line and examine the values of variables. It is useful when you create a web page and site and then to use
the debugger to examine the page as it is running.

To open debugger element tool

. loeDragon
»  Click the IceDragon button at the top left of the browser:

e Click Web Developer
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rdali/resourcermnar 1.1.14.; 1|<!'DOCTYPE html> -
Tl ) S0 EMiC Sl S . - -
(rEsourcemgr 2 2| <html lang="en-US" class="dev-desktop '_;:'.'_—p';":p.|_|
P . - 3|<!'—-— mZ2 template -->
fcombo/120702 yfpad_util.js 2| chead>
5 <meta http-equiv="Content-Type™ content="t:
& <title>Yahoo</title>
GzoEtTT 7 <meta http-egquiv="X-UA-Compatible™ content:
B g <meta name="description" content="A new we.
us.yahoo.com,/¥r=fp-comodo 9 <meta name="keywords" content="yahoo, vaho
10 <meta property="og:title”™ content="Yahoo"
yui.yahooapis 11 <meta property="og:type” content='website'
12 <meta propercty="og:url™ content="http://us
combo 13 <meta property="og:description™ content="A
14 <meta property="og:image" content="http://.
«list/autocomplete-list-min.js 15 <meta property="og:site name" content="Yah
1a <meta property="fb:app id" content="303766
...complete-highlighters-min.js 17 <meta name="robot=" content="noindex,nofol:
18 <link rel="shortcut icon™ href="http://l.yv. ™
.../autocomplete-plugin-min.js 1 i k
The debugger toolbar consists of:
Pause/ o @ Into  Script Chooser Script Filter Expand Panes
Resume P
Step Over  Step Qut Debugger Options

*  Pause/Resume - Pauses or resumes execution of the script you're debugging.
»  Step Over - Steps across the current line of JavaScript code.

»  Step Into - Steps into the function call on the current line of JavaScript code.
e Step Out - Runs the script until the current function exits.

e Script Chooser - This pop-up menu lets you select one of the running scripts in order to read its code, set
breakpoints, and so forth.

»  Script Filter - The script filter (which doubles as a search box) lets you type a string to filter what scripts should
appear in the Script Chooser.

*  Expand Panes - Expands or contracts the window to show or hide the sidebar panels.

*  Debugger Options - Pops-up a menu to configure the debugger.

Pause on exceptions

Show panes on startup

Show only enumerable properties
Show variables filter box

¥ Show original sources

»  Pause on exceptions -If enabled, execution of script will automatically pause whenever a JavaScript exception
is thrown.
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»  Show panes on startup - If enabled, the debugger's two sidebar panes are visible when you first start the
debugger; by default, they are not.

*  Show only enumerable properties - If enabled, allows you to filter the displayed list of variables after the "Filter
variables" search box to will be added the variables panel.

«  Show variables filter box - If enabled, do not display non-enumerable JavaScript properties
»  Show original sources - If enabled, allows you to use source maps to see the original source for code.
Right -clicking in the code allows you:

Add breakpoint Ctrl+B
Add conditional breakpoint  Cirl+ Shift+E
Selection to watch expression  Cirl+Shift+E

Copy

Select All

Filter scripts Ctrl+P
Search in all files Ctrl+Alt+F

Search for function definition  Cirl+D

Eind Ctrl+F

Goto line.. Ctrl+L

Filter variables Ctrl+Alt+V
Focus variables tree Ctrl+5hift+V

12.4.  Inspect Page Elements

Page Inspector tool in IceDragon is a very useful tool for web developers to analyze the layout and a the structure of a web
page.
To open inspect element tool

*  Click the IceDragon button at the top left of the browser: Izz0ragon

e Click Web Developer.
e Select 'Inspector'.

»  Alternatively, right-click on the page or an element in the page and select 'Inspect Element' from the context sensitive
menu. The page inspector tool bar will be displayed at the bottom of the IceDragon.
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[} Inspect.. () Debugg.. [ StyleEdit.. &) Profil..

I 66 _1286.dev- m b4 Rules Computed Fonts

element { inline

}

href="http://l.vimg.com/zz/combo?nn/lib/metro/g/k .
/breakingnews 0.0.51.c3s™
type="text/cas™ rel="stylesheet™ ><flink>
[Kacript
src="http://l.yimg.com/rz/1l/aei_large_purple.json:
callback=Aniden.showJson™

»¢/3cript> [
jcacript id="yui 3 8 1 1 1381824628766 2" charaet=
arc="http://l.yimg.com/zz,/combo?nn,/lib/metra/g/ ui
/metrofg/yui/oop_3.8.1.js&enn/lib/metro/g/yul/ever
/metro/g/yai/event-base_3.8.1.jssnn/lib/metro/g/3
/g/vyuifjson-parae_3.8.1.j3&nn/lib/metro/qg/vuisiac
/metro/g/yai/cookie_3.8.1.jssnn/lib/metro/g/yai/c
fg/vui/dom-base_3.8.1.j3snn/lib/metro/qg/yui/dom-=
/dom-screen_3.8.l1.j3snn/lib/metro/g/yui/selector-
SgS/yuifaelector 3.8.1.j3:&nn/lib/metro/qg/yui/node-
/node-base 3.8.1.jssnn/lib/metro/g/vui/event-dels
.-"1:':.’19—9'..'9'1;—:191 paate 3.f.1.dasnn/lik/metrnialwais
4 [ 1 }

Move the cursor over the page and a pop-up will provide information about the element that you are hovering on. Select an
element that you want to inspect and click on it for more information on it.

The page inspect toolbar will be placed at the bottom of the browser. HTML, the top-level element in the hierarchy of all nested
elements, is at the left of the toolbar and the selected element in the right. All the parent elements will be in the left and
respective child elements in the right of the tool bar.

»  Use the arrow keys in the left and right to navigate to the elements in the tool bar.

»  Click on the 'HTML' button to view the HTML code of the selected element. Clicking on it again will close the HTML
panel.

«  Atthe far right of the tool bar, click on 'Computed' to open the Style panel. The CSS of the selected element will be
displayed. They're listed in alphabetical order.

»  Atthe far right of the tool bar, click on 'Fonts' to open all the fonts in use by the selected element.

»  Atthe far right of the tool bar, click on 'Rules' to show all the rules that apply to the selected elements. The most
recently applied styles are listed first. Styles are grouped by source. The 'inline' group lists styles applied using the
HTML style attribute.

»  Atthe far right of the tool bar, click on 'Box Model' to open a blue box with the total space taken by the element on the
page. It provides information about the currently selected page element's layout: the outside numbers displays an
amount of padding is on each side of the element. The numbers in squares on the borders displays the border of each
side. Then, the margins around the element and the center, is the size of the element's content.

12.5.  View and Run Experimental Style Sheets on a
Webpage

The Style Editor web developer tool in IceDragon allows you to view the list of cascaded style sheets (css) used in the currently
displayed webpage. You can edit a style sheet to apply a style of your own choice to required elements and have a preview of
the implementation of the style sheet in the displayed webpage. Also you can save style sheets from a webpage for use in your
webpage and import CSS's developed by you to apply on required elements of the displayed webpage.

The Style Editor tool is helpful for webdevelopers to have a preview of the page developed by them and to experiment on
different style sheets before final implementation.

Click the links below for more help:
* Viewing and editing the style sheets used in a webpage

*  Applying your style sheet to a webpage
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To view the list of style sheets used in the currently displayed webpage

+  Click the IceDragon button at the top left of the browser: = eEbeniie

e Click Web Developer > Style Editor
The Style Editor dialog will be displayed.

es/themes/unified/c/reset-cb1274462936.css = |4

Jlobal/c/screen-cb1365623796.c &|* hrep://devel

ymmaon,/c/utility-ch13633560
& body,div,dl,dt,dd,ul,el,1i,hl,h
margin:0;
10 padding:0;
11| }

14 border-collapse:collapse;
15 border-spacing:0;

13 | table {

16| }

«mjwpffsites/commony/c/js_enabled-cb1361987876.c . img {
border:0:

}

<inline style sheet #8>

2 | address,caption,cite,code,dfn,e

font-style:normal;

4 font-weight :normal

}

<inline style sheet #3>

...hic.com/wpf/sites/com /print-cb12744713

T ol,ul {
_ list-=style:none;
.raphic.com/wpf/sites/then bal_nav.css

21 }

WA R R R R R RS RS R B

1 caption,th {

zinline style sheet |
text-align:left;

}
<inline style sheet 4
35 hl,h2,h3,h4,h5,h6 {
36 font-3ize:100%; hd
<inline style sheet #14> 4 m | b

The list of external and inline style sheets used for the webpage will be displayed in the left hand side pane and the rules defined
in the style sheet selected from the LHS pane will be displayed in the right hand side pane.

*  To view the elements and styles defined for the elements in a style sheet, click on the style sheet listed in the left hand
side navigation pane.

»  To switch and preview the page with and without the application of a selected style sheet, click on the 'eye’ icon beside
the style sheet name in the LHS pane.

»  To edit and experiment with styles, find the style rule applied to the desired element from the right hand side pane and
change the parameters as you wish. The changes will be immediately reflected in the webpage viewed. But these
changes are temporary and will be lost when the page is reloaded.

Tip: To identify the rule applied to a desired element, right-click on the element and select 'Inspect element’ from the context
sensitive menu. The lower pane in the window will display the 'div id' of the element. Search for the 'div id' in the style editor
window by pressing Ctrl+F from the keyboard and entering the div id in the 'Find..." dialog

To save a style sheet

e Select the style sheet from the LHS pane and click 'Save' link beside it

»  Navigate to the location in your computer and enter a file name with .css extension in the 'Save as' dialog.
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Applying your style sheet to a webpage

You can create your own style sheet for element(s) in a page and apply to them and have a preview. This is useful for web-
developers to experiment of different style sheets for different elements before deciding the final style.

To apply an external style sheet

»  Click 'Import', navigate to the location in your system where you have saved the .css file and click 'Open’

The style sheet will be imported and the style rules will be applied to the elements defined in the sheet immediately for a
preview.

12.6.  Improving Web Page/Web Application Performance

The Profiler tool allows website and web application developers to optimize their JavaScript code by testing the performance of
their web pages in IceDragon.

On executing the code, the profiler samples the state of the JS engine and records the code stacks at various time points. The
profiler then calculates the time spent by the browser to execute each stack and displays a statistical report. The report enables
the web developer to analyze and identify the bottlenecks in the code.

To run the Profiler
*  Open your code in IceDragon

e Open the Profiler toolbox by choosing 'Profiler' from 'Tools' > 'Web Developer'

» Web Cons... spec.. () Debug.. [ StyleEdi.. (@ Prof..

Profile 1

Click here to start profiling

»  Execute your code in IceDragon and click 'Start' in the toolbox to commence recording the samples
»  Leave the profiler to record the samples for required time period and click the 'Stop' button to stop the recording
The Profiler will compile the results and display the report.

e

» ‘web Console Inspector () Debugger ¢ Style Editor G Profiler

Profile 1 Camplete Prafile

" .

Running Time Self
612 100.0%

You can click 'New' and repeat recording the samples and generate several profile reports.
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Praofile

Profile 2

Understanding the Report:

The left hand pane of the report displays a list of captured profiles which can be loaded at any time. The right hand pane
displays the currently loaded profile.

The upper half of the loaded profile displays a time verses call stack size bar-graph of the profile. The call stack represents the
amount of active functions at the time when the sample was taken.

Caomplate Profile

.”-'.J v maa ada 1

Running Time Self

The samples in red indicate that the browser was unresponsive during that period. You can identify those stacks and breaking
them up into several events and restructure animations, if any.

You can analyze the response for the stacks for a specific time range too. Selecting a portion of the graph, by dragging the
mouse cursor displays a new tab above the graph indicating the selected portion. Clicking the new tab opens the enlarged view
of the selected portion.

Complete Profile

11 AN

Funning Time Self

Sample Range [409, 538]

Complete Profile

Running Time Self

The lower half display the details of the profile.

The 'Running Time' indicates the total number of samples executed within the recording time followed by the the percentage of
stacks that executed the active functions. The 'Self indicates the number of stacks that were called while executing the active
functions, and not the stacks that called the function.
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Running Time Self
E12 100.0% 7 (tatal
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Running Time Self

512 100.0% 7w (totah

430 75.4% 1 B bal) @ YA TNKIBT j2 26 fhstatic-aakamaihd net

B0 9.8% 0 P DEC_onPacket() i@ dbg-serverj=611  global

43 70% 1 P kal) @ VAWWWTNKIBT j3:26  fhatatic-a akamalhd net
7Too10% 7 JSOM stringify() @ VAW TMKIBT js:12  hatatic-a akamaihd net
5 08% 0 Py prototype handleResponzel) @ gRACOTEYpdj=15  fhetatic-a skamaihd net
3 05% 0 P jhandleTopLevel() @ s3TI2rofxjs:268  fhatatic-a akamalbd net

Clicking the arrow beside Total', display the break down view of the stacks that contained specific active functions and their
share in total number of stacks in percentage in the first column, the number of stacks called by the functions in the second
column and a tree structure view of the functions in the third column. Functions highlighted in gray are built-in browser
functions, and those highlighted in black are JavaScript functions loaded by the webpage.

To debug a specific function, hover the mouse cursor over the function and click on the right arrow that appears at the end of the
line.

Running Time: Self
E12 100.0% T W (tatal)
480 75.4% 1 P bal) @ VAMAWTNKIB? j5:26  fhataticos akamaibo ng
B0 98% 1] P DSC_onPacket() @ dbg-zerver js 611 global
43 T0% 1 P kal) @ WYAWNWTRKIET js:26  Thatatio-a akamaiee
7% 7 JSON. Stringity) @ VAW THIIBT jz:12
5 08% o u prototype handleResponze) @ gRXOMNYR j=15
0.5% 1] ihandleTonLevel @@ 2

Inspector @ Debugger le Editor ) Profiler

Filter scripts (Ckrl+P)

_d("erx", ["ex"],functionia,b,c,d, e, £) {var g=hb('ex'),h=function(i){ifi{typecf i!=='stri A

24|  d{"copyProperties",[],functionia,b,c,d,e,f) {function glh,1i,3,k, l,m,n){h=h||{};var o=
25 d("Env", ["copyProperties"], function(a,b,c,d, e, f){var g=b('copyProperties') h={start::
26| d{"ErrorUtils", ["eprintf", "erx", "Env"], function(a,b,c,d, e, f) {var g=b('eprintf"), h=h( —

27 d("CallbackDependencyManager”, ["ErrorUtils"], functionia,b,e,d, e, £) {var g=b('Errorlti
28 d("EventSubscription",[],function(a,b,c,d, e, f) {function g(h){this.subscriber=h;}yg.pn

28| di{"EmitterSubscription”,["EventSubscription"],functionia,b,c,d, e, f){var g=b( 'Eventsu

30 d(minwvariant”, [],function(a,b,c,d, e, f) {function g(h) {if('h)throw new Error('Invarian

Shl d({"EventSubscriptionVendor”, ["invariant™] ,function(a,bh,c,d,e,f){var g=h('invariant")

32 _ri [ TembtvFunction™ [ TannvEronartiea™  funcrtinnia.h.or.d. e . flivar ma=hi'convPronartias’y ¥
v S )

12.7. Network Monitoring

The Network Monitoring request is a tool in the toolbox that allows developers to view a network activity on a site.

To view the page source

e Click the IceDragon button at the top left of the browser: E izeDragan

e Click the Web Developer > Network

The 'Network' interface will display on the bottom of the browser.
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Method Flle Domain Type Size

ie_1384368756.jpg 3.yimg.co jpeg 34,12 KB
B.yimg.com ipeg
M. yimg.com jpeg

video.pnmetimeinnotim... M. yimg.com jpeg

1384372089 _mariah-care... [2.yimg.com jpeg

2822267 d1el7cedd1778a... M.yimg.com ipeg 11,12 KB

GET 611 5, Tar. a6 450 B AS W ssrnm o 1N15 ¥R

HTML €5 JS XHR  Fonts Images Media  Flash

The Network table displays,

« - The HTTP status code returned. Hover over the icon to see the exact code. Green color-coded icon - success
(2XX codes), orange - redirection (3XX), or red - errors (4XX and 5XX).

e Method: Shows the HTTP request method.

*  File: Shows the basename of the file requested.

*  Domain - Shows the domain of the path requested.

*  Type - Shows Content-type of the response.

e Size - Shows the size of the response.

e oms - Displays a timeline for the different parts of each request.
Each column can be sorted by ascending or descending.

*  The network allows to view a detailed information about the request in the right-hand side of the network interface. To
view network request details, click on the icon

e Click theicon to hide request details and to return to the list view.
The toolbar will be displayed at the top of the pane and allows you to switch between different pages:

*  Headers - Provides information about the request: URL, status code, the HTTP request and sent response headers.
The filter header field allows you to filter the headers.

»  Cookies -Provides full details of any cookies sent with the request or response.

e Params - Displays the GET parameters and POST data of a request.

* Response - Displays the complete content of the response. Depending of the type of response, it will be displayed in
HTML, JS, or CSS as text, JSON as an object, an image will be shown as a preview.

»  Timings - Provides detailed timeline bar for the request showing how the total wait time is split into the various stages.

The developers can also sort their certain type of files by HTML, by JS, by XHR, by Fonts, by Images, by Media or by Flash
type. Click the buttons in the Network toolbar to filter the list by type. This is also allows you to find out the total size and
download time for a particular type of file.

12.8.  Using the Developer Toolbar

The Developer Toolbar provides a command-line interface to IceDragon to developer tools to navigate and one click access to
commonly used tools.

To open developer toolbar element
»  Click the IceDragon button at the top left of the browser: E fezDragan
*  Click Web Developer.

e Select 'Developer Toolbar'.
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The left site of the toolbar contains the prompt for the command line, on the right is the button that toggles the toolbox

ol

Press F1 to open the pop-up help.

or

addon Manipulate add-ons

console Commands to control the console

cookie Display and alter cookies

dbg Manage debugge

Get help on the available cormnmands
inspect Inspect a node

Maore matches, keep typing

To view a list of supported commands, type 'help'.

Available Commands:

addon
break

calllog
console

cookie
dbg
edit
export
help
inspect
jsb

pagemaod

paintflashing
pref

profiler
resize
restart
screenshot
il

Manipulate add-ons = help addon
Manage breakpoints = help break
Comrnands to manipulate function call logging = help calllog
Commands to control the console = help console
Display and alter cookies = help cookie
Manage debugger =help dbg
Tweak a page resource = help edit

ort resources = help
Get help on the available commands = help help
Inspect a node = help inspect
lavaScript beautifier = help jsb
Make page changes = help pagemod
Highlight painted area = help paintflashing
Comrands to contral settings = help pref
Manage profiler = help profiler
Control Responsive Design Mode  » help resize
Restart IceDragon = help restart
Save an image of the page = help screenshot

Visualize the webpage in 30 = help tilt
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12.9.  Responsive Design View

Responsive Design View tool helps web developer to view, read and navigate his web design on the different screen sizes
without changing the overall size of his browser window.

To open responsive design view
e Click the IceDragon button at the top left of the browser:

e Click Web Developer.
e Select 'Responsive Design View'.

National Geographic - Inspiring Peo...

o~ liw al]

c | nationalgeographic.co 5.7 @Y~ | |@!-—

¥ ' Yahoo!

|2 Most Visited Maticnal Geographi... From Internet Explo...

Hippo and Tartoise Pals

WATCH LIVE: D.C. Baby Eagle
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12.10.  Run Experimental Java Scripts on Page

The Scratchpad web developer tool in IceDragon allows you to run experimental Java Script code for that page. This tool is very
useful for you to try out various ideas and execute them on the web page before final implementation. Web Console also can be
used for editing and running Java Script codes but is limited to executing single line of code at a time whereas Scratchpad can
be used to execute many lines of codes at a time. Some of the uses of Scratchpad include testing new codes, debugging and to
run saved reusable java script codes.

To open Scratchpad tool
*  Click the IceDragon button at the top left of the browser: 2 Dragon

e Click Web Developer
e Select 'Scratchpad'.
The Scratchpad editor will open. This contains some brief information about how to use it.

= = e

= Scratch pad

File Edit Execute Environment Help

Open File... Save Save As.. Run Inspect Display

ﬁﬁﬁﬁﬁﬁﬁﬁﬁ

®* ® ¥ F X X * ¥

D0 0 =] &y Nl LY ka2

4 L1 F

After you have written the code in the Scratchpad, select it and right-click to execute or from the menu bar select 'Execute’. You
have three choices to output the code:

*  Run - Executes the code in the page.

e Inspect - In addition to executing the code in the page, an object inspector will be displayed that will help you to
analyze the returned value.

» Display - After executing the code in the page, the results are inserted in the Scratchpad window as a comment. This
will help you to keep track of the changes made in the page.

12.11.  View Page Source

Comodo IceDragon enables you to view the source code of the wepage you are viewing. This is useful for web developer to
analyze the codes and style rules while they are developing their own web pages.
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To view the page source

*  Click the IceDragon button at the top left of the browser:

e Click Web Developer > Page Source
The page source will be displayed in a new window.

Comodo IceDragon

-

<!DOCTYPE himl> |
<html lang="en-U5" class="dev-desktop ua-ff ua-win ua-6&6.1 ua-ffz0 hLJI
<!—— mZ Etemplate -—-->
<head>

<meta http-equiv="Content-Type" content="text/html: charset=utf-

<title>Yahoo!</title>

<meta http-equiv="X-UL-Compatikbcle” content="chrome=1">

<meta name="description" content="L new welcome to Yahoo!. The n
<meta name="keywords" content="vahoo, wvahoo home page, vahoo hom
<meta property="og:title" content='Yahoo!' />

<meta property="og:type" content='website' />

<meta property="og:url" content="http://us.vahoo.com/" />

<meta property="og:description" content="L new welcome to Yahoo!
<meta property="og:image" content="http://l.vimg.com/dh/ap/defau
<meta property="og:site name" content="Yahoo!" />

<meta property="fb:app_€d" content="9037&6669494" />

<zcoript type="text/Jjavascript":>
J//Roundtrip
rtTop = Humber (new Date()):;

document .documentElement . className += ' jsenabled':
</=2oript>

12.12. Add More Web Development Tools

In addition to the built-in web development tools, a number of tools, which can be added to the browser are developed world
wide. You can add these as add-ons to your browser.

To add more web development tools

»  Click the IceDragon button at the top left of the browser: = o2 Dragon

e Click Web Developer

e Select 'Get More Tools' from the options

You will be taken to the add-ons page from which you can download the web development tools add-ons. Refer to Installing
Add-ons for more details on downloading and installing the add-ons.

12.13. Enabling Character Encoding from the Web Developer
Console

Comodo IceDragon automatically chooses fonts Unicode ranges, refer to Setting Fonts, Languages and Encoding but you
can specify the font that you want IceDragon to use.

To enable character encoding

e Click the IceDragon button at the top left of the browser: E lezDragon

e Click Web Developer
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»  Select 'Character Encoding’ from the options.

12.14.  Working Offline

Comodo IceDragon sets up offline access so you are able to view, access the most recent web pages that you have recently
visited while using the system. It is very useful tool when you are in airplane or train without wireless Internet.

You can,
e Save any web pages on your hard drive.
e Open the file to view it.
e Look for Yahoo and Google.
You can not,
e Click any link on it as the page will be blocked.
e Browse through your History page or send any email.

* Do not have access to Yahoo and Google.

A Offline mode

IceDragon is currently in offline mode and can't browse the Web.

® Press "Try Again” to switch to online mode and reload the page.

To disable work offline

*  Click the IceDragon button at the top left of the browser: I: JceDragon

*  Uncheck 'Work Offline'
*  Alternatively, click Web Developer> uncheck 'Work Offline'

13. Troubleshooting

This section briefs you on how to resolve problems that might arise when you are using Comodo IceDragon. Click the following
link to know more:

e Error: “"This Connection is Untrusted"

13.1.  Error; “This Connection is Untrusted"

You may find your computer screen throwing up error messages when IceDargon is not able to verify the certificate with the
website while using the browser.

¢ To cancel the error message
* To install the certificate authority (MIT CA)
*  To set the CA
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To cancel the error message

*  When the error will appear click on “| Understand The Risks”
e Click the “Add Exception” button

This Connection is Untrusted

You have asked IceDragen to connect securely to mail.uptel.net, but we can't confirm that your
connection is secure.

Mermally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

[ Get me out of here! l

| Technical Details |

[ 1Understand the Risks |

If you understand what's going on, you can tell IceDragen to start trusting this site's identification.
Even if you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception_

The 'Add Security Exception’ dialog will open

You are about to override how IceDragon identifies this site,

Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: m || Get Certificate |

Certificate Status

This site atternpts to identify itself with invalid information. View... -

Unknown Identity

m

Certificate is not trusted, because it hasn't been verified by a recognized authority,

Permanently store this exception

Confirm Security Exception | | Cancel
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*  The 'View' button opens the 'Certificate Viewer' with full info selected cert

»  Check the 'Permanently store this exception' box to trust the certificate and store. This tick also cancel the screen
again for the next visit.

*  Click the 'Get Certificate" button
»  Click the 'Confirm Security Exception' button.

Alternatively, you can edit the setting for the CA

*  Click the IceDragon button at the top left of the browser:
e Open the Options menu > Options
e Select the Advanced tab > Encryption > under the 'Certificates' section select 'View Certificates' button
*  Click the 'Authorities' and find the MIT CA
*  Select the MIT CA > click 'Edit Trust'
e Check the box to allow the CA to identify websites.
Install the certificate authority (MIT CA)

*  Download the MIT CA (Certificate Authority)
»  The 'Certificate Authority' dialog will open
e Check the Trust this CA to identify websites' and press OK

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "Certificate Authority (unnamed)” for the following purposes?
[} Trust this CA to identify websites,

[C] Trust this CA to identify emnail users.

[C] Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and procedures (if available).

View Examine CA certificate

oK || cancel |

*  View button opens the 'Certificate Viewer' with full info of selected cert

e Trust this CA to identify websites - Check the box if you trust the CA to issue certificates for Web site certificates that
handle e.g., financial transactions

e Trust this CA to identify email users - If you send email users confidential information in encrypted form to identify
prospective certificate owners

»  Trust this CA to identify software developers - Check the box if you trust the CA to issue certificates that identify the
origin of Java applets and JavaScript scripts.

The CA will be installed in IceDragon. Try again to access the site.
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14. Report a Bug

Comodo continually updates its products and intends to keep them bug-free. If you find any bug or have questions, please
submit a bug report post them in the Feedback section of the Comodo IceDragon forum at:

http://forums.comodo.com/bug-reports-cid-b284.0/

If you haven't done so already, please create an account before posting.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
Clifton, NJ 07013
United States

Tel: +1.877.712.1309
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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